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CHAPTERT

DOCUMENT INFORMATION

1.1 Purpose of this document

The purpose of this document is to provide all necessary information for the correct configura-
tion of Denwa UC&C 4.0.1.

1.2 Scope

The documentation provided here can be used with any version of the Denwa UC&C system,
except for the device called Denwa SOHQO, as well as the Telephone Gateways and Soft Switches.

1.3 Symbols

The following symbols shall be used to facilitate understanding of the contents:

® Boxes: They include information regarding the specific functionality that is being devel-
oped in the text. It can have different levels of importance. Namely:

o Informative: Grey box.
| c ¥

Informative content

o Low importance: Green box. It may affect platform users.

Green box example

It may affect platform users.

o Medium importance: Yellow box. It may affect client operation.

It may affect client operation.

o High importance: Red box. It may platform operation.
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Red box example

It may platform operation.

o Transcription: Between brackets. Transcription of an external document

Content Content (continued) ,,
“ 7 Name or location of quoted document

o System console or file: In a box with numbered lines

w‘view of a system file content or console ‘

e Typographies: Specific typographies are used to refer to buttons, text and different ele-
ments of the user interface.
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CHAPTER 2

INSTALLATION PROCESS

There are currently two (2) ISO files for the installation of Denwa UC&C 4.0.1, which were de-
signed for completely different environments:

® Regular installation, with direct connection to the Internet.

e Closed environment installation, with local repositories or repositories reachable through
the distributor39;s MAN network.

In both environments, the installation process is the same, with the only exception that it will
be necessary to declare the server that operates as an Application Proxy or Repository.

However, regardless of the environment in which the installation is to be performed, the
installer must have the installation and activation license numbers.

-

Should the installer not know the installation and/or activation license numbers, these
can be requested from Denwa Technology Corp. Support Department, by supplying the
series number of the equipment in which installation will be performed.

At the time of publishing this manual, the released versions of these ISO files are available from
the following links:

e With Internet connection: http://dendown.denwaip.com/dendown/downloads/src/DenwalUC-4.
0.1.20200212.1s0

® By Proxy: http://dendown.denwaip.com/dendown/downloads/src/DenwalC-4.0.1.20200903-TECO-y
iso

Once the suitable ISO file has been downloaded, it is necessary to have the appropriate software
to transfer it to a USB storage device. This may vary depending on the operating system of the
computer being used.
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2.2.1.1 GUI Mode

In the case of Debian-based operating systems, such as Ubuntu, Deepin,
Linux Min, Kali Linux, SteamOS or similar systems, the Startup Disk Creator application can be
used. If this application is not in the system, it can be installed from the Terminal using the
following command:

apt install usb-creator-gtk

Once installed, it can be located by typing «Create Startup Disk» in the GNOME activity menu,
or in the startup menu of the distribution being used. Once the application is open, you will see
that the interface is really simple. In fact, the procedure is practically self-explanatory. It has two
sections, one in which you must select the ISO image you want to burn, and another in which
the USB device is indicated.

Thefirstthingistoselect the ISOimage; to dothis, under the source disk image box, you must
click onthe «Other...», esto abrira el explorador de archivos y le permitira localizar y seleccionar
el fichero.

Crear disco de arranque o

Para probar o instalar Ubuntu desde un disco extraible, es necesario establecerlo como disco de arranque.

Imagen de disco de origen (.iso):

Unidad de CD/Imagen Versiondel 5.0. Tamano
oftro...
Disco a usar:
Dispositivo Etiqueta Capacidad
1 Generic Flash Disk (/dev/sdb) Generic Flash Disk 7.7GB

Cerrar Crear disco de arranque

Figure 2.1: Startup Disk Creator Interface

Once you have selected the image to burn, the next step is to select the device to use. There
you must select the USB device that you want to serve as the boot disk (it must be connected
beforehand).

If you are viewing multiple devices, you must have more than one volume connected to your
system through a USB port, so select the appropriate one and you are done. Note that this
procedure will erase all the content that was previously on the device.

Once thisis done, just click the «Create bootable disk»; button to start the process of burning
the image and preparing the volume.

In a matter of minutes (depending on the port speed and the type of USB disk selected) you
should have the bootable USB with the Denwa UC&C 4.0.1 installer ready.

We recommend the use of Rufus for the creation of bootable disks. To download Rufus, you can
go to the official website of the project (https://rufus.1ie)and scroll down to the download
section. There you will see that you have two main options: installable or portable.
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Using Rufusis really very simple. Once you open the application (if you have downloaded the
portable version, you just have to run the downloaded file) you will see a window with several
options.

The first step is to select the USB device. A drop-down box will list all USB devices connected
to your system. You must be careful which device you choose, since in th process all the data
that may be on that device will be erased. In the image below, an 8 GB device has been selected,
on which an Ubuntu 18.04 LTS image was previously burned.

& Rufus 218.1213 — x
Dispositivo ‘j{$‘
Ubuntu 18,04 [T5 (D) [8GE] / ~
Tipo de particidn y del sistema destino
Tipo de particidn MER para BIOS o UEFI ~
Sistema de archivos
FAT32 [Por defecto) ~
Tamafio del cldster
4096 bytes [Por defecto) ~
Etiqueta nueva
[ Ubuntu 18.04175

Opciones de formateo

DBuscarbloques dafiados en USE 1 paso ~

[ Formateo rapida

Crear disco de arranque con FreeDOS e é

[A Afiadir etiguetas extendidas e iconos

PREPARADO

Acerca de... Historial Cerrar

1 dispositivo encontrado

Figure 2.2: Rufus Interface

It is not necessary to format the selected device beforehand, as Rufus already formats the
drive before creating the new boot disk. Notice that the quick format checkbox is checked in
the formatting options.

The following step is to select the Denwa UC&C 4.0.1image (do not forget to check its integrity
before), to generate the boot disk. To do this, you have to click on the button indicated in the
following image.
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& Rufus 2.18.1213 — be
Dispositivo ‘p}‘
Uburitu 18,04 TS (D) [3GE] ~

Tipo de particidn y del sistema destino

Tipo de particion MER para BIOS o UEFI ~
Sistema de archivos

FAT32 [Por defecto) ~
Tamario del clister

4096 bytes (Por defecto) ~

Etiqueta nueva
[ Ubuntu 15.04175

Opciones de formateo

DBuscarblnques dafiados en USB 1 paso e

[+ Formateo répida

Crear disco de arrangue con FreeDOs ~ _;

[ Afiadir etiguetas extendidas e iconos /
PREPARADO

Acerca de... Historial Cerrar

1 dispositivo encontrado

Figure 2.3: Rufus Interface: ISO selection

When selecting the image, there are several options according to the different settings. You
can choose these options, such as the volume label, but it is recommended to use the default
options to start the process.

& Rufus 2181213 = >
Dispositivo ﬁg"
Ubuntu 18.04 T5 (D) [BGE] ~

Tipo de particidn y del sistema destino

Tipo de particion MER para BIOS o UEFI ~
Sistema de archivos

FAT32 [Por defecto) ~
Tamafio del cldster

4096 bytes [Por defecto) ~

Etiqueta nueva
[ Ubuntu 18.04.1 LTS amde4

Opciones de formateo

DBuscarbloques dafiados en USB 1 paso -
[ Formateo répido
Crear disco de arranque con | Imagen 150 b ,,g‘

Aﬁad\r etiquetas extendidas e iconos

PREPARADO

Acerca de.. Historial Cerrar

Usando la ima...: ubuntu-18.04.1-desktop-amdbd.iso  #

Figure 2.4: Rufus Interface: Burning starts

Once the process is completed, the USB device is ready to be used for the installation of
Denwa Denwa UC&C 4.0.1.
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First of all, it is necessary to configure the way in which the computer will boot, for this you must
enterthe computer’s BIOS and select the USB device mentioned in the previous section as the
boot disk. In addition, UEFI must be set as the boot mode..

Since the Denwa UC&C 4.0.1 system is compatible with equipment of different genera-
tions, the way to access the BIOS may be different in each case.

Once the equipment has started with the USB device, a screen will be displayed where you
can select the language used for the installation options. We recommend the use of English, as
all our reference documentation is in this language.

[11] Select a language |

Choose the language to be used for the installation process. The selected language will
also be the default language for the installed system.

Language:

[ No localization
Albanian shoip
fArabic o
Asturian Asturianu
Basque Euskara
Eelarusian Eenapyckas
Bosnian Bosanski
Eulgarian Ewarapcikn
Catalan Catald
Chinese (Simplified) 7 (/i)
Chinese (Traditional) B (EE)
Croat ian Hrvatski
Czech Cesting
Danish Dansk
putch Nederlands
Enz1ish English
Esperanto Esperanto
Estaonian Eesti
Finnish Suami
French Francais
Galician Galegn
German Deutsch

EhhnuLEd

<Go Back:

activates buttons

Figure 2.5: Operating system installation: selecting installation language

On the next screen you need to select the «Install Denwa UC» option to use automatic par-
titioning, or «Install Denwa UC Manual Partition» to resize the system partitions differently, and
press the «Enter» key.

B | r

The installation of some modules, CDRs local backup features, massive logs to the system
logs, secondary disks or RAID alignments may require the customization of the system
partitions.

If in doubt, please contact Denwa Technology Corp. support.
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F1 Help F2 L

=ihility F6 Other Options

Figure 2.6: Base operating system installation

Then you will have to select the installation language of the base operating system; once
again, we recommend always using English, because all our reference documentation is in En-

glish.

Language:

<Go Back:

Choose the language to be used for the installation process. The selected language will
also he the default language for the installed system.

C

Albanian
Arabic
Asturian
Basgue
Belarusian
Bosnian
Bulgarian
Catalan
Chinese (Simplified}
Chinese (Traditional)
Croatian
Czech
Danish
putch
English
Esperanto
Estonian
Finnish
French
Galician
German
Greek

1 [1!1] Select a language |

Mo localization
shgip

s

Asturianu
Euskara
Benapyckas
Bosanski
BrArapckn
Catald
I (i )
(R
Hryvatski
Cesting
Dansk
Neder lands
English
Esperanto
Eesti
Suomi
Francais
Galego
Deutsch

EhhNULES

s; <Enter> activates buttons

Figure 2.7: Operating system installation: selecting language

In the next step you will select the location, city, region or country,
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] [1!] Select your location f

The selected location will bhe used to set uour time zone and also for example to help
select the system locale. Mormally this should be the country where you live.

This iz a shortlist of locations based on the language you selected. Choose "other' if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botswana
Canada

Hong Kong
India
Ireland

New Zealand
Nigeria
Fhilippines
Singapore
South Africa

United Kinﬁdum

Zambia
Zimbabuwe
other

<Go Back>

<Tah> moves; <Spacer selects; <Enter: activates huttons

Figure 2.8: Operating system installation: selecting city, region or country

Next you will be asked whether you want to run the keyboard layout wizard. We recommend
running it, since it will allow the user to sort out problems by pressing a few keys when entering
the computer using the monitor and keyboard.

1 [11 Configure the keyboard |

You can try to have your keyboard layout detected by pressing a series of keys. If you do
not want to do this, you will be able to select your keyhoard layout from a l1ist.

Detect keyboard layout?

<GO Back: sy ETR

Figure 2.9: Operating system installation: keyboard layout wizzard

Otherwise, you will be presented with a list of all possible keyboard layouts for you to select
one from the list. By default, the «<English (US)» option is selected

Denwasg
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[1] Configure the keyboard |

You can try to have your keyhoard layout detected by pressing a series of keys. If you do
not want to do this, you will be able to select your keyboard layout from a list.

Detect kewhoard layout?

<Go Back> <Yes» <o

Figure 2.10: Operating system installation: list of languages and countries

| [!] Configure the keyboard |
Flease select the layout matching the keyboard for this machine.

Keuboard layout:

(Us) - Cherokee
English (US) English (Colemak)
English (US) English (Dvorak alternative international no dead keys)
English (US) - English (Dvorak)
English (US) English (Dvorak, international with dead keys)
English (US) English (Macintosh}
English (US) - English (Programmer Dworak)
English (US) English (U5, alternative international
English (US) English (US, international with dead keys)
English (US) - English (US, with euro on 5)
English (US) English (Warkman)
English (US) English (Workman, international with dead keys)
English (US) - English (classic Dvaorak)
English (US) English (international AltGr dead keys)
English (US) English (left handed Dworak)
English (US) - English (right handed Dvaorak)
English (US) English (the divide/multiply keys taggle the layout)
English (US) Russian (US, phonetic)
English (US) - Serho-Croatian (US)

<Go Back>

er> activates buttons

Figure 2.11: Operating system installation: keyboard distribution list by language and country

18

Then, if the equipment has an active internet connection, the time zone in which the installa-
tion is being performed will be automatically detected. Presiones «Yes» to validate the detected
time zone or «No» to select it from a list.
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1 [!] Configure the clock |

Based on your present physical location, your time zone is AmericasArgentinasCordaoba.

It this is not correct, you may select from & full list of time zones instead.
Is this time zone correct?

<Go Back>

Figure 2.12: Operating system installation: confirming time zone

Once this is done, disk detection and partitioning will start. If you have selected the «Install
Denwa UC» option, it will be enough to select the «Guided - use entire disk» option. You will be
asked to confirm the disk on which partitioning will be performed.

] Loading additional components |

Retrieving partman-basicfilesystems

Figure 2.13: Operating system installation: detecting disks

Denwa "n 19
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][] Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have & chance later to review and customise the results.

If you choose guided partitioning for an entire disk, wou will next be asked which disk
shauld be used.

Partitioning method:
Guided - use entire disk
Guided - use entire disk and set up LWM
Guided - use entire disk and set up encrypted LWM
Manual

G0 Back:

Figure 2.14: Operating system installation: partitioning method

< s §

If you have selected the custom partitioning option, the following considerations must be
taken into account:

e All partitions, except the «swap» partition, must be of type «ext4»
e At |least the following partitions must be created:

o «\boot» on the solid state disk, for the system boot files.

o «\» on the solid state disk, for the base Operating System (20GB minimum, 30
GB recommended), for:
o Operating System
o System Logs
o Operating System user folders («pbxadmin», «<kDenwa Support»)
o Module files

o «swap»on the solid state disk, 2GB to 8GB recommended, depending on the
equipment (request Denwa Technology Corp. Support)

o «\denwa» on the solid state disk, for all the processes associated with the tele-
phony engine.
o Telephony Engine
o Databases
o Web interface
o Recordings to be transferred to the FTP Server (if any)

o «\persistent» on the mechanical disk (if any) for local storage of call recordings

Now you only need to wait a few minutes for the installation to finish, and it may be possible
(in case the installation is done by means of a bootable pen drive) to select the disk where the

20 [:>€9r\\n/23 | m
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boot loader will be implemented. We recommend selecting the same device as in the previous
step.

This part of the process will end when you are asked to reboot the computer and remove the
removable installation media.

After rebooting, enter the equipment again with the following credentials:
e User: pbxadmin

e Password: pbxadmin

There is no Prompt

If, once the equipment has restarted, there is no system prompt, press Control, Alt and a
function key. For example:

"Ctrl + ALt + F2

Once the session has started, a command must be executed to initiate the unified commu-
nications system installation process:

1| all-uc

Installation of Denwa 20161214
Instalacion de Denwa .0.1.20161214
Instalagio de Denwa 4 20161214

Choose the language | Elija el idioma | Escolha o idioma:

(1) English
(2) Espafiol
(3) Portugués

Option | Opcidn | Opgdo (1-2-3): 1

Figure 2.15: Unified communications system installation

First, you will be asked the installation language of the unified communications system (lan-
guage to be displayed in the web interface and through SSH access) you prefer, and, after vali-
dating the connectivity to the Denwa Technology Corp. repositories (either through the Internet
or through the distributor’s local repository), the installation license number will be requested.

21
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PBX Admin Console:

Installation of Denwa LU 20161214

C 4.0.1.
Instalacion de Denwa UC 4.0.1.20161214
Instalagio de Denwa UC 4.0.1.

20161214
GlobalThink Technology & Denua

Choose the language | Elija el idioma | Escolha o idioma:

1) English
2) Espaifiol
3) Portugués

Option | Opcidn | Opgdo (1-2-33: 1
Do you want to install denwa UC now? (ymd: y

: Installation of denwa IP-PBX ::.
1 C j ... OK
K
. DK
0K

th

Installation L ice11§é Lozt mies ]

Figure 2.16: Unified communications system installation: installation license

The following step will not be necessary when installing the unified communications system
on a physical computer. However, in virtual environments, you will have to provide the processor
version or family.

INFO:
Installation License: DNUMINIZ017011338671
. OK

Details of server's CPU:

rocessors : 1
odel name @ AMD AG-4400M APU with Radeon(tm) HD Graphics
hrchitecture : x86_64

Options:
Intel Pentium 4, Intel Xeon
Intel Pentium 4 (64 bits)
Intel Core 2
Intel Core 2 (64 bits)
Intel fAitom
Intel Atom (64 bits)
AMD Athlon
AMD Opteron
AMD Opteron (64 bits)

10) See CPU details again

Option [1,2,3,4,5,6,7,8,9,101: _

Figure 2.17: Unified communications system: processor family
From this point on, you just wait for the download, installation and configuration of the differ-
ent software packages required for the unified communications system to be completed. Once

finished, just press «Enter» and the computer will restart.
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: Additional Configurations ::
.. 0K

n completed successfully tt

You can now enjoy Denwa UC

GlobalThink Techwology

wwu.globalThinktec.com | www.denwaip.com

[Press <ENTER> key to finish ...

Figure 2.18: Unified communications system installation: installation finished

Now, the next step must be executed from the web interface of the unified communications
system, so it is necessary to know the IP address of the equipment. Should you not know it
(because it was configured by DHCP when installing the base operating system), it is possible
to enter using two different methods:

® On the equipment console

1. Login through the console with the pbxadmin user

2. Execute the command

1 ifconfig

3. Check the IP address assigned to your equipment by the DHCP network server

4. Using the web browser, enter the IP address obtained.
e Using the system predetermined IP

1. Configure any network IP on your computer 10.10.10.0/24, except the 10.10.10.10
2. Using the web browser, log into http://10.10.10.10

Once the login page has finished loading, log in using the following data:
e User: admin

e Password: admin

e Profile: Administrator

23
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When you log in, you will see this screen

3,

‘[ET INICIO

Su Denwa UC no ha sido activada. Para poder empezar a usarla Usted necesita
activarla. Haga click en "Activar’ mas abajo y complete la informacion requerida. En
minutos podra disfrutar de Denwa UC.

Activacion de instalacion

Modelo:  MINI
Version: 4.0.1
Licencia de Instalacidn: DNWMINIZ017011338671

* Activar

Figure 2.19: Unified communications system activation: start screen

You just need to press the only button on the screen to display a form asking for contact in-
formation and the activation license. After entering the data, the license status will be validated
and activated and any updates available will download.
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CHAPTER 3

ADMIN INTERFACE

The way to enter the PBX administration interface is through a web browser, such as: Mozilla
Firefox, Google Chrome, Edge, Opera or Internet Explorer. However, our recommendation is to
use Google Chrome, version 79 or higher.

3.1 Login Screen

Once the web browser is open, in the address bar you must enter the IP address of the unified
communications system and the word «admin», for example: http://192.168.0.1/admin. De-
pending on the latest update installed, the login screen may change.

-'-. Unified

Communications

Figure 3.1: Login screen: Updates 001 to 004

Denwasg 27
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Denwas®

COMMUNIFICATION .

Contrasefia

Figure 3.2: Login screen: Updates 005 onwards

The default credentials are:

e User: admin

e Password: admin

There is no limit to the number of admin users that can be created and can access simulta-
neously

Number of administrators It is recommended to have a limited number of administrators
and with differentiated access, as can be seen in the [Administratord section, on the @ page.

In the event that you have an administrator type user and you have forgotten your password, it
is possible to recover it; however, two (2) conditions must be met:

e That the unified communications system has its mail server properly configured (see sec-
tion Mail Server Tad on the 7 page)

e That the administrator type user (who wants to recover his password) has an associated
email address

With both conditions fulfilled, by clicking on the text «Forgot your password?» and entering the

administration username, an email will be sent containing the code necessary to recover the
password.
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Ingrese su usuario y enviaremes un email
con el codigo para reestablecer su
contrasefia

Denwas®

COMMUNIFICATION .

Usuario

& Atras

Figure 3.3: Login screen: Password recovery

3.1.0.2 Support VPN Connection

In addition, the possibility of connecting the unified communications system to support has
been added without the need for Administrator access, aslong as Denwa UC&C 4.0.1 has Internet
access.

By clicking on the icon in the shape of a life preserver, located under the login button on the
login page, the administrator will open the following window:

Soporte

Connecte su Denwa UC a la VPN de Soporte para solicitar asistencia

CANCELAR CONECTAR

Figure 3.4: Login screen: Connection to Support VPN

In this window it is possible to see relevant information that the Denwa Technology Corp.
Support area will request to process your request through the http://support.denwaip.com
ticket system, namely:

e License status: Indicates if the equipment has an active support and updates contract


http://support.denwaip.com
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e License: Equipment activation license number
e Status: Status of the connection to the Denwa Technology Corp. Support VPN

e IP: |IP address assigned within the Support VPN

In the event that the field called «Status» indicates that Denwa UC&C 4.0.1is «Disconnected»,
you must click on the «Connect» button and wait a few seconds to obtain an IP address to pro-

vide to the Support area of Denwa Technology Corp.

By default, the unified commmunications system dashboard will be displayed, which will be dis-

cussed below.

-

The administrator type user assigned to you may not be able to view all of the menu items
described below. If you consider that, due to your functions and abilities, you should have
greater privileges, ask your Denwa UC&C 4.0.1 administrator.

Shows relevant system information in card format, indicating:
e Time: Parameters of the base operating system used by Denwa UC&C 4.0.1

o System Date
o System uptime

e Update Status: Shows whether all Denwa UC&C 4.0.1 items are updated to their most re-
cent version; Otherwise, the lower line will be shown in another color, indicating that an

action is required on the system.

o Denwa UC Updates
o Device firmware updates

e Active Calls: Shows a graph representing the number of calls in progress in the last twenty

(20) minutes.

e Classification of incoming calls: Using a stackable bar graph, it shows the total number

of calls in the last eight (8) days, broken down by:

o Attended
o not attended

e Partition status: Represents the occupancy status in each of the Denwa UC&C 4.0.1 parti-

tions

o System: Normally located on the solid state drive, for the base Operating System, and

contains:
o Operating System
o System logs
o Operating System user folders («plbxadmin», «Denwa Support»)
o Module files
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o Applications. Usually the solid state disk, for all the processes associated with the
telephony engine, that is:
o Telephony Engine
o Databases
o Web interface
o Recordings to be transferred to the FTP Server (if any)

o Data: Only on the mechanical disk (if any) for local storage of call recordings

E

Depending on the computer model and the number of storage devices avail-
able, the graphics will be active or inactive.

e Password security level: In case of having vulnerable passwords, indicate the number of
them.

e Status of services

o Telephony
o Information DHCP SNMP
o NTP
o Messaging
e Use of storage devices by type of data: This card summarizes the space used on the disk
according to the type of data.
o Database
o Logs
o Backup
o Recordings
o Transfers to FTP
o Voicemail
o Network Captures

e State of Firewall Policies: Policies are the default response to any connection that does
not meet criteria that have been declared as «exceptions».

e Status of Firewall services

o Firewall: Firewall service

o Failed attempts: Service that blocks access from an origin that has failed in its cre-
dentials for any type of connection in a defined period of time (see «Firewall», on page
pagereffail2ban)

o Portscanning: Service that blocks access from an origin where an attempt to scan
ports on Denwa UC&C 4.0.1 has come from (see «Firewall», on page [22)

e HTTPS enablement status

e Number of calls in the last three (3) months
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Shows the list of all Denwa UC&C 4.0.1 users, indicating:
e General: Name given to the user
e Mobile: User's mobile phone number
e Extension: Extension number in Denwa UC&C 4.0.1

e Mode:

This element is a shortcut to the previous version of the Denwa UC&C 4.0.1 administration web
interface. You can see all its content in the Advanced Interfacd section, starting on the @ page.

3.3 Advanced Interface

r

The administrator type user assigned to you may not be able to view all of the menu items
described below. If you consider that, due to your functions and abilities, you should have
greater privileges, ask your Denwa UC&C 4.0.1 administrator.

When logging in with the Administrator profile, the PBX web interface configuration Home
tab is observed. You can find data on server status, information on active services, disk usage
statistics and more from Denwa UC&C 4.0.1.

.' ]
Denwa m Modelo: MINI

INICIO » USUARIOS > GRUPOS » PROVEEDORES PREATENDEDOR » REPORTES CONFIGURACION » DEBUG »

@ INICIO LERE A AN O]

Recursos del sistema Seguridad Servicios

Servicios de Firewall
Firewall Detenido
Tiempo de actividad 3:41 Horas Servicio de Informacion
) = e Intentos fallidos Detenido
) Escaneo de puertos Detenido s MR

Politicas del firewall
INPUT Aceptar Servidor NTP

Fecha del servidor 2018-11-14 19:21:14 Servicio de telefonia

1

Servidor SNMP

16010 ;20 OuUTPUT Aceptar & Servidor de mensajeria
Uso de disco FORWARD Aceptar
Buzon de voz (28.0 KB) =
’¢ B Grabaciones (4.00 KB} Contrasefias inseguras de usuarios

@ sistema (6.10 GE) Contrasefias Admin A Actualizada «
Espacia libre (30.9 GB)

Total 37.0 GB Contr. Telefonia Actualiz. disponibles A
Particiones Contrasefas UC
I 175 s 1500 _——
I 19% soticaciones (1765} HTTPS Deshabilitads  {y

Figure 3.5: Advanced Interface: Home Screen
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This page offers the following information expressed in boxes.

e System Resources: For more details you can go to Reports > System Resources, or to the
System Resourceg section on the PJ page.

o Server Date: current date and time of the panel.

o Activity Time: Elapsed time since the last time the computer was turned on.

o Active calls: allows you to graphically display the calls made in the last 20 minutes.
o Disk Usage: voicemail, recordings, system, free and total space.

o Partitions: Percentage of use of system partitions.
e Security: Indicator and alert of the states in the security schemes at Denwa UC

o Firewall Services: Shows the status of the firewall, failed attempts and port scans.
o Firewall Policies: INPUT, OUTPUT and FORWARD.

o Insecure user passwords: Color-coded status of administrator, telephony, and UC
passwords.

o Web Security: Shows the status of HTTPS.

® Services: Services status indicator (in green if they are active, and in red if they are deacti-
vated)

o

Telephone service
Information Service
DHCP server
SNMP server

NTP Server

(¢]

o

(¢]

o

o Messaging server
e Updates

o Denwa UC: indicates if there are updates available for Denwa UC&C 4.0.1 (Settings >
Support)

o Equipment: indicates whether there are updates available for approved telephone
equipment (Settings > Equipment > Models)

B r

When the disk capacity reaches 70%, the system sends an email to the platform
administrator-type users, informing that one or more of the system partitions has crossed
the threshold (this task is performed once every hour). For these alerts to function cor-
rectly, the email server must be previously configured in Configuration > General > Mail
Server (see section Mail Server Tad on the @ page).

From the Users tab you can select various actions, which will be explained below.
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3.3.2.1 View Users

This option allows you to see the complete list of users created, along with their Name, Surname,
Email, Extension, Mode and Registration Status. If the extension isregistered, placing the mouse
over the green circle displays the IP number of the associated telephone.

It is also possible to delete and edit users individually directly. To delete a user, it is only
necessary to click on the X-shaped icon (%). While to edit it you must click on the Name of the
desired user.

LB R ~ AN O)

Apellide @ Registrado

L0 R N A A O A L O

X
x
»x
»
®
x
t
x
x
=
x
x
5

K <]1 3|43 > | Users found: 50

Figure 3.6: Advanced interface: View users

It is also possible to perform a multiple selection of users. To do this, it
is necessary to select at least two users (click on the boxes to the left of the user’'s name). Then
you must access the Actions menu, which is located in the lower left corner of the screen.

vielo

Hombre & Apellido & 4 Registrado

("] x

1002 1002 1002 €3 Phone - %
W 1003 1000 1003 £ Phone [~ ] x
| 1004 1004 1004 0 Phons ("] 3
1008 1005 £ Fhone =) ®

1006 1004 1008 €3 Phone ("] ®
1007 1007 1007 € Phone "] ®
1008 1008 1008 €3 Phone (] *
1009 1009 1009 € Phone = x
| 1010 1310 1Mo Phone [=] ®
- 1011 011 6y Phane @ x
W 1012 1012 120 Phone @ ®
& Acciones »» Kic z] 2,3 4,5 3|2 Users found: 50

Figure 3.7: Advanced interface: View users, multiple selection

In the popup window, the settings of the selected users are displayed, which are a reduced
version of what can be found in the New User option.
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O 1001 1001

1003 1003

Editar | Parametros

B [ | % enminar usuark

Servicios »
.

Avanzada

Codecs »

Figure 3.8: Advanced interface: View users, multiple editing

In addition, DIDs (access numbers) can be as-
signed to extensions by clicking the plus icon (@) to the right of the extension number. This
action will display a window like the following:

1001 - DID=

Number: [ 8000 v | €

Figure 3.9: Advanced interface: View users, assigning access numbers

After selecting it, it will be associated to the extension by clicking on the plus icon (@). On
the other hand, if what you want is to delete the relationship, you must click on the subtraction
symbol (==). All changes will be saved by clicking on «[Close]».

From this option you can search for users by: name, surname, extension, type and DID (access
number). Also, it allows you to search for both registered and unregistered users; or by some
particular indicative text or prefix. This tool simplifies tasks when you have a large number of
inmates.
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&- LISLURIOS

Rezultados de la Busqueds
Tipe Accion
Tedbtono madificar £ borrar

Buscar por: | Nombre »

Buscar texto: | 2001 i
Estado: | Todos los usuarios »
PEX Prefic:

Figure 3.10: Advanced interface: Find users

User search Users can also be searched from the screen where all users are listed (see section
on page [34)), by clicking on the Q icon located in the table header.

The search result is seen in the right pane. From here you can also make user settings, that
is, edit, delete and/or add a DID.

allows you to edit the user’s configuration. Clicking on this option displays
the Modify User window. This window is identical (except that it already has information) to
the user registration window (see section on the 34 page). This screen can also be
accessed by clicking on the name of the user in the listing on the 34 page.

Avanzada Permisos Panel

¢ [Usuario Extensidn: [101
Contrasena:
Reescriba Contraseda; [
Tipe:
Moda: ~ —
Usuario UM: L_
Contrasea U: [—1 [ Doua |
Reescriba Contrasefia Um: [
Estado: | Habilitado
Hot Desking:

Grupos {1): Grupo 1

Maodificar usuario i; Usuario 1

Figure 3.11: Advanced Interface: Modify User

allows users to be deleted. After clicking on thisitem, the View Users window
is displayed.

3.3.2.3 New User

The New User menu allows you to generate a new extension, and make the pertinent configu-
rations.

User limit Although theoretically there is no limit to the number of users, it is our recom-
mendation not to exceed the number indicated in the different Technical Sheets of the prod-
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ucts, which have been statistically estimated, considering the relationship between active calls
(incoming, outgoing and between internal) and the number of platform users.
If you have any questions, consult the Denwa Technology Corp. Pre-sale area.

The window that is displayed allows you to create or modify
new users. The data to enter are the following:

Servicios HAvanzada

Contraseia: [ |
Ema: [ ] Reescriba Contrasea: [ |
idtoma; [Espancl v | Tipe: [SIP ¥
Mada:

Imagen:
a RO —
Contraseha UM: |:| Dbl
Reescriba Contrasefa UM: | i

Estado: [Habiltado
Hot Desking:

Cancelar # Confirma

Figure 3.12: Advanced interface: New user, general tab

® Personal data of the user

o Name: name of the user assigned to the extension.

(¢]

LastName: lastname of the user assigned to the extension.

o

Email: email address of the user assigned to the extension. In the event that the ex-
tension does not answer the call, the voicemails will be sent there.

(¢]

Language: Select the language for the user.

o

Image: A profile image can be incorporated from Denwa Desktop.

(¢]

Group: Shows the groups to which the user belongs.

® The extension number is defined together with its password and its mode. For a simple
extension, phone mode is used; For call center agents, the telephone mode is also used.

o Extension: Define the extension for the user. There is no limit to the number of digits
for internal numbering

o Password: the password of the user is defined. It must be strong, so it must be com-
posed of uppercase, lowercase, numbers and special characters.

o Retype Password: The user’s password is confirmed.
o Type: Allows you to select the type of extension, the options are SIP, FXS or IAX2.
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If FXS is chosen, the port associated with the extension must be selected. To do
this, it is necessary to click on the ##icon.

Modificar Canales o]
Mo hay canales asociados I

Figure 3.13: Advanced interface: FXS-like user, user channels

Then, a click on the plus sign (@) will suffice to associate the channel.

Confirmar

Tipo: | INOUT v

Placa de telefonia Canal
Ho hay canales disponibles

Confirmar

Figure 3.14: Advanced interface: FXS type user, available channels

e Mode:

Phone: VVolP extension for ATA, Softphone or IPPhone.

o Video Phone: Phone with built-in video screen.

FAX: VVolP extension for ATA with FAX support.

FAX to Email: this mode makes it possible to receive FAXs from the Denwa Desktop
portal of the associated users or their email boxes. To do this, a user must be created
with the FAX to Email mode; its extension is virtual, because it will not be registered
(in View User a red circle is displayed in Registered). Then, it is possible to assign users
from the New User Advanced Tab. This assignment is what allows the reception of
FAXs, in addition to the mailbox of the virtual extension, in that of the assigned users
and their Denwa Desktop portals.

Conference: allows multimedia connection between two or more users. For which it
is necessary to create a user with Conference mode; this extension is virtual for this rea-
son it will not be registered (in View User a red circle is displayed in Registered). Once
the user is created, the View User option next to the conference mode is displayed.
By clicking on this icon the PIN must be defined. After dialing the extension, the user
must dial this code to join the conference. There is no limit to creating conference
extensions, and the number of users per conference room is limited to the number of
concurrent calls.
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Conference Setup

PIN: (123456

Confirmar

Figure 3.15: Advanced interface: Conference mode user

o Group: allows you to make calls to a group of users gathered in a group according to
its configuration, go to View Group. For which a virtual extension must be created (in
View User a red circle is displayed in Registered). Once the user is created, the View
User option next to the Group mode displays. When executing a click on this icon, you
must select the group to which the extension will be assigned and Confirm.

Group Extension Setup [Cerrar

Grupo: | Grupo 1 'C£
Confirmar

Figure 3.16: Advanced interface: User Group mode

o Visitor: makes it possible for people not belonging to the network to use the equip-
ment registered in the network, that is, it is an extension that is generated to be able
to make calls from any equipment. To do this, when creating the user in this mode, it
is necessary to establish a security PIN. To make a call, you must validate your identity
by calling *65, then enter the security PIN and finally the extension to call.

o Parking: Allows you to store incoming calls. When creating a parking user, it is nec-
essary to assign a group of extensions to which the calls that cannot be answered at
the moment will be transferred. The number of extensions that are assigned to the
mode are the number of calls that can be stored. For this process to be possible, it
is necessary to take the incoming call and then transfer it. When the call in progress
ends, the PBX calls the user and notifies them in which parking extension the call was
stored. To answer the call, you only have to dial the parking extension in which it was
saved.

o Doorphone: allows you to manage calls to the door where the electric doorphone is
located. For this it is necessary to create a new user with Doorman mode and confirm.
Then you must enter View Users, click on the intercom extension, in the Services Tab
you must configure the telephone extension that will ring when the intercom is called.
The equipment provisioning must be done after the extension is created.

o Intercom: Allows you to configure an extension with this mode. Then, by checking the
Enable Intercom option in the New User Permissions Tab, this functionality is available.
This type of extension can receive calls and auto-attend the line with only one audio
channel. This path is from the calling extension. It is used to make announcements or
locate personnel. It is accessed by dialing *59 + EXT. FROM THE INTERCOM + SEND.

o Call Center: allows you to configure an extension to integrate third-party Call Centers.
The call center is registered using this type of extension, the traffic of incoming calls
will be balanced between the different teams.

39



Denwa UC&C 4.0.1
CHAPTER 3. ADMIN INTERFACE

o Dispatcher: a dispatcher type extension will be generated and implemented for mass
sending of Voice, FAX, Video and SMS messages.

o Video Security: allows you to assign security equipment to an extension. You can also
make calls from video phones to these extensions and view the activity in the place by
connecting in promiscuous mode or with two-way audio.

o Preattender: Allows you to create an extension that works as a preattendant.

o Application: This mode allows you to call an application for execution. To do this, you
must select the fticon. The pop-up screen makes it possible to choose the desired
application. Then, you must press Confirm and Close.

[Cerrar

Aplicacion
Nombre: | Autoattend Applicati it

Figure 3.17: Advanced interface: User Application mode

o Shared telephone: an extension is created that can call any extension normally, but
when you want to make another type of call (external for example), a remote dialing
code is requested. This code is unique for each user. The user who wants to use a
shared phone must enter his remote dial code. Configurations are made in the Ser-
vices Tab (see section New User Services Tad on the @ page) or from the Denwa Desk-

top portal (see section User Interfacg on page ).

o Public Phone: This option allows you to create an extension that can call normally,
but the user is prompted for a remote dialing code. This code is unique for each user.
The user who wants to use a public telephone must enter his remote dialing code.
Configurations are made in the Services Tab (see section New User Services Tabd on
the @ page) or from the Denwa Desktop portal (see section User Interface on page

i57).

e Settings for Denwa Desktop (see section User Interfacg on the page) and status of this
extension.

o UM User: UM (Unified Messaging) username.

o UM Password: UM password. It must be strong, so it must be composed of uppercase,
lowercase, numbers and special characters.

o Retype UM Password: retype to confirm the UM password.
o Status: a status is assigned to the extension

o Enabled: calls can be made in and out of Denwa UC&C 4.0.1.

o Suspended: calls can only be made within Denwa UC&C 4.0.1, but allows calls out-
side of it.

o Disabled: you cannot make and receive any type of calls regardless of their desti-
nation.

From this tab you must determine the call services. Here
you can configure the user’s line according to the services that you want to enable.
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Figure 3.18: Advanced interface: New user, services tab

The fields that can be managed are the following.

e Global Call Services: allows the user to be assigned a profile, that is, a set of characteristics
common to several users can be established; these can be configured in User Profiles (see

section|User Profilegon the @ page). Ifthereis no profile created, the Local profile is offered
by default, that is, calls can be made 7 days a week, 24 hours a day.

e Local Call Services: allows you to manage permissions to make various types of calls. They
can be enabled or allowed (V¥), denied (%) or protected by the Security Pin (@). In the event
that you want all call services to be protected by Security PIN, it is recommended to check
Use Security PIN. To configure the prefixes that correspond to each type of call, you must

access Call Services (see on page[i29).
o Local: local calls
o NDD: national long distance
o IDD: international long distance

Mobiles: calls to mobiles

(¢]

o

Specials: calls to special services, such as 0800, 0810 and 0600, for example
o Emergency: emergency numbers
InterPBX: calls to another telephone exchange connected by an intercon trunk

PR— -

(¢]

Interconn-type trunks allow the interconnection of two telephone equipment, allow-
ing their users to commmunicate with each other as if they were on the same equip-
ment, in addition to sharing their other trunks. For example:

In the event that there are two (2) exchanges 200 and 300 connected through an
interconn trunk, the 200 users can make calls to the outside using the 300 trunks,
and vice versa.

e Use Security PIN: A PIN is used for each of the calls made by the user to request autho-
rization. There are two use cases, for which the user must dial his PIN to make a call:

1. When placing in the call services, it is not necessary to click on the checkbox corre-
sponding to «Use Security PIN».

2. Itis required to put in each call service and then click on the checkbox «Use Security
PIN».
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e PIN (Personal Identification Number): This numerical code is chosen by the administra-
tor, which must be entered when requested.

e Remote Dial Code: This code is used to make outgoing Denwa UC&C 4.0.1 calls from a
shared phone. This code is unique for each user.

e Alert when codes are used: an email is sent to the email address that the user has reg-
istered in the General New User Tab (see New User General Tab on page @) when these
codes are used.

e Use follow me: After creating the user, in this tab it is possible to enable the option to ac-
tivate Follow me. To do this, you must click on the checkbox, this enables its configuration.

o Types of follow me:
o Toggle + Announce: aringing sequence is followed, an attendant allows the caller
to announce himself.

o Simultaneous + Announcement: all extensions ring at the same time and an
operator allows the caller to announce himself.

o Alternate: describes the way in which the extensions ring, in this case it is follow-
ing a sequence one at a time.

o Simultaneous: with this option all extensions ring at the same time.

o Alternate + Silent: a ringing sequence is followed and there is no attendant. The
call is automatically transferred to the next type of extension.

o Simultaneous + Silent: they ring at the same time and there is no operator.
o Clicking the button with the plus icon (@) adds the follow me rule.

o In the fields below you can configure the extensions or numbers that are associated
with that user. Ring time can also be set. For the action to take place, you must click
on the plus icon ().

Configurar Sigueme Cerrar

Tipo de Sigueme: | Alternado + Anuncio v

Destino Habilitado TiempodeRing  Accién
T

Figure 3.19: Advanced interface: User follow me settings

e Detour: In this section, it is also possible to configure detours.
o From: allows you to select the origin of the calls that arrive at the extension. The fol-
lowing options are displayed in the drop-down menu: internal, external and all.

o Cause: is the reason that gives rise to the execution of the diversion rule. In this menu
you can select among the options: busy, no answer and always.

o Action: here the course that the call will take is indicated, within these you can select:
diversion, disconnect and voice mail. Number: this option is activated whenever the
disconnect option was not selected in the corresponding action. This is because it is
necessary to place the number to which the diversion or voice mail will be made.

o Clicking the button with the plus icon (@) adds the diversion rule.
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[internas v | [Ocupada v | [Desvio | ] &

Figure 3.20: Advanced interface: User forwarding configuration

e Forward time: defines the time to wait before forwarding the call.

® Boss: All incoming calls to your extension are forced to first be redirected to the Secretary.
To do this, you must select the option «Boss» and enter the extension of «Secretary».

e Call Waiting: if enabled, if the user is on a phone call and another call enters, it will play a
tone alerting the new call, allowing the user to answer the second one, while leaving the
pause the first

e Ask to leave a message: applies to external calls, that is, when a call is received, which in
the first instance is answered with a pre-attendant, this option may be available.

e Use voicemail: if you want to use a voicemail on the extension, you only have to check
the box corresponding to the mailbox. Once this is done, the possibility of customizing the
audio messages is enabled. To do this, it is possible to click on @ and load an audio file or
click on & and record the audio from its extension.

Persomalizar audked.

Mebri i Tt all

Figure 3.21: Advanced interface: User: Audio customization

e Mailbox without announcement: with this option the voicemail announcement is en-
abled or disabled.

e Redirect voicemail to: Voicemail must be disabled in order to use this option. After this,
the extension to which the voice mail is redirected is loaded.

e Voicemail Password: Set a password to access saved messages from the phone device.

o Retype Password: Must match the password, in order to complete the process.
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user.

44

From this tab you can configure extra functions for each
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Figure 3.22: Advanced interface: User advanced settings

Alias: allows you to create a number and associate it with the user. With this, incoming
calls can dial that number and communicate with the desired extension.

Associated FAX: the possibility of associating a user type FAX, or FAX to Email to the ex-
tension is granted, and in this way, messages are received on the Desktop or in the email
box.

Timer (OUT): Allows you to add a timer which limits the duration of outgoing calls.

Calls (IN-OUT): allows you to determine the number of simultaneous calls that each user
can make or receive.

Record: Allows you to record outgoing calls, incoming calls or both, randomly or continu-
ously.

o Do not record: Do not record any calls

o All-Continuous: Record all calls, incoming or outgoing

o All-Random: Record some calls, both incoming and outgoing

o In-Continuous: Record all incoming calls

o In-Random: Record some incoming calls

o Out-Continuous: Record all outgoing calls

o Out-Random: Record some outgoing calls
Recording capacity: the space in MB available for call recording is limited. When the

space is exceeded, the oldest recordings will start to be deleted, in case you want to keep
them, it will be necessary to configure a backup server from Backup Tab of General (see

on page P7) to store those recordings.

e Voicemail Capacity: Set the number of voicemails that can be stored locally in Denwa

UC&C 4.0.1. If a backup server is configured from the Backup tab of General (see
@ on the @ page), excess voicemails will be stored on it; otherwise, they will be deleted.

e Audio: This box is checked by default and is required to be able to make recordings; how-

ever, unchecking it decreases Denwa UC&C 4.0.1 's processing by only sending signaling
packets over it, while media packets are sent from host to host.
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In the event that the audio and/or video are sent end-to-end (without going through
Denwa UC&C 4.0.1), it will be necessary for both devices to use the same Codecs; Oth-

erwise, the communication will not be established, since the Transcoding function
is performed by the unified commmunications system.

o NAT (Network Address Translation): is a mechanism used to exchange packets between
two networks that assign incompatible addresses. This option is necessary to incorporate
equipment that requires it into the network.

e SRPT (Secure Real Time Transport Protocol). Defines an RTP profile, providing encryp-
tion, message authentication and integrity, and data resend protection in unicast and mul-
ticast applications.

e Music On Hold: Choose the music on hold for when the user puts a call on hold. To choose,
the music must first be loaded in the Configuration > Announcements > Music on Hold

section (see section on the [I3] page).

Audio files must be WAV with a bit rate of 128Kbps, their audio sample size must be
16 bit, single channel (mono) 8KHz sample rate in PCM format.

® WebRTC: Enabling this box provides webRTC protocol support to the extension, that is, it
will be able to use SIP credentials through the web.

e Allowed ANIs: with this option a list of ANIs (Automatic Number Identification) is created
from which calls can be received. If there is no ANI in this box, there are no restrictions on
incoming calls. If, on the other hand, there are allowed ANIs, you can only receive calls from
them. To do this, click on the plus icon (@).

Servicios Permisos

Alias }
FAX Asaclado: [ Ninguno ¥ |
Temportzador (OUTY: [ | (0= unlimited)
Uamadas (H-0UT): [2____ |
Grabar: [Nograbar __ v]
Capacidad de grabacion: (10 | (M8
Capacdad e uzt de var: Frwiy i

Equipo Asociado

Seleccionar eqiapo »»

Cancelar # Confirmar

Figure 3.23: Advanced interface: User, whitelist

B e - )

In the event that the Boss-Secretary option is configured in the New User Services
Tab, the secretary’s extension will be found in this list. In addition, all those ANIs
allowed, will be able to commmunicate directly with the «Boss» without having to go
through the «Secretaria.
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e Blocked ANIs: A list of ANIs from which calls cannot be received is created.

-

For some phones that register with the IAX2 protocol, you should not request a token for
registration. The option to configure the RCT parameter was added when the internals
have the IAX2 protocol configured.

INICIO * USUARIOS » GRUPOS » PROVEEDORES » PREATENDEDOR * REPORTES »  CONFIGURACION »  DEBUG »

& USUARIOS LSRR A ING)

General Servicios Avanzada Permisos i

Permisos de telefonia Permisos UC

Supervision de llamadas Habilitar Extension en el Desktop
Habilitar Voceo Habilitar Extension en el Mavil
Habilitar Intercomunicador Habilitar envio de Sayits

Permitir ocultar Identificader Habilitar Mensajeria Instantanea
Rellamar en ocupado

Devolver llamada en transferencia
Llamar desde la red publica

Permitir envio de SMS
Permitir envio de FAX
Generar llamada desde Outlook

Tomar llamada :
Perfiles de acceso a modulos

Figure 3.24: Advanced interface: User, new user permissions

From the permissions tab you can configure the fol-
lowing options:

¢ Telephony permissions

o Call supervision: the userisenabled to intervene calls, dialing *49 + extension number
to intervene. There are three ways to perform this action:

o By pressing number 4 you can listen to the conversation, but without being able
to interact with any of the agents.

o By pressing number 5 you can listen to the conversation, while interacting with
the intervened user.

o By pressing number 6, communication can be carried out normally as in a confer-
ence.

o Paging Enable: This is similar to an intercom, only it applies to a group. To make a
page to a group, dial *58 + extension number (extension configured as group).

o Enable Intercom: Announcements can be made to an extension without the receiver
having to answer. This is accomplished by dialing *59 + extension number.

o Hide Identifier: Allows you to hide the identification of the extension in outgoing calls.
To do this, you must dial the code *36 + Number to dial.

o Recall when busy: When the user has this option enabled, and a call is made to an-
other (internal) user who is busy, a notification about this situation is heard and the
call ends. When the receiving user becomes free, Denwa UC&C 4.0.1 manages the
communication between both users by calling them both.

o Return call in transfer: the destination extension of the unattended transfer is gen-
erated to return the call to the transferee in case it is not answered.
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(¢]

Call from public network: allows the extension to call from an external network to
the private network.

e Take calls: With this option, *88 (Group take call), *89 (All take call) is enabled or not in each
user, which allows calls to be taken. The different options for taking calls are:

(¢]

o

(¢}

(¢}

All

My Groups
Direct Extension
None

Tomar llamada: | Todos T

Figure 3.25: Advanced interface: User, take calls

e UC permissions

(¢}

(¢]

o

(¢}

Enable Extension on Desktop: the option to register the extension on Denwa Desk-
top is enabled. This is unified communications software that allows access to different
services from a single multi-platform interface.

Enable Extension on Mobile: the option to register the extension on the mobile is en-
abled. The user must register from his mobile phone through the Denwa Softphone
by adding the letter m in front of his extension number (for example, m100). It is neces-
sary to configure from Denwa Desktop the way in which you want to make and receive
calls. Options are All, Home, Web, and Mobile.

Enable Saylts delivery: the user is enabled to write in the Corporate News. This is
a service within Denwa Desktop, it is a business social network that drives internal
communications and builds a more robust way of sharing news and information.

Enable Instant Messaging: Allows the extension to use Denwa Desktop’s unified
messaging. With instant messaging (IM), multi-user messages can be sent and re-
ceived and online support service.

Allow SMS sending: the possibility of sending SMS is enabled.
Allow FAX sending: the possibility of sending FAX is enabled.

Generate call from Outlook: Allows the use of TAPI SP. This option allows us to mon-
itor the extension from a Windows application such as dialer.exe. The steps are:

1. Enable the extension to generate the call from Outlook.

2. Download and install setupDenwaTSP (32 and 64 bit version).

3. Configure in the application the IP of the central extension and the password of
the extension to be monitored (the extension for which we enabled TAPI SP).

4, Configure dialer.exe, and from that software we will access various functionalities.
Call transfer, contacts to be called automatically, etc.

Module access profile: There are additional modules adapted for Denwa UC&C 4.0.1,
each of these modules allows assigning a profile to each user. In the following exam-
ple, we see that this Denwa PBX has the Hotels and Contact Center module installed.
Therefore, this user is assigned an Agent profile.
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Perfiles de accesso.

Modulo: Denwa Hotels
e Administrador
'ﬂ-' Concerje

oo Ama de llaves

Module: Contact Center

= Admintstrador
= Supervisor
= Agente o

Figure 3.26: Advanced interface: User, module access permission

In the Panel tab, users can be assigned to monitor the new
user.

L%-. LISUARIOS

General dvanzads Permizos

Usuarios Monitoreados
e
| G Teléfono | wsg Deskiop

Mo s¢ encontraron yauarios;

Cancelar # Confirmar

Figure 3.27: Advanced interface: User, user panel

To start a search, you must enter some data regarding the user to monitor (name, extension,
etc.) and then press the button. In the following image you can see that Juan was entered, the
search button was pressed, and with that it was enough to find the user Juan Perez.
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O | musine
CJ.  LSLARIOS
!T‘:*'-. FSLIARICK

General

Modificar usuario i1 200 20601

Figure 3.28: Advanced interface: User, user panel (example)

Then, to allow user monitoring, use the ¢J button for the phone’s BLF, and the “& button for
denwa Desktop monitoring to select the desired .

In the right sector of the screen there are two lists of users that will be monitored, in the «/
Phone» tab there are all the BLFs and in the « Desktop» the list of monitored users on the Denwa
Desktop.

E%\ USLIARIOS

Ganaral Sapdeior Avanzads

Modificar usuarks ;@ 2007 2001

Figure 3.29: Advanced interface: User, user panel: panel activation in Denwa Desktop

Itis possible to Allow panel on the Desktop by applying a tick in the corresponding box, which
generates a new tab where the monitored users can be observed on the Desktop.

From this tab you can choose the audio and video codecs
that will be assigned to the user. Also, it is allowed to select the DTMF mode and the desired
FAX mode.

It is convenient that at least the following codecs be selected:

e G.729: is an audio data compression algorithm for speech that compresses speech audio
into 10-millisecond chunks. Tones such as DTMF or fax cannot be transported reliably with
this codec. Therefore, G.711 or out-of-band signaling methods must be used to carry those
signals. It is recommended to use it when the communications are outgoing from Denwa
UC&C 4.0.1.
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e G.711: is an ITU-T standard for audio encoding. The G.711 encoder provides a 64 Kbit/s data
stream. For this standard there are two main methods, the y-law (used in the United States
and Japan) and the A-law (used in Europe and the rest of the world). This codec is rec-
ommended for communications between extensions belonging to the same Denwa PBX
(users connected to the central LAN).

e H.264: is a standard that defines a high compression video codec. This standard is capable
of providing good image quality at lower bit rates than previous standards.

Servicios Hvanzada

G723 ")

Modo DTWF: [RFCZ853 v
Modo FAX: | T38 i

Cancelar # Confirmar

Figure 3.30: Advanced interface: User, codecs

DTMF (Dual-Tone Multi-Frequency) modes: are analog signals needed when making phone
calls.

e RFC 2833: DTMF signals are sent outside of audio. Avoid using it with the G.711 codecs as
in this case they will be distorted.

e IN BAND: DTMF tones can be sent in band (encoded as audio). It can only be done if the
coding used does not use any type of compression, this is the case of G.711.

e INFO: it is not recommended for the delivery of DTMF, since it does not allow generating
the signaling of the digits in synchrony with the audio, therefore it produces temporary
displacements.

FAX modes: are protocols that describe how to send and receive faxes over a data network.

e T38: The fax is converted to an image, then needs to be sent to another T38 fax device, and
finally converted back to an analog fax signal.

e T38 Redundancy: An alternative to T38 is provided to eliminate the effects of packet loss
through data redundancy. That is to say, the packets are sent more than once; this in-
creases the bandwidth that is used, but is still less than not using T38.

e Pass Through: When an analogue FAX is connected directly to an FXS socket, faxes go in
and out automatically, using a series of internal management mechanisms.
3.3.2.4 Import Users

It is possible to import users from a file in .csv format simply by clicking «Select File», selecting
the file and clicking «¥ Import».
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Plantila basica T ——
Archivo: | Seleccioner archwo | Moo
Plantla svanzads -

Frogreso de la mportacian

Figure 3.31: Advanced Interface: Import Users

Furthermore, it is possible to generate your own version of the .csv file; To facilitate this task,
there is the possibility of downloading some templates (by clicking on «Basic Template» or «Ad-
vanced Template»). The difference between them is the possibility of configuration that they
present: the basic template requires few data and presents a limited configuration; On the other
hand, the advanced template allows access to all the configurations to create a new user.

® Basic template users_basic.csv:

o Extension

o Password

o Name

o Last Name

o Email

o number of turnout

o Deviation time

o Language

o Status (O disable,l enable, 2 suspend)
o UM User

o UM Password

o Type

o Mode

o Local (O disable,1 enable)

o NDD (0 disable,1 enable)

o |IDD (O disable,1 enable)

o Mobiles (O disable,1 enable)

o Specials (0 disable,1 enable)

o Emergency (0 disable,1 enable)
o InterPBX (O disable,1 enable)

e Advanced template users_advanced.csv:

o Extension
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o Password

o Name

o Last Name

o Email

o number of turnout

o Deviation time

o Language

o Status (O disable,1 enable, 2 suspend)
o UM User

o UM Password

o Type

o Mode

o Local (O disable,1 enable)

o NDD (O disable,1 enable)

o IDD (O disable,1 enable)

o Mobiles (0 disable,l enable)
o Specials (0 disable,1 enable)
o Emergency (O disable,1 enable)
o InterPBX (O disable,1 enable)
o Type of group (simultaneous, alternated or balanced)
o User Profile

o Device

o Timer (OUT)

o Record

o Voice Mail Capacity

o Recording capacity

o Audio

o NAT

o Call from public network

o Aliases

o Use security PIN

o Security PIN

o Use voicemail

o Redirect voicemail to

o Secretary

o Allow SMS sending

o Allow FAX sending

o Audio and Video Codecs

o DTMF mode

o FAX mode

It is recommended to edit the fields of the templates and then verify that the format has not
been modified.
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3.3.2.5 Generating Users

This functionality allows users to be created in batches, that is, in a single step a certain number
of users can be created, with the same profile and local call service options.

Extensin desde: Servicios de Llamada Local
Crear

Extension hasta: Local (1vs] Especiales InterPBX

Perfil de usuariot | Local v NDD Mivles. Emergencia

Progreso de la creacion de usuarios

Figure 3.32: Advanced Interface: User Generation

To create a batch of users, you must:

1. Enter the range of extensions (from, to) that you want to generate

2. Select the appropriate profile for users, or local call services (see on page [Usef]
Profiles)
3. Click «¥ Create»

In the lower box: «User creation progress» all users generated.

3.3.2.6 User Profiles

This functionality allows different profiles to be created so that they can then be assigned to ex-
tensions. These profiles allow you to limit telephone use by days, hours and assign call services.
It is also possible to configure which routes are allowed for each of the profiles.

EE:_" PERFILES DE USUARND t_1 ﬁ? (-[J

Descripcion Horas L MMJY S "‘"“‘ os de Llamada Confirmar

Mo hay perfiles creados
Rut&s Bloguear / Agregar
Prioridad ~ Simult. Exclusiva ®

Figure 3.33: Advanced Interface: User Profiles
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To start with the creation of the profile, you must click on the 4sign,
this will show a pop-up window.

e Description: Descriptive name of the new profile
e From time: Time at which the profile will start
e Until time: Time in which the profile will end

e Day of the week: Select the days of the week on which the previously defined schedule
will operate, the corresponding box must be enabled.

Muewo perfil

Descripoion; |ﬁn de zemana

Desde hara! |00:00:00 {hh:mm:ss)
Hasta hora: |23:59: 59 {hh:mm:ss)

Domingo
Jueves []

Lunes []
Yiernes

Martes []
sabado

Migrcoles [

Confirmar

Figure 3.34: Advanced interface: User profiles, new profile

Then you must press «Confirm» to display the new profile in the list.

You can modify the schedule by clicking on the
£ icon corresponding to your row, this will display a window similar to the one used to create
the profile.

It is possible to delete the profile by clicking on the ¥ icon cor-
responding to its row.

Profile modification covers both the editing of existing user
profiles and the initial configuration of newly created profiles.

Call services associated with the profile can be
set in the upper right box of the screen. Allows you to manage permissions to make various
types of calls.

They can be enabled or allowed (¥), denied (%) or protected by the Security Pin (@); It is also
possible to indicate the number of seconds allowed for each of the different prefixes. If you want
it to be unlimited, the value must be zero (0).

r

The prefixes that correspond to each type of call must be configured in Call Services (see

on page fi26).
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Q@0

{‘E?L FERFIL

Se agregd correctaments
Confirmar

Descripcién oras 5 MAT WaT 5
g : 0| Especiales % Duraciin: [0 | s
Emergencia % Durackin: |0 g
InterPBX % Duracidn: [0 |seg

Figure 3.35: Advanced interface: User profiles, call services

Once the desired configuration has been made, it is necessary to click on «Confirmy.

3.3.2.6.2.2 Administration: Routes Itis possible (and necessary) to add routes to the pro-
file, to do this:

e Click on «Add» (located in the Routes box).
e Then a route is searched, this can be done by prefix and/or by providers.

e When the routes are found, they are selected with tildes in the boxes on the right, the
priority and number of simultaneous calls are assigned, for it to be of unlimited use a zero

(0) must be placed

F] b (ww @

Figure 3.36: Advanced interface: User profiles, paths

Once the routes have been selected and configured, all you have to do is click on the «Con-
firm» button. If you do not wish to save the changes, you must click on the text «backn».
In the same way it is possible to restrict the use of a provider, clicking on «Block» instead of

«Add».
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3.3.2.7 Corporate Directory

With the corporate directory, contact lists can be uploaded to be used by users who have Denwa
Desktop.

'g' DIRECTORIO CORPORATIVO

Buscar Importar

15, 115 1§ x
602, 602 602 X
603, 603 603 x
604, 604 &4 x
605, 605 605 =
604, 606 605 =
607, 607 607 ]
608, 608 608 x
609, 609 609 ®
610, 610 610 t 3
Android, Portero nz2 =
0000E00 < bpartsr

Figure 3.37: Advanced Interface: Corporate Directory

In this tab you can see the list of contacts available in the Corporate Di-
rectory. The search can be done by Name, Email or Number, by clicking on the Q icon in the
header of the table. There is also information regarding your address.

In case you need to work with the list of contacts, you can export the directory with the «&,
Export» button, which will generate a file in .csv format.

Descargar: contacts.csw

Figure 3.38: Advanced interface: Corporate Directory, CSV download

There is also the possibility of deleting the entire corporate directory by clicking on the «X
Delete» button; delete a single contact by clicking on the X icon in its corresponding row, or edit
a contact by clicking on its name.
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Modificar Contacte 115 115,

1%

ns

==

Figure 3.39: Advanced interface: Corporate Directory, contact editing

With the Basic Template you can download the contacts_basic.csv file
that will serve as a guide when designing the corporate directory contact list. Once the desired
contacts have been entered into the spreadsheet, click on the «Select file» button to search for
it among the computer’s directories and then, pressing the «v Import» button will start the
import process . If there are problems with any entry in the directory, it will be displayed with a
X.

Importar contacios
Plantils basica Archive: | Selccaondr archive | Mo bi sl archive m

1 La linea a2 un comentario :: Miame:™ Lastiames
Lueio Dakos

i
3 Damian Lochte
4 Gonzalo Ayonso

Figure 3.40: Advanced interface: Corporate Directory, import contacts

From the Groups tab you can manage and administer them.
User groups can be created that can be used as:

e Call groups.
e Croups to then assign them certain characteristics and relationships with others, even if it
is not a group intended to receive calls.
3.3.3.1 View Groups
Allows you to view and edit all the groups created, as well as their characteristics.
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Miembros Relaciones

& Prueba Grupo

& Prucba Grupe

Prueba Grupo

Figure 3.41: Advanced Interface: View Groups

The names of all the groups created on the PBX in question appear in the list of groups. By
clicking on the name of a group you can make changes in the different tabs

e Modify: allows you to make changes to both the name of the group and its icon.
® Roles: refer to the behavior that the group calls will have.

o Call Group: only the groups that fulfill this role can be part of the pre-attendant. In
addition, it activates calls between users of the same group, also with users who do
not belong to it. When checking the checkbox, to opt for this option, the following
window is displayed.

Configuracién del Rol “Grupo de Llamada“.
Tipo | Simultdneo

Capacicad de grabacion [0 (MB)

Extension por defecto |
Musica en espera | Ninguno

Tiempo de Ring [30
Figure 3.42: Advanced Interface: Call Group Configuration

o Type: indicates the course that each ofthe incoming calls to the group must follow.
The options provided by the dropdown menu are

s Simultaneous: when a call enters the group, all the telephones belonging to
it ring; when one of them answers the call, the other phones stop ringing.

m Alternate: this mode uses the group Members list order (see following figure);
thatis, when entering a call, the telephone of the first member of said list rings,
the second call goes to the second member and so on.

= Balanced: like the previous mode, this mode uses the list of Group Members
(see the following figure), it is capable of analyzing who has received the least
number of calls. To then assign the new incoming call to it.
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o Record: allows you to record (or not) incoming and outgoing calls. This dropdown
menu provides the following options:

m Do notrecord: Asits name implies, this mode does not record any calls, neither
incoming nor outgoing.

s ALL - Continuous: all calls are recorded; that is to say, that of all the members
of the group, both incoming and outgoing.

m ALL - Random: Only some calls from any member belonging to the group are
recorded.

o Recording capacity: it is the capacity to store the recordings of the calls, by default
it is IOMB but it is possible to change this value directly from the box. When this
capacity (or quota) reaches its maximum, two things can happen: the first is that
the oldest recordings begin to be overwritten with the most recent ones and the
second is to have created an FTP (File Transfer Protocol) client to which the they
export the recordings once the maximum quota is reached. To configure the FTP
client it is necessary to see the General Backup Tab (Settings > General > Backup).

o Default extension: refers to the extension, which does not belong to the group,
that rings in case the call has not been answered by the corresponding members
of the group.

o Music On Hold: Choose the music on hold that is played when the extensions in
the group are ringing. It only applies to the Simultaneous strategy and to choose
the music, it must previously be loaded in the Configuration > Announcements >

Music on Hold section (see on the |31 page).

o Ring Time: indicates the time the phone rings, the unit used is «<seconds».

o Private: cuts the relations of the group in question with the rest, clicking on its check-
box opens the window shown below, to accept this role it is necessary to click on Con-
figure

Configonracion del Rol "Privado”.

Con el rol Privado, foda las relaciones con los demds grupes estardn
negodis por defectn. De todas formas Uid puede ir o fa solapa Relociones y
configurar oy come desee.

Figure 3.43: Advanced Interface: Private Group Settings

The option to remove members from the group is provided by simply
clicking on the X icon located to the right of each of them. It is also possible to incorporate users
from «@ Add members», this opens a window like the following:
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General Miembros Relaciones

+ Nuevo Grupo

& Prueba Grupe Mombre y Apellido Extension

Usuario 1 10 ®

® Agregar miembres

Prueba Grupo

Figure 3.44: Advanced Interface: Member Settings

In it you must write the username in the white box, automatically updating the list at the
bottom of the window. They can be added to the group by clicking <4, user by user. Finally, the
changes are saved by clicking on «v Add members».

Agregar miembros.

Usuario 3. 404 X Usyario 4 ., 305 %

Usuario 1.
Usuario 2 .
Usiario 3 .

Ususario 4

= )

K:

Figure 3.45: Advanced interface: Add members

General and Desktop functions are related between two groups,
the group in question with the group that is selected. The arrows that indicate the permissions
that one group has for the other, change color (enabling or disabling) just by clicking on them.

¢ Instant Messaging: are those messages that can be sent from one group to another.

e Calendar: Allows sharing among groups of calendar activities, such as events, tasks, calls,
meetings, anniversary and notes.

e Conversations: includes the functions of sending messages, SMS and Fax. The sending of
messages reaches both the Desktop and the email address of each member of the group.

e Monitoring of calls: enables the opportunity to supervise or not supervise calls from a
particular group, for this the permission of Supervision of Calls (New User Permissions Tab)
must be activated to all the users of the group that can be perform this action. In this
example, the users belonging to group 1 must have user supervision permission and the
call monitoring relationship activated to monitor a user belonging to group 2. The action
is performed by dialing *49 + Extension number to monitor.
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General Miembros Relaclones

Menizajeria Instantanea
i Calendario
B4 Conversaciones

. Monitores de Llamadas

Figure 3.46: Advanced Interface: Group Relations

Once the relationship between both groups is as desired, the changes will be saved by click-
ing on «¥ Apply changes»; If you wish to restore it to a previous state (if it has not yet been saved),
you must click on <) Undo changes».

Additionally, clicking on «@ New Group» (column on the left of the screen)
displays a window requesting the name and icon of the group, as shown in the following figure.
To confirm these changes, click on «v Create». In this instance, the group has been created, so
it is displayed in the Groups column.

3.3.3.2 New Group

This leads to a window requesting the name and icon of the group, as shown in the following
figure (Fig. A.). To confirm these changes, click Create. In this instance, the group has been
created, so it is displayed in the Groups column.

3.3.3.3 Cost center

The Cost Center option allows assigning costs to calls, discriminating the types of calls, destina-
tions and users.

]fﬂ CENTROS DE COSTOS

Descripcion Ma de recarga  Monto

Mo existen centros de costos

Huevo Centro de Costos

Descripcidn:
Dia de recarga: [1__ ¥ Monta (5):

Figure 3.47. Advanced Interface: Cost Center
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In the first instance, a new cost center must be created. For which it is necessary to complete
the fields shown below and then click on «v Confirmn»:

e Description: Complete with a brief description or name of this new cost center.
e Recharge day: refers to the day of the month on which the charge is made to make calls.

e Amount: is the capacity available to make calls, this amount being the number of pesos
that are assigned to that account until the new recharge of the following month. The bal-
ance is not cumulative with the amount of the new month.

Once the cost center is generated, it is time to assign the amount per minute of the different

types of calls (see on page[i26)

ﬂ CENTROS DE COSTOS

Costos 1 :: Precios

Locat (53[100_] wovtes 5: 50|
NDD (S): Especiales (5): [2.00
10D ($): | 5.00

Costos 1 :: Usuarios

Descripcion Dia de recarga  Monto Accion

No hay usuarios en este centro de costos

Huevo Centro de Costos

T
Diaderecarga:[1_ %) Memto (S [ |

Figure 3.48: Advanced interface: Cost center and call types

Of course you can use the «modify / delete» option to make changes to the cost center or
delete it directly.

Now is the time to add users to the cost center, for which it is necessary to click on «Add».
Then a window opens presenting a simple drop down menu; which allows you to search for
users by extension, first name or last name. If this field is left blank and Search is pressed, it
displays a list with all the PBX users and users can be selected to be added to the cost center
directly from this list.

Buscar Usuarios

Extension ¥ \: | |

Figure 3.49: Advanced interface: Adding users to the cost center

Cost Center Configuration These procedures must be done for each of the existing cost cen-
ters.

The providers are used to create virtual links, through the use of various trunks. In other words,
the trunks are used to create connections with other PBX centrals, VoIP operators and with the
external PSTN world. Among the different types of trunks are: TDM, SIP, DenwaPBX InterConn,
Asterisk InterConn, among others.
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Each trunk has defined country and area codes where calls can be sent and/or received; for
example: 1786 Miami (USA) or 54351 Cérdoba (Argentina), these are called routes.

A trunk can use the registration method to exchange security credentials with the opera-
tor, in which case it only allows sending and receiving calls with that operator as long as it is
registered.

3.3.4.1 View Providers

From this menu you can see the list of providers or trunks (see the following figure), which
provides the following information:

e Description: simply refers to the name of the trunk.

e IP: is the destination IP address of the trunk; For example, there are two exchanges, A and
B, when configuring A, the IP address of B is placed and vice versa.

e Type: this column details whether the link is:

o OUT: only calls can be made, but there are no incoming calls.
o IN: It is not possible to make calls as there are only incoming calls.
o INOUT: is enabled both to make calls and to receive them.

e Protocol: allows you to quickly view the protocol used by the trunk in question (see New
Provider General Tab).

e Registered: this column exposes if Denwa UC&C 4.0.1 is registered or not as a client of the
provider, in case it requests it.

e Action: presents the options to directly remove the provider (X) or to modify it (#"). This last
%tion allows you to edit the options that a new provider has (see on page
).

When clicking on the descriptive name that has been se-
lected for the trunk (in the first column) the configuration window is displayed, from it it is
possible to define: the routes, the access numbers and dialing plans.

Rutas del Proveedor
Ruta Prioridad

Descripeion:  Enlace 1
1B/ Domindo;  192,168.1.1 Outbound ANI: HNo hay rutas cargadas

SIP From Domain: Outbound Prefix:
Qutbound Proxy: Register: NO
Puerto de sefializacion: 5060 Habilitado: I

Ultime valor de ASR: -

¢ Importar @ agregar Numeros de acceso & agregar
Prefijo de CID Canal  Liamadas si..

Ho hay numeros cargados

Figure 3.50: Advanced Interface: Provider Settings

Four boxes are observed, which are explained below.

e Trunk: Allow to check the link details.
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e Provider prefixes: clicking «Q add» displays the following window:

o —
Prioridad: [ |

Figure 3.51: Advanced Interface: Vendor Prefixes

o Route: those digits that are designated as route are the ones that will go out through
the trunk in question.

o Priority: it is possible to assign an order of priorities from 1to 9, in the case that there
are different paths to carry out the call. For example:
If the route is 4 then it matches all calls that start with 4. If the route is 567, it will carry
calls that start with 567. It must be taken into account that the number of digits that
follow those that refer to the routes is indistinct.
When finished, press «v Confirm», to save the new route.

Pattern Prefix Matches multicolumnicls replaced by
4717 or 471* 54351471 LTIXXXXXX  5435147TXXXXXX
471555555 54351478666666 471555555  54351471666666
21.3T or 21_3* 552193 2TIX3XXXXXX  552193XXXXXX

47.555555 or 47_555555 54351478666666 47x555555  54351478666666

3.3.4.2 New Provider

To generate a new provider or trunk, you must enter the New Provider option and complete
the data shown on the screen.

GRUPOS PROVEEDORES * PREATEMDEDOR * REPORTES * CONFIGURACION » DEBUG

Avanzada Alarmas de ASR Codecs

Dot
e
Protocolo de transparte:

\Utilizar SBC:

1P/ Dominio: | 192.168.1.203

SIP From Domain: |
Puerto de sefializacin:
Tio:

ACEpLar nombre 3 mostrar:

Es Interconn: (7]

N e

Figure 3.55: Advanced Interface: New Provider

When confirming, you will have four (4) tabs that will be detailed below.
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The first tab is General, from here it is possible to
carry out the basic configuration of the trunk, filling in the fields that can be seen in the
following figure.

SUARIOS GRUPOS * PROVEEDORES * PREATEMDEDOR *

PROVEEDORES

Avanzada Alarmas de ASR Codecs

Descrpcn:
Protocotor
Protocalo de transparte:
\Utilizar SBC:
IP/Dominio: [152.168.1.203 |
SIP From Domain:
Puerto de sefializacion:
Tipo:
ACeptar nombre a mostrar:
Es Interconn: (7]

N e

CONFIGURACION DEBUG

Figure 3.56: Advanced Interface: General Provider Settings

o Description: refers to the name that is selected for the trunk link.

o Protocol: define a protocol for the trunk being created. In the list of protocols it is
possible to locate the TDMs; that use both analog and digital boards. In addition, there
is TDM Premium which, as the name implies, is included only in the Denwa Premium
model. It must be taken into account that all those InterConn protocols are applied
to link two PBX exchanges.

(-]
o
o
o
o
o
(-]
o
o
o
o
o
(-]
o
o
o
o
o
(-]

Denwa L

SIP

TDM Khomp

DenwaPBX InterConn

SIP Microsoft ICS

SIP Microsoft Lync

SIP Lotus Domino

SIP Skype for Business

SIP with SMS

SIP - Argentina - Metrotel

SIP - Costa Rica - ICE

SIP - Peru - Globalbackbone
SIP - Panama - CableAndWireless
SIP - Mexico - Alestra

SIP - Mexico - Movistar

SIP - Mexico - 1zzi

SIP - Mexico - Axtel

SIP - Mexico - Axtel - Broadsoft
Asterisk InterConn
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o TDM InterConn
o H323.

A r

From the previous item, the most common protocol used for signaling be-
tween the connected ends is SIP. The rest of the SIP protocols that are ob-
served in the previous list have been customized for a particular client. Also
on this list is Asterisk InterConn which, unlike the rest, uses the IAX (Inter-
Asterisk eXchange) protocol.

o Transport Protocol. Allows you to choose between TCP or UDP signaling. Of the

protocols listed above, only Microsoft Lync SIP uses TCP; while the rest use UDP.

Use SBC: clicking its checkbox enables the SBC (Session Border Controller) on the
trunk. This option is only available on the Denwa Premium model.

IP/Domain: refers to the IP address or domain of the equipment connected at the
other end of the trunk. In the case of a TDM type trunk, Denwa uses the localhost.

SIP From Domain: used for those operators that request the change in the From field
of the SIP packet header.

Signaling Port: indicates the port where the trunk will serve SIP requests; Default is
port 5060.

Type: The trunk can be configured to make calls only, receive calls only, or both. For
this, there are the OUT, IN and INOUT options, respectively.

Accept display name: by clicking on the corresponding checkbox, when a call is re-
ceived, the name of the caller (Display Name) is displayed if the provider provides this
service.

Es interconn: allows direct calls to extensions configured in DenwaUC without DIDs
and using the routes configured in other providers.

Status: this option makes it possible to enable or disable the trunk.

Outbound Proxy: this box must be completed if the provider requires it; as it is auto-
matically placed in the Proxy field of the SIP header. That is, if this option is enabled,
all calls are sent to this IP or domain and the trunk IP or domain is only used for reg-
istration.

Outbound ANI: if the provider requests it, the ANI (Automatic Number Identification)
can always be the same. Completing this box fixes the information in the ANI field of
the SIP header.

Outbound Prefix: is the prefix that is placed before each outgoing call. This field is
only filled in if the provider requires it to authenticate the call. This option adds the
prefix without the need to make a dial plan.

Register: if the corresponding checkbox is checked, the following three fields are
enabled.

o User: is the identification that the trunk uses to authenticate itself in the desti-
nation server, usually the telephone number assigned to this trunk.

o Authentication User: is for double authentication, in order to provide greater
security.
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o Password: is the key for authentication during registration.

Y i

Depending on the protocol selected, all of the options mentioned above may or may
not be available. This variation is due to the characteristics of the protocol. These
protocols are defined HERE.

1 i

When a trunk is created or its IP is modified, they are added to the high user priority
rules in the firewall. This applies to SIP providers, DENWAPBXIC and H323. Two rules
per provider will be automatically generated, one for the SIP protocol and the other
for RTP.

After creating the trunk or provider it is nec-
essary to assign channels. This assignment is made depending on the protocol used, as
shown below.

3.3.4.2.2.1 SIP and DenwaPBX InterConn Inthe case of SIP interconnection it is simply
necessary to define the number of channelsthat can be used. The same is true when using
DenwaPBX InterConn trunks.

43_-, PROVEEDORES

General Avanzada Alarmas de ASR

Canales del Proveedor
unlimited channets
unlimited channets

unlimited channets

Encabezado de privacidad SIP: Verificar nombre de contacto:

Resolver dominio a: ” SATP:

Verificar estads SIP: Grabar:

Tomar Caller id de RPID: Capacidad de grabacion:
Tomar DNIS de campo TO:

Modificar proveedor ::  Prueba Cancelar ¢ Confirmar

Figure 3.57: Advanced Interface: Advanced Provider Settings

o Provider Channels: By simply clicking the & icon to the right of it you can change
the number of channels assigned. Care must be taken with the number of channels
that are assighed, because if a number less than the existing one is entered, the SMS
channel settings will be lost.

o Optionals:

o SIP Privacy Header: these alternatives are for when building the SIP header, they
are used to select how the Caller ID is sent to the destination. The options pro-
vided by the dropdown menu are Remote-Party-ID and P-Asserted-ldentity.

o Resolve domain to: the |P of the provider to resolve the trunk domain is placed
in this box (this domain is the one that is completed in Provider > General).
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o Verify SIP status: if the corresponding checkbox is checked, the connection sta-
tus of the remote device via SIP is verified.

o Take Caller Id from RPID: with this option, the data of the caller (caller id) is taken
from the Remote-Party-1D

o Take DNIS from TO field: with this option, the data of the caller (DNIS) is taken
from the TO field in SIP signaling

o Verify the contact name: by checking the checkbox when a call is made or re-
ceived, the control panel consults for this ID in public databases (Ex: CNAME), in
such a way that it displays the name Whose ID does it belong to?

o SRTP: With this option, encrypt the RTP audio of outgoing calls on this trunk
o Record: allows you to configure the recording of calls by the trunk

o Recording Capacity: Allows you to assign a recording quota (disk space) for the
recordings of the calls you make through this trunk

3.3.4.2.2.2 Asterisk InterConn This type of trunk offers the same advantages as TDM
InterConn, but with the particularity that it uses the IAX2 protocol (Inter-Asterisk eXchange
protocol) for signaling.

q(}_-, PROVEEDORES

General Avanzada Alarmas de ASR

Canales del Proveedor
unlimited channels
unlimited channels

unlimited channels

Verificar nombre de contacto:
SRTP:
Grabar:
Capacidad de grabacién: [10_ | (MB)

Madificar proveedor i1 Prueba

Figure 3.58: Advanced Interface: Advanced Provider Configuration with Asterisk Interconn

o Provider Channels: By simply clicking the # icon to the right of it you can change
the number of channels assigned. Care must be taken with the number of channels
that are assigned, because if a number less than the existing one is entered, the SMS
channel settings will be lost.

o Optionals:
o Recording Capacity: Allows you to assign a recording quota (disk space) for the
recordings of the calls made by this trunk.
o Record: Allows you to set the ability to call recordings through the trunk.

o Verify contact name: by checking the checkbox when a call is made, at the re-
ceiving end, the name of the person making the call is displayed.

o SRTP: by checking the box, you can encrypt the audio of calls.

In order for this protocol to work correctly, the Asterisk client must be configured at the
other end. To do this, the following settings are recommended within the iax.conf file:
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o With authentication

1| [USERNAME]

2| auth=plaintext
;| secret=PASSWORD
4| type=friend

5| permit=DENWAIP
s| context=default
7| host=DENWAIP

g| port=4569

ol disallow=all

0| allow=g729

1l allow=ulaw

2| allow=alaw

13| allow=1ilbc

4| allow=gsm

15| allow=h264

6| allow=h263p

17| allow=h263

iax.conf file modified for use with authentication

o No authentication

1| [DENWAIP]

2| type=friend

3| permit=DENWAIP
4| context=default
5| host=DENWAIP

6| port=4569

7| disallow=all

sl allow=g729

9| allow=ulaw

0| allow=alaw

1| allow=1ilbc

2| allow=gsm

3| allow=h264

14| allow=h263p

15| allow=h263

iax.conf file modified for use without authentication

The ASR (Answer Seizure Ratio) is one of the
indices that measures the quality of the network and the success rate of calls. It is calcu-
lated as the percentage of calls answered with respect to the total volume of calls. ASR
alarms can be activated in order to detect problems regarding the number of calls made.

As shown in the previous image, the fields to configure are the following:

o ASR alarms: just clicking on the box activates or deactivates them. If this option is
checked, the following three option fields are enabled
o ASR threshold: is the limit percentage with which the alarm is activated

o Check every: the time, in seconds, that must wait for the execution of the ASR
check is placed

o Check the last ones: in this item you choose the time, in seconds, in which the
answered calls and total calls are counted

o Send alerts by email: clicking on the corresponding checkbox enables sending re-
ports by email
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o Email: this field is available only if the previous option has been checked and it allows
placing the email address to which the ASR alarm reports are sent

General Alarmas de ASR

Alarmas de ASR:
Umbral de ASR: %)

Chequear cada: E*nl

Chequear los ihimos: fse)

Enviar alenas por email:

gt [ ]

Modificar provesdor : Enlace 1

Figure 3.59: Advanced interface: Provider ASR alarm configuration

For these alerts to function correctly, the email server must be previously con-
figured in Configuration > General > Mail Server (see section Mail Server Tad on
the P7 page).

To apply the entered changes, only one click on «¥ Confirm» is needed.

As expected, in this tab you must select the Codecs,
both audio and video, used by the trunk. In addition, the selection of the protocol to be
used in DTMF mode and FAX mode is required.

Avanzada Alarmas de ASR

% ¥ H.264

& ¥ H.263p

Moddo DTMF: | RFC 2833 ¥

Modificar proveedor = Enlace 204

Figure 3.60: Advanced interface: Provider codec configuration

For more information about audio and video codecs, see the New User Codecs Tab (see
New User Codecs Tad on the kg page).

3.3.4.3 Routes

The following image shows the Suppliers > Routes window, which provides a search mech-
anism and makes it faster and more efficient.
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Resultados de la Busqueda

Ca—
Prveeor

Agregar Rutas desde Archivo

Archivo: | Seleccionar archivo | No se eigio archivo

Sample file; &

Figure 3.61: Advanced interface: Query provider routes

In the box on the left of the screen: «Buscar Rutas», the option of searching for the outgo-
ing route is provided by applying some kind of filter, either through the use of texts or by
selecting a provider. No filter can be applied, in this way the complete list of routes of each
of the providers is shown. Then there are the options:

o Confirm: it is used to apply the search filter and places the results in the right box
of the screen, as shown in the following image. The first column shows the name of
the provider, the second the output route, the third indicates its priority and the last
column offers the possibility of deleting the already created route.

o Export: allows you to generate a file containing the routes created and filtered. It is
created with the extension «.csv».

Busear Rutss Resultados de la Busqueda
Pravesdar FRuta Prioridad Acclén
Proveedor: Enlace 204 5 2 borrar
Enlace 204 (3 1 borrar
Enlace 204 7 1 bartar
Agregar Rutas desde Archive
Archivo: | Seleccionar archivo | No se efigié archivol
Sample file: [
| o
B

Figure 3.62: Advanced Interface: Provider Route Query Example

The «Add Routes from File» option makes it possible to add routes in a simple way, by
loading a file; To do this, click on «Select file». This file must be in «.csv» format and have
the order of the following table (this is the example that can be downloaded by clicking on
the [l icon next to «<Sample file:> >).

# this line is a comment

B Trunk" IP Prefix Priority
GTT PBX 192.168.1.253 54 1
Proveedor A 123.234.123.123 6785432 44
Proveedor A 123.234.123.123 767543 B
Proveedor A 123.234.123.123 8976543 4

Placa TDM localhost 54 25

Figure 3.63: Advanced interface: Example importable file with provider paths
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o Trunk: the name of the provider is placed in this column.
o IP: refers to the IP number that you want to reach.
o Prefix: the digits that make up the prefix must be placed in the third column.

o Priority: it is necessary to establish the priority order of the routes, for this the fourth
column is used.

It is recommended to edit the fields of the templates and then verify that the format has
not been modified. Finally, you must click on the «Confirm» button.

The Pre-attendant is in charge of answering a call, and playing an audio that normally ex-
plains to the interlocutor what steps he must follow to reach the desired destination. This
is why the audios are called IVR (Interactive Voice Response or Interactive Voice Response).
They allow, in a certain way, to interact with the user. It is also possible to create preatten-
ders with hung up, which just play some audio and then cut it off.

In addition, in the Pre-attendant menu, queues can be created to queue calls and have
them wait until the Agents associated with them are released and can receive them. Queues
do not replace IVRs but complement each other to achieve ACD (Automatic Call Distribu-
tor) functionality for Call Centers.

@8} PREATEMDEDOR 0 e o

Descripcion ] Opciones Audios MAvanzada
Cola 87

contact Descripcion: |IVR 1 |
I¥R1 Codigo: |4 |
Modo: Configurar

idioma: | Espadiol v

Liamar a extensiones:

VR 1.1

VR 1.1.1

VR 1.2
= Mostrar arbol

HNimeras

Ho hay nlmeros cargacos

(8| Modificar Preatendedor :: IVR 1

Figure 3.64: Advanced Interface: Preattenders

3.3.5.1 See Preattendant-Queues

From this tab you can see the pre-attenders created. If you click on the ¢* icon under the

Action column, you can see in the box on the right all the settings of this preattendant.

Four tabs are displayed there, where you can make the settings detailed below.

From the General tab you can mod-

ify the following fields.

o Description: the name or description of the preattendant

o Language: select the desired language
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o Call extensions: allows while listening to the preattendant audio to call the desired
extension

o Code: number that represents the preattendant within the database

o Mode: it is necessary to click on «Configure» which will show a window where you can
choose the mode or hours of operation of the pre-attender (for more information you
can consult on page Bl). To exit this window, click on the button «v Confirmy

Modos De Preatendedor

Modos seleccionados.

Seleccione uno o mas modos.

24x700:00 - 23:59 DLMMJIYS
Weekend 00:00 - 23:39 D 5
Office 09:00 - 18:39 LMMJIYV
Night 19:00 - 23:59 LMMJIY
Overnight 00:00 - 08:59 LMMIV

# Confirmar

Figure 3.65: Advanced Interface: Pre-Attendant Modes

o i= Show tree: By clicking on the icon you can see in the form of a tree diagram, all
the pre-attenders in cascade from the selected one. Here is an example:

Arbol de Preatendedor.

l‘l‘(l ;,1 :
HIVRLI‘ ‘eatended ]
"IVKLLZ Preatende

Figure 3.66: Advanced Interface: Pre-Server Tree

The callsenter IVR1with the access number 23456, which presents two options. Press-
ing 1 enters IVR 1.2 and the default option is IVR 1.1. The latter allows you to press the
digit 1to enter the IVR 1.1.2 or the default option 1.1.1.

o Numbers:

o To add access numbers (for more information about access numbers it is recom-
mended to see ?? on page ??) by clicking on the 4+icon. This will show a pop-up
window where it is possible to select the access number to associate, after that,
it will be enough to press the button «v Confirmy; If you do not wish to save the
change, it is recommended to click on «[Close]»
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Nimero:
Confirmar

Figure 3.67: Advanced interface: Assign access number to preattendant

o To delete access numbers, it will only be necessary to click on the = icon located
next to the item to be deleted

o ¢ Confirm: saves the changes that have been made

The second configuration tab is Op-
tions, from here the association between the preattendant and a particular action is made.

Accion Avanzada

Cola 87

Hueva opcion
contact

VR 1 opcttn: [ Mode: [Grpo v
VR 1.1 Gupo:[ 7]

VR 11

MR 1.2 Ha hay opciones asignadas

Nuevo Preatendedor

Figure 3.68: Advanced Interface: Pretender Options

It is necessary to complete the fields in the New option box as follows:

o Option: number to dial to execute the action. By default the option is zero
o Mode: must be chosen among the four possibilities listed below:
o Group: allows the call to be diverted to a group, which will be in charge of an-

swering in the way it is configured (from the Groups menu).

o Preattendant: the call from the preattendant is diverted to another preatten-
dant. With this, a cascading configuration can be carried out (prearranged tree).
In this section you can add Queues as an option for the Preattendant.

o Application: If this option is selected, the application you selected is executed.
o Extension: allows marking the extension declared as Preattendant option.

Configuration of preattendant options It is necessary to create a default option, this option
is assigned the number O.

In order to create the options, you must complete the boxes, choose who is assigned to
them, and then click on the 4 icon. As this procedure is followed to create the options, a
list like the one shown in the following figure is formed:
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@[__39 PREATENDEDOR LS~ A

Descripcion Accion Audios Avanzada
Cola 87
contact

VR 1

V& 1.1

VR

L dor) Cola 87
VR 1.2

| Autoattend Applicatio

Modificar Preatendedor :: IVR 1

Figure 3.69: Advanced Interface: Pretender Options Example

To save the changes, click on the «v Confirm» icon.

2.32.5.1.3.1 Preattender Audios From the Audios tab you can select the audio that will
be played in the IVR. To achieve this, the desired pre-attender must be chosen.

Then, in the window located on the right: «<New audioy, if the audio file is on the computer,
the audio file is selected from the #&icon.

It is also possible to record the preattendant message through a device registered in the
network. To do this, dial *73 and after the tone it is possible to make the recording. Once
the audios are added by clicking on the ¥icon.

The audios that have been assigned to the pre-attendant (either by loading from the com-
puter or by recording and selecting from the drop-down list) are shown in the form of a list
at the bottom, under the heading «Audios»; from where it is possible to download them
(V) or delete them (=).

The files must meet the following parameters to be compatible:

o File type: WAV

o Bit Rate: 128 kbps

o Audio Sample Size: 16 bits
o Channels: 1 (mono)

o Audio Sample Rate: 8 KHz

o Audio Format: PCM

Press «¥ Confirm» to save the changes.
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3.3.5.1.3.2 AudioQueue Fromthe Audiostabyou can selectthe audiothatwill be played
in the IVR.

€ é} PREATENDEDOR:

Descripcion ) Avanzada

Cola 87 Archiva MOH: - #% % @
contact Archivo anuncio agente: - % 3 @
VR 1 Archive anuncio periddico: - % % @

YR Nuevo Audio de Preatendedor

VR 1.1.1 v : Archive [Cola v 0

VR 1.2 7 Usar audio existente

Archivo: [ |k

Audics de Preatendedor
denwalbeep

| Modificar Cola :: contact

Figure 3.71: Advanced Interface: Queue Audio

(e]

MONH file: music on hold to be configured

o

Agent announcement file: announcement sent to the agent before receiving the
call (usually indicates the name of the pre-attendant option)

o

Periodic announcement file: announcement that will be given every certain period
of time

[¢]

New pre-attender audio: audio provided before starting music on hold

o

Use existing audio: file from the recording generated from a telephone terminal

To select the audio file for music on hold, agent announcement, periodic announcement
and queue pre-attendant, if the audio file is on the computer, the audio file is searched
from the £icon . Instead, to delete the hold music and agent announcement files, press X.

Itis also possible to record the queue message using a computer registered in the network.
To do this, dial *73 and after the tone it is possible to make the recording. Once the audios
are added by clicking on the vicon.

The audios that have been assigned to the queue (either by loading from the computer or
by recording and selecting from the drop-down list) are shown in the form of a list at the
bottom, under the heading «Audios»; from where it is possible to download them (V) or
delete them (==).

The files must meet the following parameters to be compatible:
o File type: WAV
o Bit Rate: 128 kbps
o Audio Sample Size: 16 bits
o Channels: 1 (mono)
o Audio Sample Rate: 8 KHz
o Audio Format: PCM

Press «¥ Confirm» to save the changes.
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€9) preatEnDEDOR
o

Descripcion 0 ACCIGN Chones Avanzada

Digits to read (IVR): [3 [

Between Digits Timeout {IVR):

First Dight Timeout (VR): [5000_]
Missica en espera: [Ninguno ¥ |

I modificar Preatendedor :: VR 1 » Confiemar

Figure 3.72: Advanced Interface: Advanced Pretender Settings

3.3.5.1.4.1 Preattendant

o Digits to read (IVR): determine the number of digits that are allowed to be dialed to
make the call.

o Between Digits Timeout (IVR): sets the maximum inter-digit timeout to wait.

o First Digit Timeout (IVR): maximum waiting time to dial the first number of the ex-
tension.

o Musicon Hold: When configured, inthe call that enters a user from the pre-attendant
and is left on hold, this music on hold (MOH) is played. To do this, an audio file must
be previously loaded in the Configuration Section > Announcements > Music on hold

(see on the 3] page).

3.3.5.2 New Preattendant
To create a new pre-attendant, the following steps must be followed.

o General:

o Description: the name or description of the preattendant
o Language: select the desired language

o Call extensions: allows while listening to the preattendant audio to call the de-
sired extension

o Code: number that represents the preattendant within the database

o Mode: it is necessary to click on «Configure» which will show a window where
you can choose the mode or hours of operation of the pre-attender (for more
information you can consult on page Bl). To exit this window, click on the
button «v Confirm»

o Call extensions: allows while listening to the audio from the preattendant to call
the desired extension.
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o :=Show tree: By clicking on the icon you can see in the form of a tree diagram, all

the pre-attendersin cascade from the selected one. However, when registering a
new attendant, a pop-up window will be displayed indicating «You must choose
a attendant from the list»

o Numbers:

m To add access numbers (for more information about access numbers it is rec-
ommended to see 2? on page ??) by clicking on the 4ricon. This will show a
pop-up window where it is possible to select the access number to associate,
after that, it will be enough to press the button «v Confirmy; If you do not
wish to save the change, it is recommended to click on «[Close]»

m To delete access numbers, it will only be necessary to click on the = icon lo-
cated next to the item to be deleted

o v Confirm: saves the changes that have been made
o Options:

o Option: number to dial to execute the action. By default the option is zero
o Mode: must be chosen among the four possibilities listed below:

m Group: allows the call to be diverted to a group, which will be in charge of
answering in the way it is configured (from the Groups menu).

m Preattendant: the call from the preattendantis diverted to another preatten-
dant. With this, a cascading configuration can be carried out (prearranged
tree). In this section you can add Queues as an option for the Preattendant.

= Application: If this option is selected, the application you selected is exe-
cuted.

= Extension: allows marking the extension declared as Preattendant option.
Configuration of preattendant options It is necessary to create a default option,
this option is assigned the number O.

In order to create the options, you must complete the boxes, choose who is as-
signed to them, and then click on the 4icon. As this procedure is followed to
create the options, a list like the one shown in the following figure is formed.

!
To finish, click on the «v Confirm» button.

Queue isthe name given to a list of elements waiting to be attended, until the au-
tomatic call distributor (ACD) distributes the calls according to the defined rules
to the respective agents (operators).

A new queue can be created from the preattendant menu, the creation concept,
preattendance audio and access numbers are the same as those of a common
IVR.

= General:
o Description: The name of the new Queue.

o Mode: it is necessary to click on «Configure» which will show a window
where you can choose the mode or hours of operation of the pre-attender
(for more information you can consult on page Bl). To exit this win-
dow, click on the button «v Confirm»

o Language: Select the language for this queue.
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o Group: the name of the extension group to which the task of handling
queued calls is assigned.
o Strategy:
® Least Recent: The extension that was idle the longest rings.
@ Fewest calls: it is granted to the extension that answered the fewest
calls.
® Random: Any extension will ring, randomly.
Round Robin: cyclically they will ring once each.
o Linear: will follow a linear order. An order of attention is established in

the users. When entering a call, it will always do so to agent number
one, if he is busy or not there, he will continue with agent two.

© Simultaneous: all extensions in the group ring when a call comes in.
The simultaneous ring strategy is not compatible with the use of the
Denwa Barra CTl software. When selecting this strategy in a queue, the
following confirmation message is displayed:

]

® Ring Time: the time that the internal ringing will last.

Agent waiting time: It isthe time that the Agent will wait before dispatching

another call.

Default extension: If no agent picks up the call, it will be redirected to an ex-

tension that may be the supervisor’s or the extension assigned for this reason.

Login required: If the option is set to YES, agents require a login to be ready

to receive calls. Otherwise it is not required and they can always receive calls.

Numbers:

o To add access numbers (for more information about access numbers it is
recommended to see ?? on page ??) by clicking on the <ricon. This will
show a pop-up window where it is possible to select the access number to
associate, after that, it will be enough to press the button «v Confirmy; If
you do not wish to save the change, it is recommended to click on «[Close]»

o To delete access numbers, it will only be necessary to click on the = icon
located next to the item to be deleted

o Advanced:

Maximum waiting time: is the maximum time that the interlocutor will wait
before the communication is cut off. Wait without users in queue: allows you
to specify whether the call is cut directly or not, in case there are no agents
waiting to answer.

Automatic answering: This option allows that if an agent is logged in the
gueue and available, the call is transferred to him and answered automatically.

Priority between queues: Priority setting between queues (1 is the highest
priority value).

Recurring Announcement: Enable the recurring announcement. This ad is
loaded in the Queue Audios section

Periodic Announcement Frequency: Configure the frequency at which the
periodic announcement is played.

Position in queue: Configure the option to give the end user the position in
which they are in the queue.

Average Wait Time: Enable the announcement of average wait time in the
queue.

Frequency: Frequency, in seconds, at which the average wait time is played.

o v Confirm: saves the changes that have been made
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3.3.5.4 Holidays

This section explains the function of the central for forwarding the access num-
bers of pre-attenders on special dates. On these dates users will not be available
in the corresponding areas.

PR— -

In order to use the function, preattendants must have been created with
their respective access numbers and options for each one. In addition, one
or several pre-attenders with special destinations must have been created
to be used on Holidays and partial holidays.

The main view allows you to see the list of holidays that have been configured,
under the Action column are the icons ¥ that allows you to delete the holiday
and #" that allows you to modify the parameters of the holiday, showing a window
popup that will allow you to change the same fields used in the registration form
of a new holiday.

M Feriados en el afo ® HNuevo Feriado

Preatendedor Acclon

Figure 3.74: Advanced interface: Holidays

The registration of holidays can be done from
any of the two buttons found on the screen, namely «@ New Holiday» and «a
Holidays in the year», only when clicking on the last one will show (prior to the
form) a calendar, where you must double click on the date.
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Configurar Feriado.

Descripcion: . .;uevn Feriado
Desde: |2018/02/01 | |00:00
Hasto: (2018700701 | [23:59
reatendedor: | MR 1 1PﬂTENDMR| v
Nimeros: Todos
23456 b

Figure 3.75: Advanced Interface: Holiday Settings

The data to complete are:

s Description: name of the holiday

® From: date and time of the beginning of the configuration of this holiday. If
you have selected the date from the calendar, this field will be preconfigured.

®m To: date and time of the end of the configuration of this holiday. If you have
selected the date from the calendar, this field will be preconfigured.

s Pedestrian: name of the preattendant where the access numbers are di-
verted, in general this is a preattendant created with a special audio for the
type of holiday or holiday.

= Numbers: access numbers that are forwarded to the pre-attendant.

Once this period established for him has ended, the configuration of the access
numbers is automatically returned to their respective pre-attendants.

The «Modes» section allows you to make weekly configurations that will later be
assigned to pre-attenders and queues. Its main screen is divided into two sec-
tions: the left, where all the modes already created are listed, and the right, where
it is possible to create new modes.

Existing modes can be deleted (%) or edited (¢#%) by clicking on the corresponding
icon in the «Actions» column.

To create a mode it is necessary to complete the
form that is on the right of the screen, with the following information:

m Description: descriptive name of the mode. This field will be reflected in the
list that will be displayed when defining the «Mode» when registering a new
gueue or a new pre-attendant (see New Preattendant and New Queud in the
pages Iﬂ and @ respectively) so it is necessary that the description be as
clear and concise as possible.
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= From time:mode start time
= Until time: mode end time

= Day of the week: day of the week on which it will be applied

@é}

Descripcion Horas DL MMIVE 3 Muevo Modo
00:00 - 23:50
19:00-23:59 - . Descripcion: [ ]
09:00 - 18:59 Desdehora: [ | (hhimemess)
Hastahora: [ | ihhemmes

00:00-2359 ¥ - - - - - T

Lunes:
Martes:
Miercoles:

Figure 3.76: Advanced Interface: Modes

For the correct operation of the Modes it is necessary that the device has its
current date and time parameters, this requires the proper configuration

of the NTP server (see on page [i25) and internet connection,

unless you are locally.

The process will end by pressing the «v Confirm» button.

N r

If a mode is associated with a queue or a pre-attendant, it cannot be
deleted.

In this section you can find all the call records, recordings, access numbers, sys-
tem resources and attendants.

3.3.6.1 Calis

In this report it is possible to view all calls, whether incoming,
outgoing or internal; by default it shows the records of the current day.
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Q@ o

Opciones Resumen :: 23-11-2018 00:00:00 = 23-11-2018 23:59:59

] etio: ]
Hasta: [23-1120182356:59 || .| Duracién: [> v [ | (min)
Agrupar por: | No agrugar v

# Confirmar

Mo hay registros de llamadas para este periodo

Todas las llamadas & Cxportar
Desting

No hay registros de llamadas para este periodo

Figure 3.77: Advanced interface: Report all calls

The screen is divided into three boxes:
m Options: These options are filters that allow a faster and easier search for
whoever has to interpret it.

o From: this field makes it possible to search within a limited period of time
(day, month, year and hour). To do this, you must click on «..» and the
window of the following image is observed; with calendar and time alter-
natives.

o Until: this field makes it possible to search within a limited period of time
(day, month, year and hour). To do this, you must click on «..» and the
window of the following image is observed; with calendar and time alter-
natives.

o Prefix: This field is optional and enables filtering using the prefix. Only
the corresponding digits should be placed in this field.

o Duration: these fields are optional
@ >: Indicates that calls that exceed the specified time will be listed

® <: |[ndicates that those calls that do not exceed the indicated time will
be listed

® Time: time to consider for filtering, must be expressed in minutes

o Group By: Thisfield is optional, it allows various actions depending on the
selection from the dropdown menu. The options are:

@ Do not group
® User
@ Group

If any grouping is executed, the detail of the record is observed in fewer
lines.

o v Confirm: this button triggers the search for the corresponding call logs,
applying the previously selected filters.

= Summary: The information displayed in this box refers to the applied filters.
Among them are:

o Total calls: shows the number of calls; thus including those that have
been successful and those that have not.

o Calls Completed: This amount refers to the number of calls that have
been answered.
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o Calls not completed: is the difference between the total calls and the
completed calls.

o ASR: shows the percentage value of this ratio, which is calculated taking
into account the calls answered with respect to the total volume of calls
(see New Provider ASR Alarms Tab)

o Total duration: refers to the sum of the duration of each of the calls.
o Average Duration: This item displays the average duration of calls.
m All calls: This box presents the information arranged in columns.
o Date: This column displays the date and time the call was made.
o Origin: Displays the number that initiates the call.
Destination: Displays the number that is being called.
o Duration: refers to the duration of the call in question.

On the edge of this box is the «& exportar» button, which allows you to down-
load the entire list in .csv format.

0

IFecha Origen |Destino Duracion  Trunk Centros de Costos |
(2018-11-13 10:28:50 101 102 10 102
|2018-11-13 10:28:58 101 102 5 102
(2018-11-13 10:29:18 102 101 63 101
52{}18-]1-13 10:35:49 101 102 12 102
[2018-11-13 10:37:49 101 102 18 102
|2018-11-13 10:40:27 101 102 n 102
|2018-11-13 10:54:32 102 101 45 101
|2018-11-13 10:55:24 1oz 101 60 101

Figure 3.78: Advanced interface: Example of the exportable report of all calls

By default, call logs are saved for up to three (3) months of history; how-
ever this can be changed in the maintenance configurations section (see

on page [i39).

This report has the same resources as the previous
one (see All call§ on page @), only that it already includes the filter for incoming
calls.

As with the incoming calls report, it has the same re-
sources as the previous one (see All calld on page @), only it already has the filter
for outgoing calls.

In the same way as with the two (2) previous reports, in
addition to having the same alternatives as in «All calls» (see All call§ on page @),
filtering is performed for internal calls; that is, within the same Denwa UC&C 4.0.1

This report has the same resources as the «All calls» report

(see Al call§ on page @); however, it has an aggregate of options that provide
deeper detail. The Extended window is displayed in the following figure.
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Todas las llamadas < Exportar
Uamadas:

Desde; {16-11-2018 00:00:00 [ | Realice una busqueda por favor
Hasta: [16-11.2018 23:50-50
Origen: [ ]
Wim. Aceeso: ]

Extension:

puracién:[>_ v][_ | wen
Agrupar por: [Roagrupsr  +

# Confirmar

Realice una busqueda por lavor

=

Figure 3.79: Advanced interface: Extended report of all calls

m Options: These options are filters that allow a faster and easier search for
whoever has to interpret it.

o From: this field makes it possible to search within a limited period of time
(day, month, year and hour). To do this, you must click on «.» and the
window of the following image is observed; with calendar and time alter-
natives.

o Until: this field makes it possible to search within a limited period of time
(day, month, year and hour). To do this, you must click on «..» and the
window of the following image is observed; with calendar and time alter-
natives.

o Prefix: This field is optional and enables filtering using the prefix. Only
the corresponding digits should be placed in this field.

o Duration: these fields are optional
@ >: Indicates that calls that exceed the specified time will be listed

® <: |[ndicates that those calls that do not exceed the indicated time will
be listed

@ Time: time to consider for filtering, must be expressed in minutes

o Group By: Thisfield is optional, it allows various actions depending on the
selection from the dropdown menu. The options are:

® Do not group
@ User
@ Group

If any grouping is executed, the detail of the record is observed in fewer
lines.

o v Confirm: this button triggers the search for the corresponding call logs,
applying the previously selected filters.

® Summary: The information displayed in this box refers to the applied filters.
Among them are:

o Total calls: shows the number of calls; thus including those that have
been successful and those that have not.

o Calls Completed: This amount refers to the number of calls that have
been answered.

o Calls not completed: is the difference between the total calls and the
completed calls.
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o ASR: shows the percentage value of this ratio, which is calculated taking
into account the calls answered with respect to the total volume of calls
(see New Provider ASR Alarms Tab)

o Total duration: refers to the sum of the duration of each of the calls.
o Average Duration: This item displays the average duration of calls.
m All calls: This box presents the information arranged in columns.
o Date: This column displays the date and time the call was made.
Origin: Displays the number that initiates the call.
Destination: Displays the number that is being called.
o Duration: refers to the duration of the call in question.
o Cause: Indicates the reason why the call was terminated.

o Q.: By clicking on the icon, a pop-up window is displayed with the details
of all the events of the call, namely:

0

(u]

Detalle de llamada

Fecha Origen Destino Entidad Duracién Causa
=5 2019-02-14 10:03:53 104 102 EXTENSION: 104 104 00:00:52 ANSWER lk
‘H— 2019-02-14 10:04:23 104 102 EXTENSION: 102 102 00:00:00 Unknown ks
“, 2019-02-14 10:04:23 104 10z LEAVEVM: 102 102 00:00:22 Normal Clearing gk,

Figure 3.80: Advanced interface: Extended report, call detail

® Arrows: There are arrows to represent the different events:
» = incoming
» & outgoing
» Y call breakdown

@ Date: is the timestamp of the event, it is possible that between the first
and second row there are a few seconds difference; this is due to the
fact that when the source, A, makes a call to B, there is a short delay in
the exchange that will carry out the call.

@ Origin: who originates the call
v Destination: to whom the call is directed

@ Entity: the type of entity fromm whom the call originates or to whom the
call is derived is indicated; for example it can be an extension, a pre-
attender or a trunk

© Duration: duration of the call at each stage, it is in «<hh:mm:ss» format
@ Cause: cause of disconnection or termination of the call

@ lil: allows to know the MOS statistics (Mean Opinion Score) to evaluate
the quality of the call:

Estadisticas de llamadas

Audio

Paquetes Perdidos: 29588

Retardo: 0.000000

Paquetes Recibidos: 1068

Retardo reportado por el otro extremo: 0.001635
Paquetes Transmitidos: 571

Paquetes Remotos Perdidos: 0

Tiempo de ida y vuelta: 0.004435

Figure 3.81: Advanced interface: Extended report, call statistics
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The MOS in VolIP is used to know the audio quality of calls. The cal-
culation is carried out through algorithms/formulas and its result
is distributed on a scale from 1to 5, being:

» SExcellent
» 4Good
» 3Acceptable

» 2Poor

» 1Bad

On the edge of this box is the «&export» button, which allows you to down-
load the entire list in .csv format, said file contains the following information:

o Callld: this numbering allows the call to be identified in the different types
of records.

o ConnectTime: this column refers to the date and time, that is, the con-
nection time.

o LegType: here it is indicated how the central office sees the call. For ex-
ample: when calling from one telephone to another, two events occur:
the first is that the control panel sees the originating call as incoming (In);
then it sends said call to the destination and observes it as outgoing (Out).
PeerType: in this field it is verified what type of entities are those that par-
ticipate in the call.

o Peer: This field corresponds to the previous one, since it shows the name
that has been designated, for example, to the participating extension or
trunk.

o ANI: (Automatic Number Identification) allows you to identify the number
of the person making the call.

o Destination: the data of who is executing the call is provided.

o Disconnect/Description: exposes if the call has been answered, canceled
or who of the participants has finished it.

o Duration: This field verifies the duration, in seconds, of the call.

o Channel/Protocol: indicates the channel or protocol used to make the
call, this depends on whether or not you have telephone panels.

o ChannelDescription: in the first part of the call, that is, from the origin to
the exchange, this field shows the origin IP. On the other hand, from the
exchange to the destination it shows: the internal if the call is between
extensions, the provider IP if the call is external and the channel if it uses
TDM.

o PBXPrefix: it is used in the case of existing virtual exchanges.

o CallService: this column displays the type of call, including national, local,
internal, international, special, mobile, among others.

By default, extended call logs are saved for up to one (1) month of history;
however this can be changed in the maintenance configurations section

(see on page [i39).
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From here it is possible to generate a New Scheduled
Report, for which it is necessary to complete the following fields:

» Description: the description or name of the scheduled report must be placed.

m Call type: select which calls you want the report on, you must choose one of
the options from the drop-down menu: incoming, outgoing or internal. The
default option is «Outgoing».

= Group by: grouping by PBX, user, group, rule or without grouping can be
done in the report. The default option is «Do not group».

= Run every: it is scheduled how often this report is generated, the drop-down
menu options are Hour(s), Day(s) and Month(s). In addition to the default op-
tion that is «<Do not schedule», that is, the report is not created.

® Include the last: includes the last time on which the report is made. The
drop-down menu options are Hour(s), Day(s), and Month(s).

s Send by e-mail to: enter the e-mail box where you want to receive the report
and press the button. More than one email address can be added.

m Filters: There is also the possibility of adding filters; clicking on the =4 icon
leads to the following window. Where it is allowed to accommodate the fol-
lowing variables according to our needs.

o Filter By: You can filter by PBX, Group, Duration, Source, Destination,
Redirected To, and Rule.

o Operator: this field varies depending on the selection of the previous op-
tion. The operator is also associated with the value to be entered from the
next field. Depending on the case, the operator can be: is (=), starts with,
greater, less or equal.

o Value: according to the selection that has been chosen in Filter by, it will
be the value to enter. It can be a PBX, a group, a rule or a numerical value
that completes the rule in question. Pressing «Confirm» generates the
filter rule. You can see a list with the filter rules associated with the report.
To delete a rule, press the =button.

Finally, in order to create the scheduled report, you must click on the Confirm
button.

Multiple filter rules can be added. To observe the settings of each pro-
grammed report, you must click on the desired description or name (Re-
ports section) and the settings of the same are displayed in the right sector
of the screen.

Here is the list of existing reports. Options are provided to
make changes to them, by clicking Modify or by clicking on the name or descrip-
tion of the report. It is allowed to delete them one by one (Delete). To generate
a new scheduled report, all you have to do is press the Add button, which en-
ables the right sector of the screen with the fields to complete for the respective
creation.

This function allows you to view, listen to and download the recordings of all the

calls that are being recorded, either by user (see New Usel|, page [g), trunk (New]
Provider, page B4) or group (New Groud, page ).

In the previous image two large boxes are displayed, each of them is explained
below.
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s Filters: These options allow a faster and easier search for whoever has to in-
terpret it.

o From: this field makes it possible to search within a limited period of time
(day, month, year and hour). To do this, you must click on «..» and the
window of the following image is observed; with calendar and time alter-
natives.

o Until: this field makes it possible to search within a limited period of time
(day, month, year and hour). To do this, you must click on «..» and the
window of the following image is observed; with calendar and time alter-
natives.

o Provider: (optional) This field offers the possibility of filtering the calls of
the providers, in case they exist.

o Preattendant: (optional) this field offers the possibility of filtering the calls
that have been taken by any of the preattenders, if they exist.

o Duration: these fields are optional
@ >: Indicates that calls that exceed the specified time will be listed

® < Indicates that those calls that do not exceed the indicated time will
be listed

@ Time: time to consider for filtering, must be expressed in minutes

o Q Search: clicking here runs the search considering the selected filters.
The results are observed in the Recordings box.

o & Export: clicking this option exports the recording files; a zip is gener-
ated that contains the audios in wav format.

o X Delete: clicking this button applies the search filters and deletes the
results obtained.

m Recordings: this field presents the search result, ordered in the following
columns.

o Date: This column displays the date and time the call was made.
o Origin: Displays the number that initiates the call.
o Destination: Displays the number that is being called.
o Size: This column reports the size of the recording itself.
o Action: grants the possibility of:
@ P: play the audio of the recording
@ ©: delete the recording

In this section, you can obtain the details of the access numbers (see ?? on page
2?), and to what or to whom they were assigned.
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4239559 WolP 2 Usuario: 204, Supervisor 204
4129560 Vol Y. Preatendedor: welcome

4229561 VoiP
4125562 ViolP
4119563 VoiP

K (_!i > A Nimeres encontrades: 5
e — S— T —

Figure 3.82: Advanced interface: Report access numbers

3.3.6.4 System Resources

In these options you can see the real-time reports of the various features of the
Denwa UC&C 4.0.1, namely:

= Server Date: Show current date and time.

m Activity time: indicates the time period that the control panel is working.

s Disk Usage: This section displays a pie chart that shows a quick and easy to
understand disk usage. In addition, a more detailed list is presented:

o Voicemail: allows you to check how much space voice messages take up
on the disk.

o Recordings: refers to the space occupied by telephone recordings.

o System: is the space occupied by the PBX software. Also, backup is con-
templated.

o Free space: Allows you to check the space that has not yet been used on
the disk.

o Total: contemplates the total capacity of the disk.
= Activity in the last 33 minutes:

o CPU Usage (%): shows both the usage of CPU resources expressed as a
percentage, as well as its average.

o Memory Usage (%): when the PBX’s built-in RAM memory is fully used,
the default disk space is used. Then, it is necessary to pass the data from
the disk to memory, this exchange is called swap. The graphs contained
in these axes show memory usage and swap status.

o Active Calls: This graph displays the number of calls being made. If the
time is displayed on the lower axis, the duration of each one of them is
verified.
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Denwa L

:'h'- REPOHTES

Fecha del servidor 0M001413:33 | Uso de CPU ¢%)
Tiempo de oot ividad 8 Dias, 13:41 Horas k2|
)
Uso de disco -
Buzon de voz (2.21 MB)
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Espacio libre (472 GB)

Total 474 G8 7l

Usa de Memaria (%)

Llamadas activas

Figure 3.83: Advanced Interface: System Resources Report

3.3.6.5 Preattenders

Initially, in this section you must select both the time period for which you want
to observe the report, as well as the preattendant. Then, click on «@ Confirmy.

Estaditicas de Llamadas

Desse: | 05022014 0000 : Preatendedor: Sin datos par estas fechas =
Masta: | 05022014 1654 ]

Figure 3.84: Advanced interface: Pre-attenders report

This displays two graphs. The first shows the options marked by the person who
made the call when being attended by the pre-attendant. In addition, it allows
you to see how many calls each of the options had. Instead, the second graph
shows the extensions that received calls, with the corresponding number.
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Estadisticas de llamadas

Desde: [ 01-05.2015 00:00 = [Vt v 3
[Crmmme 0]
Hasts: [ eeosemsizas [ . |

Opciones Extensiones

Hits 15 20
Liamadas
B opcion 0 @@ Opcién 110 @ Opeidn 111 Il Opcidn 2
B Opcion 333 Wl Opcion 335 B8 Opcion 580 Bl Extension 200 [l Extension 201

Figure 3.85: Advanced interface: Pre-attendant report example

After obtaining the graph, the option of exporting a .pdf document («& Export
PDF») is provided with the same information of each of the graphs and a table
that shows quickly and easily each of the values; or to .csv format («& Export CSV»)
with the following fields:

» Date: date of entry of the call in mm/dd/yyyy format

® Time: call entry time in hh:mm:ss format

s ANI: telephone number of the caller

® Access humber: trunk access number through which you entered

m Access entity: site through which the call entered

= Attention Time: Talk time with an inmate, agent or voicemail in hh:mm:ss
format (pink column in diagram)

= Time in preattendants: total time found in queues and preattendants in for-
mat

= Total duration: time elapsed since the call entered until it was cut off

= Last Option Time: time you waited after pressing the last option of the cho-
sen pre-attendant before being answered by a voicemail, internal or agent in
hh:mm:ss format (yellow column in the diagram)

m State: final state of the call
® IVR: name of the played preattendant (IVR «A» in the diagram)

= Destinations: a column will be displayed for each of the possible branches of
the IVR where the user pressed an option:

o Option 1: First option marked on the preattendant (Ist Option marked on
the diagram)

o Option 2: Second option marked on the preattendant (2nd Option marked
on the diagram)

o Option 3: Third option marked on the preattendant (3rd Option marked
on the diagram)

o Option ...
o Option n-1
o Option n

Figure 3.86: Diagram of call steps
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3.3.7.1 General

This functionality allows you to configure the general options of the control panel.

In the Basic tab, the data shown in the following figure
must be entered.

*1} CONFIGURACION
<%

servicios AMvanzada Servidor de Correo Respaldo Autoconfig,

Informacion de la Compaiia:

Mombre: [test Cidigo de Pais:
Pais: | Argentina Cadigo de Area; (351
Provincia: [Cordoba Discado Directo Intern.:
O — I —
Cod. Postal: (5220 ] Idioma: [Espanial ¥
Teléfono: Zona horaria: [ GMT-03 — Argentina, Chie (Verano), Urus ¥ |
Moribe d Contactn

Figure 3.87: Advanced interface: Basic system configuration

= Name: name of the company.

m Country: where Denwa UC&C 4.0.1 is installed

m Province: province, region or state where the computer is located
m City: city where the teamis

= Postal Code: postal code of the address

= Phone: contact phone number

= Contact Name: name of the contact person

s Email: contact email

m Country code: country code used for international dialing (see https://es.
wikipedia.org/wiki/Anexo:Prefijos_telef%C3%B3nicos_mundialesfor more
information)

m Area Code: Area code used for domestic long distance dialing

= International direct dialing: code used for international exit (usually «00»)
= National direct dialing: code used for national dialing

= Language:

= Time zone:

After loading all the data, you must click on «¥ Confirmpy, if you do not want to
save the changes, just click on the «X Cancel» button.
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Extension para eondiguear desvia: |*39

Figure 3.88: Advanced Interface: System Services Configuration

In this tab it is possible to configure the Denwa UC&C
4.0.1 services, they can be used from the telephone terminals, by means of a com-
bination of keys:

= Take call (Group): takes the incoming call to the group where you are lo-
cated.

= Take Call (All): Pick up the incoming call to all extensions, a function used in
small installations.

m Conference extension: OnLine and OnDemand conferences, this function
allows you to create a conference between people on demand. The user who
wants to create aroom must dial *26. Users who intend to join said conference
must dial *26 + extension of the user who created the room. This must also
be done by the user creating the room.

s Voicemail Extension: Take messages from voicemail, where the extension
number and password are required.

= Music On Hold: by clicking £ icon you can add an audio file, such as Denwa
UC music on hold, otherwise it can be downloaded or played by clicking PPicon

= Security Code Extension: allows you to change the status of the security
code, enable or disable.

= Record pre-attendant audio: allows recording audio to be used in IVRs or
pre-attendants.

® Visiting user call: allows you to make calls as a visiting user from any exten-
sion, always dialing PIN + DESTINATION NUMBER.

= Pre-attendant security code: allows calling a visiting user from any exten-
sion by always dialing SECURITY CODE + DESTINATION NUMBER.

®» Queue login: allows you to login on the queue by dialing the PREFIX + QUEUE
NUMBER.

= Logout in queue: allows you to log out of the queue by dialing the PREFIX +
QUEUE NUMBER.

= Paging Extension: allows you to perform paging functions by calling a group
type extension. The audio is one way and PREFIX + EXTENSION NUMBER is
dialed.

s Extension Intercom: Allows you to perform intercom functions by calling an
extension. The audio is two-way and PREFIX + EXTENSION NUMBER is dialed.
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= Extension to block Identifier: blocks the ANI.
m Supervise extension: allows you to intervene in a communication.
= Extension for forwarding to mailbox: redirects calls to voice mail.

= Extension to configure forwarding: for the application to work it is neces-
sary to load the audios in My applications > Set Forward Application.

In addition, there are some key combinations that are fixed and cannot be con-
figured:
= Unattended transfer (#11): this functionality transfersthe call at the moment
of dialing the key combination and cuts the communication with the first
user.
= Attended Transfer (#22). This functionality first allows the recipient of the
call to speak to the person to whom the transfer is to be made. When the
transferor hangs up, the call is transferred to the first caller. Flash (analog
line) (*5): allows when the line is busy to enable another line.
= Call Pickup (Extension) (*88 + EXT): This functionality picks up calls from a
specific extension, with the combination *88 + EXTNUMBER.
s Record call (*11): allows the recording of the call.
———- -

If the call enters from the Preattendant to a Group (not a queue) and then
to an extension, when putting a call on hold the user's MOH is reproduced;
if the user has not configured it, the Group’s MOH is reproduced. If the
user and the group do not have the MOH configured, the music on hold of
the Preattendant is played. If in all cases (user, group and pre-attendant)
music on hold is not configured, when leaving a call on hold the MOH of
the Denwa UC&C 4.0.1is played.

TSI CONFIGURACION
% A

Basica Servicios Avanzada Servidor de Correo Respaldo Autoconfig.

Ring de Extensiones: (seg) Soporte ICE:
Ring de Grupos: (seg) Nombre de Dominio: [ |
Ring saliente: (seg) IP Piblica: :l
Duracién maxima de llamada: (sem) Red Local: %
Tiempo de registro de proveedor: (seg) Servidor STUN: I:l
Descripcion del servidor: || Tipo de Payload para DTHF:
Reiniciar telefonia: Fuente del Directorio Externo: [
Sistema: Servicio para CNAM:

@ Apagar servidor

Figure 3.89: Advanced Interface: Advanced System Settings

This tab allows you to configure the advanced options
of Denwa UC&C 4.0.1. The fields to configure are the following:

s Extensions Ring: is the time in seconds that an extension will ring, after this
time the call is cut, sent to voice mail or transferred, this depends on the con-
figured services.
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Group Ring: is the time in seconds that a group will ring before moving on
to the next group.

Outgoing Ring: is the time in seconds that an outgoing call will ring, after
this time, if the call is not answered Denwa UC&C 4.0.1 cuts the call.

Maximum call duration: is the maximum time allowed for an outgoing call,
after this time is exceeded the call is cut off. It is necessary to configure this
parameter correctly, because when the specified time is reached, the call will
be terminated. Keep Recording Information: Allows you to specify the max-
imum period for which the history of exported recordings will be kept to be
included in the reports.

Server description: is the name chosen for DenwaUC. This will appear in the
upper right sector of the screen, on the Denwa model.

Restart telephony: allows you to define the period in which the telephony
services will be restarted. By default this parameter is configured every day.

ICE support: Option available for control panels where WebRTC technology
is used (enabled by default). If you do not have an Internet connection, it is
recommended to disable this option, since it directly affects the connection
time of a call.

Domain Name: domain name assigned to Denwa UC, it is used in special
cases where Denwa UC is in a private network, uses Public IP and dynamic
DNS. With this configuration, all SIP messages in this domain are sent to be
answered.

Public IP: Public IP assigned to the PBX, it is used in special cases where the
PBX is in a private network with a fixed Public IP in a router.

Local Network: is the private network in which the central will be operat-
ing. Networks must be added by clicking on £. This will enable a new win-
dow, which allows you to add the different networks. The format to add the
same in network/mask, both in format of four decimal octets (for example:
192.168.1.0/255.255.255.0). Then you must click on 4.

STUN Server: this server helps the IP-PBX when there are equipment behind
a NAT, it is rarely used in new VoIP installations.

Payload type for DTMF: you can choose between payload types 97 and 101.

External Directory Source: indicates from where the list of contacts can be
provisioned. It can be local or external. If it is external, you must press the
$button, and enter the URL where the provisioning file is located. Finally «v
Confirmy.

Service for CNAM.: it is a service created for the United States that verifies
the name of the contact, for this it looks for this name in a database. It is
recommended to disable this service in another country.

On this screen it is also possible to shut down or restart the system, for this there
are the buttons « Turn off server» and «() Restart server», respectively
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Denwasg

ﬁ,}é:" CONFIGURACION

Basica Servicios Avanzada Servidor de Correo Respaldo Autoconfig.

B T —
Pusrto SMTP: |25

Usuario de comeo:
Contrasena de comeo:
Confirmacion de c

B Enviar un Email de prueba

Cancelar # Confirmar

Figure 3.90: Advanced Interface: System Mail Server Configuration

This tab allows you to configure a mail server for
Denwa UC&C 4.0.1. Requested: email server, port, username and password.

= SMTP Email Server: is a protocol for the simple transfer of email. Here you
must write the IP or Domain of the SMTP Server for sending Voice Mail, FAX
and Denwa PBX alerts.

m SMTP Port: port to be used for the email server, this depends on the server
provider. The most used ports are 25, 465 and 587.

= Mail user: username for the email account.
s Email password: password of the email user.
= Password Confirmation

Clicking on the «¥& Send a test email» button will perform a check of the service,
this will show a pop-up window where the information from the previous list will
be preloaded, being necessary to indicate a destination email address and, if nec-
essary, modify the test message. The «v Send» and «X Cancel» buttons send the
test message or close the window, respectively.

213 CONFIGURACION

i

Basica Servicios Hvanzada Servidor de Correo

Hombre Descripchon
bkp_20181126.7z Automatic denwa backup (20181126). Noviembre 26

bkp_20181125.72 Automatic gdenwa boackup (20181125), Noviembre 25
bkp_20181124.72 Automatic denwa backup (20181124). Noviembre 24

bkp_20181122.7z Automatic denwa backup (20181122). Noviembre 22

bkp_20181121.7z Automatic denwa backup (20181121). Noviembre 21

bkp_20181120.7z Automatic denwa backup (20181120, Noviembre 20

@ Hacer Backup @ Subir backup =¥ Rest. aFabrica §% Config. Export.

Cancelar # Confirmar

Figure 3.91: Advanced interface: System backup settings

97



Denwa UC&C 4.0.1
CHAPTER 3. ADMIN INTERFACE

This tab is for all Denwa UC&C 4.0.1 data backup and re-
store operations. The first thing that is observed is a table where all the Backups
made are listed, where it is shown:

= Name:
= Description:
= Date:
= Update:
= Action Icons:
o @ Shows Backup information.
o & Save the Backup file on the computer.

o & Allows you to configure Denwa UC&C 4.0.1 from a selected configuration
file, clicking on it will display a warning indicating the risks associated with
the task.

A, Esta a punto de configurar la PEX a partir de un backup. Debe saber que:
240
Esta accion sobreescribira toda la configuracion de la PBX. Se
recomienda hacer un backup (click en “Hacer Backup®) antes de
continuar, para guardar la configuracion actual.

Mientras se restaura la configuracion de PBX, el servicio de telefonia se
detendra.

Asegurese de que no se estén realizando tareas administrativas en la
PBX. Esto puede causar que el sistema no funcione como se espera.

Desea continuar de todos modos?

Figure 3.92: Advanced interface: Warnings for restoring backups

o X Delete the Backup.
At the bottom there are four (4) buttons that offer different backup options:
= @ Backup: allows you to create a backup. It is recommended to make the

backup when Denwa UC&C 4.0.1is with little activity.

s @ Upload Backup: this option allows you to restore the configuration from
a file saved on the PC.

s £ Rest. to Factory: the panel is restored to the factory settings. Attention!
All data will be lost, it is recommmended to make a backup beforehand.

s ) Config. Export.. This option allows you to export the backup to an FTP
server. The FTP server data must be completed in the window that appears
below.

o Enable the export of backups: the export of backups will only work if
this field has a tilde (V) in its box

o FTP protocol:
@ User: username to log in to the FTP server
@ Password: password of the user used to log in to the FTP server
@ IP / Domain: |P address or domain name of the FTP server

@ Path: path (withinthe FTP user’s directory) where the files will be stored.
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Since in most UNIX-based systems (such as Denwa UC&C 4.0.1)
is used as an escape character, and the same is used in Windows
systems to define the paths of files and folders; If the FTP server

to be used is a Windows computer, it will be necessary to use the
«backslash» or «backslash» twice, for example:

1| C:\\users\\pepito\\FTP\\

® Name: distinguished name of the FTP server
o Buttons:
@ % Close - closes the popup window without saving the changes made

@ ® Verify connection: executes a connection test to the FTP server, this
test consists of creating a file in the previously defined path, indicating
whether the connection was successful or failed

@ @ Help: displays a help window indicating how each field can be com-
pleted

© + Configure: apply and save the applied configuration

Denwa UC&C 4.0.1 sends alert emails when connection is lost with the FTP
server, or file transfer errors. This functionality is only available if the email
server has been configured (see section Mail Server Tab on the @ page).

Servicios Avanzada Servidor de Correo Respaldo

Habititar Autoprovisionamiento

[Dias de la semana
Domingo Jusves
Lunes Viermes
Martes Sabado
Miercoles

Hara: |:| (Rh:mm)

Cancelar # Confirmar

Figure 3.93: Advanced Interface: System Autoconfiguration

This tab provides the possibility of obtaining the con-
trol panel settings from an FTP, HTTP or HTTPS server (HTTP with security).

3.3.7.1.6.1 Server Settings Here the server with which the central is going to
be provisioned is determined: FTP, HTTP and HTTPS, the options that must be
configured are:

s Protocol: You must select between FTP, HTTP, HTTPS.
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s IP/Domain: the server IP is configured.

m Port. Sets the port used by the server. By default FTP (port 21) is used, you
can also choose HTTP (port 80) or HTTPS (port 443).

m User: the server user is determined (if this box is left blank and the password
box is blank, the methodology without authentication will be used).

m Password: server password.

After configuring the server, you must configure the periodicity with which you
want to perform the self-provisioning, for this two options are provided: Weekly
or Repeatedly. Their configuration is accessed by clicking on the «ll Enable Auto-
provisioning» checkbox.

This option allows you to configure which days of the
week and at what time the self-provisioning of the control panel is carried out.
The options are very intuitive, it is enough to select the days of the week and the
desired time for the control panel to supply itself.

| Habilitar Autoprovisionamiento

Modo: |Semanalmente v

Dias de la semana

Domingo Jueves
Lunes Viernes

+| Martes Sabado
Miercoles

Hora: {hh:mm)

Figure 3.94: Advanced interface: Weekly self-provisioning mode

This option allows you to select how often the con-
trol panel supplies itself.

| Habilitar Autoprovisionamiento

Modo: | Repetidamente ¥

Cada: |12 | |Horas v |

Proxima ejecucion: |05-02-2014 11:21 |:|

Figure 3.95: Advanced interface: Repeated auto-provisioning mode

You simply fill in the every field, and then select whether this number represents
hours, days, or weeks. Under these options, the day and time of the next execu-
tion must be configured, click on you can configure the day and time to execute
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the first auto-provisioning, then it is repeated according to the period configured
in the previous step.

In all cases, after completing the self-provisioning mode, the changes must be
confirmed by clicking Confirm.

This section allows the authentication of operators with the
LDAP (Active Directory) system, allowing access with all permissions enabled.

This tab is only available on computers that have the LDAP Auth module in-
stalled; Additionally, in case of having the Contact Center module, a greater
number of fields can be displayed.

IHICIO USUARIOS GRUPODS PROVEEDORES # PREATENDEDOR REPORTES * CONFIGURACION DEBUG

t‘:‘}? CONFIGURACION 11 ﬁl‘ d)

Basica 8 Avanzada Servidor de Correo Respaldo Autoconfig.

Figure 3.96: Advanced interface: Weekly self-provisioning mode

Below are the server configuration parameters:

m Server: |P address ordomain address of the LDAP Server. For example: Idap.mynetwork.locz
m Port: refers to the port of the LDAP server where it expects IP connections.
For example: 389.
m User: DN («Distinguished Namen») of the user for access to searches within the
Active Directory structure. With this user, the initial connection will be made
to search for the user to authenticate, it is necessary that it have the necessary
permissions to read the entire group to which the users belong, to which the
guerieswill be made. For example: «cn=userl,ou=people,ou=divisionl,dc=myorg,dc=es
»,
m Password: Key used to authenticate the initial connection. For example: «Mi-
ClavelLdAp».
m Search: DN («Distinguished Namen») of the group or organization to which the
users who will authenticate, using their LDAP credentials, belong as Denwa
UC&C 4.0.1 administrators.

3.3.7.2 Cloud

In this section, you can register, cancel or modify (Monitor or Administrator) the
Cloud users (Integrators).
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In order for Cloud users to be able to remotely monitor or manage the control
panel, the control panels must be associated at cloud.denwaip.com (see Cloud
for Integrators document available on the support site).

In this section you can select the cloud in which the central
will be associated:

Configurscitn >
Elija su servidor en la nube.

| Domwa Cloud )

Mediante los servicios en lo nube, usuarios mutorizodos por Ud
podrdn monitorear y/'o configurar su Derwa UC remotamente,

Figure 3.97: Advanced interface: Selection of the cloud from where the equipment will be man-
aged

The control panels can be monitored from the Cloud platform, or from a custom
server within the cloud or private network.

In the users section, you can see, modify the role or delete the
users who have Administrator or Monitor access to the control panel

=
Nombre Rol
& Pablo San Pletra Adrminfstrador x
@ Herndn Glayetts Administrador »
@ Carles Barrigon Administrader »®
@ Gonzalo Alonso Monibar »

Figure 3.98: Advanced interface: Configuration of Cloud access users

When entering the user, you can see the data with which the Integrator has reg-
istered him in his Cloud account, and it is possible to modify his role: Monitor or
Administrator

3.3.7.3 Administrators

This functionality allows you to configure Denwa UC&C 4.0.1 administrators.
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Al ADMINISTRADORES

#® HNuevo Administrador

Nombre Permisas

Global Admin Acceso total

Command Line Admin - 55H Habilitado

Figure 3.99: Advanced interface: Denwa UC&C 4.0.1 administrators

Two types of users are verified:

Web: users with team management via web.

CLI: user with computer management via console or ssh (pbxadmin)

If you want to create a new administrator, you

must click on «@ New Administrator», this will display a pop-up window request-
ing the following information:

Name: username

LastName: lastname of the user

User: way to identify yourself when logging into Denwa UC&C 4.0.1
Password: password to use for login

Password confirmation: repetition of the password to be used
Email: email address

Enabled: checkbox to enable (¥) or disable (O) the user

Permissions: can be read-write, read-only, or none. You must select which
menu items you can access, namely:

o Users (see page @)

o Groups (see page @)

o Suppliers (see page @)
Preattender (see page @)

0

0

Reports (see page @)
Configuration (see page @)
Debug (see page [i50)

w]

(w]
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Nuevo Administrador.

Tipo de administrador:

WEB

Nombre:

Apellido:

Permisos:

USLIARIOS GRUPOS PROVEEDORES FPREATENDEDOR REPORTES CONFIGURACION DEBUG

| Ninguno v | [ Ninguno v | [ Ninguno v | [ Ninguno ¥ | | Minguno v | [ Hinguno v | [ Ninguno v/

Cancelar # Confirmar

Figure 3.100: Advanced interface: Web user registration

New administrators It is only possible to generate web administration users

If you want to change any parameter of the
existing administrators, you must click on the name of the administrator, which
will display the editing window, which has the same fields and characteristics as
those mentioned in New Administrator| (see page @). The changes will be stored
by clicking on the «¥ Confirm» button, or if you want to discard the modification
and close the window, you must click on «% Cancel».

2.32.7.3.2.1 CLluser edition :The editable fields are the password and the pos-
sibility of disabling the user in case this management means is not used.

Security Alert It is very important to change the password of the users «admin»
and «pbxadmin». For more information, we recommend consulting the ?? sec-
tion, on the 2?2 page.

3.3.7.4 Networks

In the «Networks» section, it is possible to configure the way in which Denwa
UC&C 4.0.1 relates to existing networks in your environment.
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Servidores DNS 5 DNS Dindmico

¥ ethd >

eth0:0
T—
Tipa: Fisica

Red: 192.168.144.0

# Interfaz virtual [ @ Asignar VLAN m £} Modificar

Figure 3.101: Network Interfaces, interfaces tab

3.3.7.4.1.1 Interfaces tab In the interfaces tab it is possible to register Denwa
UC&C 4.0.1 in the different client networks, by assigning IP addresses in the dif-
ferent configurable interfaces, namely:
m Physical: associates an IP address to the physical network interface
® Virtual: Allows you to assign multiple IP addresses (one for each virtual inter-
face) to a physical network interface
m VLAN: allows the VLAN label to be placed on the IP address, it will be assigned
to a virtual interface, allowing the use of several |IPs from different VLANs on

the same physical interface

When Denwa UC&C 4.01 is part of a High Availability cluster (Active-
Passive), the configuration of the Network Interfaces will be blocked by the
system, not allowing their editing.

The information is displayed in two main sections:

» Network Interfaces: Lists all physical interfaces on the platform. Next to the
name of each of the interfaces there is the symbol P which, when pressed,
will display the list of virtual interfaces (if there are any)

s Information: shows the information of the selected interface (active » icon),
namely:

o Name and link state: indicates the name of the network interface, as well
as the state of its link:
@ Green: link established
® Red: no connection
o Type: indicates if the interface is physical or virtual
MAC address: MAC address of the network card
Mode: shows if the IP address was configured manually (static) or through
a DHCP server, also shows if its configuration is for IPv4 or IPve networks
IP Address: |P address assigned to the board
Mask: subnet mask
Network: |IP address of the network to which the assigned IP belongs
© Virtual interface: allows the creation of a virtual interface on the se-
lected board, pressing this button shows a popup window for its configu-
ration

(w}

(u]

0O 0O 0O o
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@ IP Address: |P address to configure

@ Mask: subnet mask, in case of IPv4 it must be indicated in the decimal
format of four (4) octets, however in the case of IPv6 its format is CIDR

@ Type: indicates if IPv4 or IPv6 is used

@ % Cancel: closes the window without saving changes

@ V/ Create: save the changes and close the window

o @ Assign VLAN: allows the creation of a virtual interface with a VLAN tag,

pressing this button displays a popup window for its configuration

@ VLAN ID: VLAN number to use

@ IP Address: |P address to configure

@ Mask: subnet mask, in case of IPv4 it must be indicated in the decimal
format of four (4) octets, however in the case of IPv6 its format is CIDR

® Type: indicates if IPv4 or IPv6 is used

® % Cancel: closes the window without saving changes

@ + Create: save the changes and close the window

The network interfaces can be configured by following the steps below:

1. The desired interface must be selected, in the case of the image it is ethO. It
can be seen that all the data is shown.
2. Below the information, there are four options to configure.

m Virtual interface: A virtual interface is assigned over ethO. To configure
this option, you must enter the IP address and network mask of the new
virtual interface. Then you must click on Create.

m Assign VLAN: A VLAN (Virtual Local Area Network) is generated. With this
method, separate logical networks are created within the same physical
network. To achieve this you need to enter the VLAN identifier, IP address
and netmask.

m Disable: The network interface is disabled.

= Modify: you can change the IP address and network mask, choosing the
Static or DHCP IP mode and the IPv4 or IPV6 type.

Onthe DNS Serverstab, the desired domain name
server can be configured. To configure the DNS, you must enter an IP or domain
of a server in the «>New DNS Server» field, and then press the @button; with this
it will be included in the list at the bottom. To remove the servers from the list,
click on .

%} REDES

Interfaces Servidores DNS 5 DNS Dinamico

Nuevo Servidor DHS:
W

Lista de Servidores DNS

1°- '8.8.8.8 Ping>> }3

Figure 3.102: Network Interfaces, DNS servers tab
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It is possible to check the availability of the server by clicking on the «Ping» text
next to its IP address.

3.3.7.4.1.3 Routestab From thistabyoucan configure a particular static route
for the Denwa UC&C 4.0.1 operation.

O
*}) REDES

Interfaces Servidores DNS DNS Dinamico

e et tmay 11
puERTA oE ENLAGE: [192 168 144,254 | 0=

Destino Mascara Puerta de enlace Métrica Interfaz IP Origen

0.0.0.0 0.0.0.0 192,168, 144,254 o ethd 192, 168.144.242 8

Figure 3.103: Network Interfaces, Routes tab

The default gateway can be configured by completing the corresponding field
next to the legend «Gateway» and clicking the «v Apply» button.

If you need to reach destinations through a gateway other than the default, you
must click on the «@ New Route» button and complete the fields that will be
displayed in the displayed form, these fields are:

= Destination: |P address of the destination host or network, declared in two
fields:
o IP Address: |P address of the destination host or network
o Mask: Netmask declared in four (4) decimal octet format

= Interface: allows you to select the interface through which the previously de-
clared host or network will be reached, by default it is chosen automatically;
in case of wishing to declare a specific interface, it is necessary to remove the
vfrom the «Automatic selection» box and select the desired interface.

m Gateway: |IP address through which the host or network declared above will
be reached

® Metric: route priority; lower number, higher priority

m ¥ Cancel: clear the form and close the window

= @ Help - Displays a popup dialog with help text

m v Create: save the changes and close the window
Path validation The route will only be added if the destination host or network
can be reached through the declared gateway
Once the route has been added, it will be displayed in the table at the bottom of
the screen, from where the following information can be viewed:

m Destination: IP address of the destination host or network

m Mask: Netmask declared in four (4) decimal octet format

m Gateway: |IP address through which the host or network is reached

m Metric: route priority; lower number, higher priority
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m Interface: interface through which the host or network is reached
m Source IP: |IP address with which the packets are sent to the destination host
or network through the declared gateway
m Status Icon: can be displayed in two colors:
o Green: the destination host or network can be reached
o Red: the destination host or network cannot be reached
m Actions: allows you to delete the route by clicking on the «X» icon corre-
sponding to its row

o)
*;t) REDES

Interfaces Servidores DNS 5 DNS Dindmico

(ﬂ) Cliente DNS Dindmico v @

Configuracian

Wsuario de Login:
Contrasena de Login:
Servidor: |r

Intervalo:

Figure 3.104: Network Interfaces, Dynamic DNS tab

3.3.7.4.1.4 Dynamic DNS tab It is not always possible to have a static Public
IP address, to solve these problems is that there are dynamic DNS servers, they
constantly monitor possible changesin the public IP address of Denwa UC&C 4.0.1
and update their records accordingly. that there is always a relationship between
the Domain and the assigned public IP address (by PPPoE server, DHCP server,
or even static configuration). It can be configured with the following information:
Domain: is the domain registered in the chosen DynDNS server
Login User: user who registers on the server
Login Password: user password
Server: domain or |IP address of the server
Interval: fraction of time in which the control panel sends a notification to
the DynDNS server to update its IP address, it must be written in minutes

s @ Help: displays the help dialog, with examples

® v Confirm - save changes and turn on the dynamic DNS client
_ a -

The service provided by the dynamic DNS servers s paid and is not included
in the licensing and support costs of your Denwa UC&C 4.0.1 license. How-
ever, the client (responsible for sending the information to said servers, is
available on the platform).

If you have any gquestions, you can click on Help where examples are shown.
The service can be started or stopped by clicking on the Dicon. In case you need
to send the Public IP address to the dynamic DNS server in advance, you can click
on the Zicon.

Denwa "=
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From this tab you can configure a new VPN (Virtual Pri-
vate Network) connection using the PPTP (Point-To-Point Tunneling Protocol) or
the OpenVPN protocol and edit existing connections (if you have one).

o
*;b REDES

Clientes VPH

v PPTP Mo hay ninguna conexion VPN seleccionada,

4 MNueva Conexion PPTP Par favor seleccione una de la lista de la izquierda.
w OpenVPN

+ Nueva Conexion Open¥PN

Figure 3.105: VPN Clients

VPNs allow a secure extension of the local network over a public network. To
do this, a point-to-point virtual connection is made using dedicated and/or en-
crypted connections. It has the advantage of reducing the bandwidth used and

increasing speed. It also provides secure communications on public networks
with specific access rights.

3.3.7.4.2.1 PPTP client itconnectsdirectly to the destination server creating a
virtual network for each remote client, which the administrator can monitor and
manage like any other remote access port. To configure this client, click on the
New PPTP Connection option.

Crear nueva Conexion PPTP.

Configuracion General
Nombre de la conexion
Servidor PPTP
Usuarie
Contrasenia
Conectar automaticamente |«
Método de Autenticacion
« PAP
+ CHAP
w

MECHAP
+" MSCHAPvZ

Métado de Compresion

MFFE 40
MPPE 128

Cartar

Figure 3.106: VPN Clients, PPTP

Below is the description of the fields:
m General configuration
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Connection name: name that is assigned to the connection.

Username: username to access the PPTP server.

O
o PPTP Server: IP or domain of the PPTP server.
(m]
(=]

Password: User password to access the PPTP server.

o Connect automatically: enable if the connection should always be active

m Authentication Method: the authentication protocol(s) to be used must be
selected.

o PAP (Password Authentication Protocol): is a simple protocol that authen-

ticates a user against a remote access server. Its function is to validate a
user to access different resources. For this, PAP transmits passwords in
ASCII in the clear, so it should be used as a last resort.

o CHAP (Challenge Handshake Authentication Protocol): is an authentica-

tion protocol by mutual challenge. It periodically verifies the identity of
the remote client using an information exchange. With CHAP, the user ID
and password are always sent encrypted, making it a more secure proto-
col than PAP.

o MSCHAP (Microsoft Challenge Handshake Authentication Protocol): Mi-

crosoft challenge handshake authentication protocol. This does not re-
quire that both parties know the key in the clear, but a summary (Hash)
of it.

o MSCHAPV2 (Microsoft Challenge Handshake Authentication Protocol v2)

- Microsoft challenge handshake authentication protocol version 2. Pro-
vides high-level security for remote access connections. MS-CHAP V2 re-
solves some issues with MS-CHAP.

m Compression Method: they are encryption methods, they are only used with
the MSCHAP and MSCHAPV2 protocols.

o MPPE 40 (Microsoft Point-to-Point Encryption): Microsoft 40-bit point-to-

point encryption.

o MPPE 128 (Microsoft Point-to-Point Encryption): Microsoft 128-bit point-

to-point encryption.

Then click on Create and the VPN will have been created. Below you can see the
generated connection.

{‘b HETWORKING
+]

VPH Clients

v PPTP

NuevaPPTP

= HuevaPPTP = ERIESee AT 20}

As: d P

+ NewPPTP connection o

Authentication method PAP

v OpenVPN

+ Mew OpenVPN connection

Once

CHAP
MSCHAP
MSCHAP v

Compression method

Figure 3.107: VPN clients, PPTP connection configured

the new connection is created, it can be Connected, Deleted or Modified

from the buttons located in the lower section of the page.

10
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is open source virtual private network software,
which provides security, stability and encryption mechanisms without introduc-
ing complexity. To configure the OpenVPN client, click on the New OpenVPN
Connection option.

Crear nueva Conexién OpenVPN.
Configuracian General
Nombre de la conexidén
servidor OpenVPN
Puerto | 1194
Conectar automdticamente
Certificados
Autoridad de Certiffcacion (CA): Mo hay archivo.
Certificado del Clfente (CRT): Mo hay archive, ©
Llagve del Cliente (KEY): o b archivo. £
=

Figure 3.108: VPN clients, OpenVPN settings

Below is the description of the fields:
m General Settings
o Connection name: name that will be assigned to the connection.
o OpenVPN Server: IP or domain of the OpenVPN server.
o Port: port that will be used for the VPN connection.
o Connect automatically: enable if the connection should always be active.
m Certificates
o Certification Authority (CA): Allows importing the file.
o Client Certificate (CRT): Allows importing the file.
o Customer Key (KEY): Allows importing the file.

These certificates must be granted by the OpenVPN server administrator.

Crear nueva Conexion OpenVPN.
Configuracion General
Nombre de la conexion
Servidor OpenVPN
Puerto (1154
Conectar automaticamente
Certificados
Autoridad de Certiffcacion (CA): Mo hay archiva.
Certificade del Cllente (CRT): Mo hay archive, £
Ligve del Cliente (KEY): Mo hay archive. @
=

Figure 3.109: VPN clients, OpenVPN settings

Aswith PPTP, you can Connect, Delete or Modify the connection from the buttons
located in the lower section of the page.

By entering this configuration tab, you can activate or
deactivate the safe browsing option. It is recommended to activate this option,

m
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since the transmitted data is encrypted. Therefore, it generates less probability
that the information is intercepted by third parties. To activate secure browsing,
you need to click the Enable HTTPS button.

UISUARIOS GRUPOS PROVEEDORES PREATENDEDOR »  REPORTES ~ CONFIGURACION DEBUG »

ﬁ‘) REDES t\- ﬁﬁ‘ {I.)

{E} Servidor Web
= [Acthvado] Nosotros recomendamos que habilite el Servidor Web Seguro
(HTTPS).
@ HTTPS Para habilitar el HTTPS primero se deben generar los certificados.
[Deshabiiitoda]

Haga click mas abajo para generar los certificados.

51 Ud ya tiene un certificado firmado (.ert), puede subirlo junto con la
l clave [archivo .key).

|

Figure 3.110: Webserver

E

A secure web server ensures that the information travels through the net-
work, protected by the use of some encryption algorithm, ensuring that it
is intelligible only by the server and the user who accesses the web.

To enable the secure web server, the generation of the certificate for HTTPs is
requested, this is done through the Generate Certificate button. With this, the
following page is displayed to complete the certificate data:

12 Denwa l.
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Generar certificados.

Nombre Comin: !derle.'am.ccm

El nombre completo (FOQDN) que utilizardn los cli
Para asegurar htips://www.ejemplo.com, su r
www.e jemplo.com o e jemplo.com en caso de un cert

servidar.

I
Organizacién: |Denwa |

El nombre legal exacto de su organizacios

registrado, £5 necesario entrar su propio

Departamento {Opcional): Ih‘mta:

El departamento dentro de su organizacion que ggarecerd en el certificodo.

Ciudad: i_(_cid_(::t:a_

La ciudad en la cual su organizacidn estd lesalmente ubicada.

Estado/Provincia: ;if_crdoba| ]

£l estado o provincia donde su organizacion estd (egalmente ubicada.

Pais: | Argentina v |

El pois donde su organizacion estd legalmente ubicada.

0 A modo de prueba, puede dejar los campos vacios v generar los certificados. El
HTTPS se habilitara de todas formas, pero no sera posible firmar los
certificados por una autoridad de certificacion.

Cancelar # Confirmar

Figure 3.111: Web server, certificate upload

With this, the ssl certificate is generated and loaded internally so that the central
works with HTTPs, thus showing the service is active. Of course, since the server is
now in secure browsing mode, you must log in asadministrator again to continue
with the DenwaUC configuration.

When entering the web server section again, you can see the HTTPs activated
and the information of the Certificate that was generated.

HICIO USUARKIS GRUPOS PROVEEDORES PREATEMDEDOR REPORTES CONFIGURACION DEBUG

&b woes Qo

Servidor Web

@ Servidor Web
fActiado]

Informacion General.

Figure 3.112: Web server, service enabled

Denwa offers the function of downloading the generated Certificate, to be val-
idated by a Certifying Entity. Denwa offers the possibility of validating the ss|
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certificate and being able to load again so that when entering safe mode, the

certificate error does not appear in the browser.

B &

solicitar un certificado de identidad digital (.crt).

5i Ud ya descarga el .csr, lo hizo firmar con una autoridad de
certificacion y tiene el archivo .crt, puede subirlo.

la clave (archivo .key).

Puede descargar la solicitud de firma de certificado (archivo .csr) para
enviarla a una autoridad de certificacion (como Go Daddv™) con el fin de

Tambien, si Ud ya tiene un certificado firmado, puede subirlo junto con

@ Subir certificado

Figure 3.113: Web server, certificate download and import

It is important that, when uploading the certificates, the part corresponding to
each one is pasted. In the first field the certificate (.crt), and in the second the
private key (.key).

Subir certificado.

Figure 3.114: Web server, certificate upload form

To disable the secure web server, it is necessary to click on the HTTPS button, the
system requests confirmation and again you must enter the web as an adminis-
trator to continue configuring the options.

This service allows us to configure a server. DHCP (Dy-

namic Host Configuration Protocol) is a network protocol that allows clientson an
IP network to obtain their configuration parameters automatically. The server is
responsible for providing the host with the basic network configuration (IP, net-
mask, gateway, DNS, provisioning IP).

N4
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£l servidor DHCP esti sctivado €73 (U}

Hosts permitidas

Interfaz:| eth1 (1921683 ¥
Desde: [192.168.3.70
Rango de IP —
Hasta:| 132 168.5.100
Mascara de subred: | 255 255 2550

Puerta de enlace:|132.168.3.1

Servidores DNS:[ 182 1681 249, 8.8 IP entregadas
IP de 19216851 P MAC Comienzo Finaltzacion
6o permitir Las MACS en La lita 192.168.3.74 00:1%:63:11:01:99 2014/02/06 19:16  2014/02/06 21:16

192.168.3.71 00:15:65:29:c6: 10 2014702106 19:44 2402106 21:44

Figure 3.115: DHCP Server

As seen in the previous figure, the screen is divided into three zones. In the main
area, on the left of the screen, you will find the DHCP server settings.

It is necessary to configure the following data for the correct functioning of the
server.

= Interface: the network interface on which the DHCP server will be used must
be selected. Remember that the interface that is configured as the DHCP
server must be in the same IP range as the gateway and provisioning IP.

m [P Range: is the range of IP addresses that the server will deliver to the dif-
ferent clients (host) that request them.

s Subnet mask: combination of bits used to define which part of the IP address
is the network number and which part corresponds to the host.

m Gateway: is the gateway of the network.

= DNS Server: is the address of the DNS server that we will use.

m Provisioning IP: It isthe IP address that will be used for equipment provision-

ing. The phone when taking ip by DHCP will also take the address where to
look for the configuration file.

The «OJOnly allow MACs in the list» field enables MAC filtering according to the list
shown on the right of the screen. The MAC can be added manually, writing the
address in the corresponding field and pressing «Add»; or adding all the comput-

ers added to «My Computers» (see 2? on the 2? page) by clicking on «Add MAC
of created Computers»

External DHCP server If you are using an alternative DHCP to Denwa, in order to
provision you need to configure DHCP options 66 and 67 by pointing them to
http://ip-denwa/provisioning/general/

After completing these parameters, confirm the configuration by clicking on «v
Confirm» and activate the service by clicking on the Dicon. If you want to restart
it, just click on the ¥button.

In the lower right sector are the computers that are currently connected to the
DHCP server, along with the following information:

IP: IP address assigned to the device

MAC: MAC address of the network card that was given the IP address

Start: date and time of IP address grant

End: date and time at which the lease will be renewed

Name: device name

15
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Simple Network Management Protocol or SNMP (for
itsacronym in English) isan application layer protocol that facilitates the exchange
of managementinformation between network devices. SNMP allows administra-
tors to monitor network performance, find and resolve problems.

SNMP is based on two main elements, a supervisor and agents. The supervisor
is the terminal that allows the network administrator to make management re-
guests and the agents are entities that are at the level of each interface. They con-
nect the managed devices to the network. These devices can be hardware infor-
mation, configuration parameters, performance statistics, etc. These elements
are classified in a database called MIB («kManagement Information Database»).

In order to carry out monitoring as an administration, it is necessary to follow the
following steps

1. Install the SNMP application on the PC to monitor from the linux console

1| sudo apt-get install snmp

SNMP installation

2. Configure the SNMP server in Denwa UC&C 4.0.1 by going to Configuration >
Networks > SNMP server

Servidor SNMP versidn 1 [Desactivadol i @
Configuracion de las comunidades (SHMPY1)

Comunidad de sélo lectura (RO):
Comunidad de lectura y escritura @wy: [ |

Permitir monitoreo desde las redes

Red / Mascara Modo

Mo hay redes cargadas

# Confinmar

Figure 3.116: SNMPV1 Server

The first step in configuring is to set the authorized community and the per-
missions for them. There are different methods to determine the commu-
nities: the public option (it is possible to monitor any network), list (certain
networks or hosts are established) or the empty box (the permission for the
community is not configured).

Then it must be determined which host or networks are allowed to monitor
the Denwa. To define a host, you must enter the IP number with mask 32
and for a network, the IP number of the network and its mask. In addition,
the permissions are assigned to each one from the Mode checkbox. To com-
plete the process, click on the @sign. All networks are displayed in a list at the
bottom of the screen.

16 Denwa [ ] ]
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Servidor SNMP version 1 [Desactivado] . o

Configuracion de las comunidades (SNMPv1)

Comunidad de lectura y escritura (RW):
Permitir monitoreo desde las redes
Red / Miscore: 9215030 /(23 |

Red / Mascara Modo
192.168.1.134 / 32 RO

192.168.3.0 / 24 RO

# Confirmar

L

Comunidad de solo lectura (RO):

Modo: (+]
Accion
x
x

Figure 3.117: SNMPvV1 server, network addition

Finally, you must click on «¢¥ Confirm» and enable the SNMP server by clicking

on XK

3. Monitor Denwa from the LInux console. To do this, you must write the follow-

ing command.

w‘snmpget -v2c -c public 192.168.1.204 .1.3.6.1.4.1.2021.4.5.0

Snmp Query Example

snmpget-v2c -c | public

Méetodo

IP del dispositivo

de destino

13.6.1.4.1.2021.45.09

OIDs

Figure 3.118: SNMPV1 server, query structure

Some of the OIDs are described below with the association of the type of in-

formation presented by each one.

s CPU Statistics

o Last minute upload: 1.3.6.1.4.1.2021.10.1.3.1
o Load last 5 minutes: 1.3.6.1.4.1.2021.10.1.3.2
o Load last 15 minutes: 1.3.6.1.4.1.2021.10.1.3.3

= CPU

o CPU time percentage per user: .1.3.6.1.4.1.2021.119.0
o System CPU time: 1.3.6.1.4.1.2021.11.10.0
o CPU free time percentage: .1.3.6.1.4.1.2021.11.11.0

= Memory Statistics

o Total Swap Size: 1.3.6.1.4.1.2021.4.3.0
o Available swap space: 1.3.6.1.4.1.2021.4.4.0
o Total RAM: 1.3.6.1.4.1.2021.4.5.0
o Used RAM: 1.3.6.1.4.1.2021.4.6.0
o Free RAM: 1.3.6.1.4.1.2021.4.11.0

@]

o

Shared RAM: 1.3.6.1.4.1.2021.4.13.0
RAM Buffered: 1.3.6.1.4.1.2021.4.14.0

o Total memory cached: 1.3.6.1.4.1.2021.4.15.0

n7
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| get -v2c -c public 192.168.1.139 .1.3.6.1.4.1.2021.4.5.0

= Disk Statistics

o Path where the disk is mounted: 1.3.61.4.1.2021.9.1.2]
o Path to the computer partition: 1.3.6.1.4.1.20219.1.3.1
o Total disk/partition size(kBytes): .1.3.61.4.1.2021.9.1.6.1
Available disk space: 1.3.61.4.1.2021.9.1.71
Used disk space: 1.3.6.1.4.1.2021.9.1.8.]
Percentage of disk used: 1.3.61.4.1.2021.91.9.1

o Percentage of inodes used: .1.3.6.1.4.1.2021.9.1.10.1

o

@]

o

To monitor the total RAM memory available

to Denwa UC&C 4.0.1, it is entered in a console client.

The answer is:

Snmp RAM Query Example

13.6.1.4.1.2021.4.5.0

INTEGER:

1016600

Sample response to RAM query by snmp

Where 1016600 is the size in megabytes of RAM.

wish to consult.

Performing a snmp query to the equip-
ment can obtain the desired information, however it must be correlated. The
community is configured from the web interface of the PBX (SNMPV1 Server Net-
work Configuration) and the IP corresponds to the IP of the equipment that you

fwalk -v 2¢c -c 1.3.6.1.4.1.2021.13.16

N WON o

WWWWwwwwwwwwwwwwwwwwwwww
DNDND DD DD DNDNDNDIND DD DD O
FRRRRRHERHRRRRRRRRRRRRR B R
I N N N N N N N N S N N G N O N O N G S NS
FRRRRRHRRRRR R R R R R R R

The following is an example of the data you'll get from this query:

Snmp Temperature Query Example

.2021.
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STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
STRING:
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INTEGER: 10
INTEGER: 11

“locl"
“Physical id o"
“Core 0"

“Core 1"

“Core 2"

“Core 3"

“Core 4"

“Core 5"

“Core 6"

“Core 7"
“Physical 1id 1"

= Gauge32: 47000
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3.6.1.4.1.2021.13.
3.6.1.4.1.2021.13.
3.6.1.4.1.2021.13.
3.6.1.4.1.2021.13.
3.6.1.4.1.2021.13.
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Gauge32:
Gauge32:
Gauge32:
Gauge32:
Gauge32:
Gauge32:
Gauge32:
Gauge32:

33000
29000
29000
28000
28000
28000
27000
27000

Gauge32: 27000
Gauge32: 34000

Example of response to the snmp temperature query

The information must be related by sensor number, this being the last number
of the query string (in is0.3.6.1.4.1.2021.13.16.2.1.3.11 the sensor number would be 11),
and the results of the the following way:

= ES OO NWN -

locl

Physical id O

Core O
Core 1

Core 2
Core 3
Core 4
Core 5
Core 6
Core 7

Physi

calid1

47000
33000
29000
29000
28000
28000
28000
27000
27000
27000
34000

The value is in Centigrade milligrades, that is, it must be divided into a thousand
to be read in Centigrade degrees; that is to say:

= ES oUW N -

locl

Physical id O

Core O
Core 1l

Core 2
Core 3
Core 4
Core 5
Core 6
Core 7

Physical id 1

47,000 °C
33,000 °C
29,000°C
29,000°C
28,000°C
28,000°C
28,000°C
27,000°C
27,000°C
27,000°C
34,000 °C

In this section, the OpenVPN service will be config-
ured to have secure connections for users outside the network. When entering
the server you can see a screen like the following:
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ﬁ) Servidor OpenVPN

Servidor OpenVPN Configuracion Cuentas Conexiones activas

@ OpenVPN
[Desactivado]

Puerto: |1191

Protocolo: | UDP v

Direccion de red: @ |F‘oﬁ ‘ ! ‘.‘:‘.35‘:3@

Permitir acceso a: @ 192.168.144.0 / 255.255.255.0 (eth0)
£ 255.255.255.0 (eth0:0)

Cancelar # Confirmar

Figure 3.119: OpenVPN Server

In the left column it is possible to start or stop the OpenVPN Server service by
clicking on the Micon.

3.3.7.4.6.1 Settings Tab In the previous image you can see that the server is
disabled and that there is no pre-loaded configuration. Below is the detail of the
parameters to be configured:

m Port: port to use for the OpenVPN service

= Protocol: protocol used by the server

s Network Address/Mask: network from which IP addresses will be given to
clients

= Allow Access: Networks to which you want to give clients access.

3.3.7.4.6.2 Accounts Tab In this tab it is possible to register accounts for re-
mote access to the unified communications platform and/or to the networks se-
lected in the configuration tab.

Figure 3.120: OpenVPN server, access accounts

To make a new account we simply click on Create Account, and fill in the user-
name; with this the account has been created and it is possible to download its
certificates.

Figure 3.121: OpenVPN server, login account creation

To use the OpenVPN server it is necessary to have the certificates on the com-
puters that will connect to it, so they must be downloaded from the accounts
tab. Once on the local computer, it is necessary to have the OpenVPN «client»
software and, from a basic text editor, generate an .ovpn file like the one shown
below:

|| HAEHHHHHAHHHHHHHHH AR AR H AR AR HH AR H
2| NVPN Client
3| HHHRAHHHAHAHHHAHAHAHAHAHHH A AR AR B AR H R
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4l nt

s| tun

sl ocol PROTOCOL

7| te SERVER_IP SERVER_PORT

s| lv-retry 1infinite

ol nd

0| -1zo

n| 3

2| rtificate files

13| CERTIFICATE_PATH/ca.crt"«

14| CERTIFICATE_PATH/CERTIFICATE_NAME.crt"«
15| CERTIFICATE_PATH/CERTIFICATE_NAME.key"

6| HHEHHHHHAHAHHHHHHHHH SRR H RS HHH AR USSR H

You must replace where it says «PROTOCOL», «IP_OF_SERVER», kPORT_OF_SERVER»,
«PATH_OF_CERTIFICATE», «cNAME_CERTIFICATE» according to the configurations
made on the server, as well as the downloaded certificates.

3.3.7.4.6.3 LogsTab Thistabwillshowthelistofallactive connections («clients»
connected) to the OpenVPN service.

This service allows you to set up a firewall, which is intended
to help prevent hackers or malicious software from gaining access to your com-
puter over a network or the Internet. It is responsible for creating a barrier be-
tween the Internet and the computer, just like the physical barrier that would
constitute a brick wall.

The firewall acts as a filter controlling all the communications that pass from one
network to another and based on this it allows or denies the passage, for this
it examines the type of service to which it corresponds. It also inspects if the
communication is incoming or outgoing and depending on its address it can
allow it or not.

When entering the Firewall configuration, there is a panel with three buttons that
enable and disable various options, detailed below.

O
@ FIREWALL

SEGURIDAD FORWARD

@ seguridad #  Serviclo Iface Entrada Iface Salida Origen Desting ACCION
[Activada] Reglas de prioridad

Reglas automaticas
@i Intentos fallidos Reglas de usuario

[Activada]

Politica

. Escaneo de puertos
[ P
[Activado]

€} Importar ¥ Exportar

Ver plantitla

Figure 3.122: Firewall

From the () button you can enable or disable Denwa UC&C 4.0.1 security. With
the firewall activated, the ports are opened dynamically, only during the time
required to allow access to the desired services.
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Failed attempts : If the system detects more than five failed attempts to register
the computers, it automatically blocks access from the IP address, as it takes this
as an attempted attack. The only way for this rule to be removed from the firewall
is for an authorized administrator to remove it manually.

Port scanning : allows you to block attacks of this type automatically, Denwa
UC&C 4.0.1is constantly checking for possible port scans on the computer, when
detecting this the system automatically blocks the IP address it is trying to per-
form this possible attack by creating a new rule in the Firewall. The only way for
this rule to be removed from the firewall is for an authorized administrator to
remove it manually.

Denwa also allows you to create new rules, these depend on what you want. The
new rules can be entry, exit or forward.

These rules can be imported by clicking on the «@ Import» icon or exported from
the «3& Export» icon using a .csv file. For the import, it is recommended to down-
load a template by clicking on the « View Template» icon and editing each row
with the rule you want to add. It is suggested to verify that the format has not

been modified.

Denwa UC&C 4.0.1 determines a general firewall policy. This can be Accept
or Drop, if the Accept policy is set, all the rules created must be Drop, that
is, exceptions to the policy.

3.3.7.4.7.1 INPUT, OUTPUT and FORWARD tabs From the INPUT, OUTPUT
and FORWARD tabs you can manage incoming, outgoing and redirected con-
nections, respectively.

IHPUT OUTPUT FORWARD WAN IJ
S Servicio [Iface Entrada face Salida Origen ACCION
¥ Reglas de prioridad Q00
»  Reglas autométicas TR=]
» Reglas de usuario Q09
» Politica

Figure 3.123: Firewall, string configuration

There are three (3) types of rules:

= Priority Rules: These are high-priority rules created by the Denwa UC admin-
istrator and have higher priority than rules added by auto-blocking services.
It has the buttons @ (add rule), @ (help) and @ (delete all rules).
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When Denwa UC&C 4.0.1 is part of a High Availability cluster (Active-
Passive), the priority rules will be blocked by the system, not allowing
their editing.

= Automatic Rules: These rules are not generated by administrators, but are
generated automatically by port scanning services and failed attempts. It has
the buttons @ (help) and € (clear all rules).

m User rules: These are rules created by the administrator. It has the buttons
© (add rule), @ (help) and @ (delete all rules).

Both in priority rules and in user rules, when adding a rule the following window
is displayed:

Cadena INPUT :: Crear nueva regla

Servicio: | 55H v |
Interface de Entrada: | Todas v |
Origen: | Todoelmundo ¥ |

Desting: | Todo elmunde ¥ |
Accion: | ACCEPT v |
Prioridad: '«

Cemrar # Crear

Figure 3.124: Firewall, add rule

m Service: select the service to manage from a drop-down list. Services can be:
o SSH

PING

o RTP

SIP

HTTP

HTTPS

TFTP

FTP

o DNS

o XMPP

o VPN

o All

o Or by protocol and port

In the latter case, the window will change to be able to locate the protocol
(TCP or UDP) and the corresponding port number.

= Input Interface: choose the interface to which the rule applies.

m Origin: determines who the rule is set to, it can be Everybody, Specific Host,
Specific Network or Zone. In the case of a specific network, the IP or Domain

)

0

0O O 0O O
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must also be assigned; in the case of a zone, a country must be selected; and
for the specific Host and specific Network cases, the type must be selected.

Cadena INPUT :: Crear nueva regla

Servicio: | SSH v [
Interface de Entrada:
Origen: [ Red especiica v

Tpo[w v]

Origen k< ]@

Destino: Wf

Accion: [ACCEPT |

Prioridad: «

Cadena INPUT :: Crear nueva regla

servicie: [ 551 v]
interface de Entrads: [ Team v]
Origen: [ Zoma v]

Elija w pan: | Abenis v

Accsom: [ ACCOPT v]
Priorided”

Figure 3.125: Chain configuration, network specific

m Destination: can be Worldwide, Host specific, or Network specific. In these
last cases, the IP or Domain and the type must also be assigned.

m Action: The options will be ACCEPT, REJECT, and DROP. These actions deter-
mine what type of rule is created.

® Priority: (J: This field indicates that the rule created is of high priority.
Once the rule is created, it is displayed as follows:

5S5H all all all all ACCEPT (%]

Figure 3.126: Chain configuration, created rule

From the symbols @ € it is possible to add a new rule or delete the existing one,
respectively. In the first case, adding a new rule, provides the options of:

m |nsert Top

® |nsert Below
In addition to the usual options, it is possible to select whether the new rule will
be placed above or below the existing one.

Policy The default rule is established that any packet that does not match any
of the created rules will be accepted/rejected, as selected from the drop-down
menu; By default the policy is accepted.

Denwasg



Denwa UC&C 4.0.1
CHAPTER 3. ADMIN INTERFACE

Order and priority It must always be kept in mind that the firewall is 'sequential’,
therefore priority will be given to those rules that are found over the others. The
sequence used by said firewall is the following: Priority Rules, Automatic Rules,
User Rules, Services (WAN) and Policy.

In this section it is possible to configure the security of
WAN services, that is, it only applies to incoming traffic. A simple management
is provided for the administrator through a window like the one shown in the
following image:

INPUT QUTPUT FORWARD WAN }
WAN
Interfaz Direccion IP Seleccione
eth0 192.168.1.202
Interfaz virtual eth0:0 10.10.10.10

Habilitar Servicios (Deshabilitados por defecto)

55H OUTLOOK HTTP WebPhone
SIP H323 HTTPS VPN
RTP NTP TFTP Monitor Senalizacion
PING IM (XMPP) FTP Todos
DNS Desktop Server
[ Cotimar

Figure 3.127: Firewall, WAN settings

The list above shows the network interfaces that Denwa UC&C 4.0.1 has config-
ured, in the last column you must select the interface that will be used as WAN.

Since all the default services are disabled to raise the level of security; Only those
that you want to allow from the WAN should be enabled.

Order and priority It must always be kept in mind that the firewall is 'sequential’,
therefore priority will be given to those rules that are found over the others. The
sequence used by said firewall is the following: Priority Rules, Automatic Rules,
User Rules, Services (WAN) and Policy.

NTP (Network Time Protocol) is a protocol for synchro-
nizing clocks in network equipment based on a client-server system. This func-
tionality is important because it allows network devices to have the correct time
settings at all times (even when internet connection is lost).

With this server clients are provided offset, round-trip delay and hash reference.
The offset specifies the difference between the local system time and the exter-
nal clock reference. Round-trip delay specifies the time latencies measured dur-
ing packet transfers within the network. The time spread reference specifies the
maximum number of errors associated with time information received from an
external clock.

For the configuration of the server within Denwa UC&C 4.0.1 the following steps
must be carried out
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Servidor NTP [Desactivado] i@ @

Zona horaria: | GMT - Reino Unido, Portugal. Inanda. M. ¥
Fecha: [ 27 1 [ 11 |r[ 2018 | [12]:[ 4]

ad / mm [ yywy hn @ mm

Figure 3.128: NTP, configuration

The time zone and date parameters can be modified. The time zone must be
chosen from the drop-down menu, while the current date must be filled in in
the textbox with the format «dd/mm/yyyy», while the time in the «<hh :mm». To
accept the changes it is necessary to click on the ¥icon.

In case you want to disable the service, it can be turned off using the (Dbutton.

By default, Denwa UC&C 4.0.1 checks its own time settings with an external server,
thisisthe default server ntp.ubuntu. com, itis possible to add or use a server other
than the one configured by factory by completing the server domain and clicking

O.

Once the NTP server is configured, Denwa UC&C 4.0.1 will proceed to:

m Configure all the computers onthe network with the changes previously made.

m Periodically check that your time settings are correct using the servers that
were configured earlier (default: ntp.ubuntu.com).

m [fthe connection to these serversis lost, the computers on the network will be
synchronized against Denwa UC&C 4.0.1 and will not lose their configuration.

The messaging server allows you to activate and
deactivate instant messaging for users created in Denwa.

To activate the server you must click on 3% and to deactivate it on ().

3.3.7.5 Call service

From the Call Services menu you can create and manage the definition of the
numbering plan that is used in the Denwa PBX.
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Denwa'a
Modelo: MINI
w% UNIFIED COMMUNICATIONS!

INICID USUARIOS * PROVEEDORES * PREATEMDEDOR * REPORTES CONFIGURACION * DEBUG *

@g co CION LT~ O]

Servicics de Llamada Local :: Prefijos

Ho hay prefijos asignados

Maviles
Especiales
Emergencia

InterPBX

Powered by Derva v, 3.3.1 © Copyright 2009- 2014 | wew.dervwaip..com

Figure 3.129: Call service

The different services are the following:
m Local: are the dialed numbers that the system will identify as local calls. To

add a local prefix you must:
1. Select «Local» in the list on the left
2. Press the «@ Add» button in the box called «Local :: Prefixes»
3. Add the new prefix for local calls
4. Click on the button «@ Confirm»
These steps can be repeated as many times as necessary, leaving the list as
follows:

Local :: Prefijos

206

Figure 3.130: Call service, local call prefixes

® NDD: are dialed numbers that the system will identify as national calls. To add
an NDD prefix you must:

1. Select «<NDD» in the list on the left

2. Press the «@ Add» button in the box called «<NDD :: Prefixes»
3. Add the new prefix for direct dial national calls

4. Click on the button «@ Confirm»
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These steps can be repeated as many times as necessary, leaving the list as
follows:

MDD :: Prefijos

206

Figure 3.131: Call service, direct dial national call prefixes

In this case, for Argentina, the national direct dialing is O.

m IDD: These are dialed numbers that the system will identify as International
calls. To add an IDD prefix you must:

1. Select «IDD» in the list on the left

2. Press the «@ Add» button in the box called «IDD :: Prefixes»
3. Add the new prefix for direct dial international calls

4. Click on the button «@ Confirm»

These steps can be repeated as many times as necessary, leaving the list as
follows:

10D :: Prefijos

26

Figure 3.132: Call service, direct dial international call prefixes

In this case, for Argentina, the international direct dialing is OO.

m Mobiles: are dialed numbers that the system will identify as calls to mobiles.
To add a Mobile prefix you must:

1. Select «<Mobiles» in the list on the left

2. Press the «@ Add» button in the box called «<Mobile Phones:: Prefixes»
3. Add the new prefix for mobile calls

4. Click on the button «@ Confirm»

These steps can be repeated as many times as necessary. In the case of Ar-
gentina, calls to mobiles begin with 15, but it must be taken into account that
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non-local mobiles must precede the area code. For example, for calls to mo-
biles outside the local area, they must be charged as follows:

Huevo Prefijo

Prefijo: [02_15T

& Confirmar

Figure 3.133: Call service, call prefix to mobile outside the local area

The list is formed as follows:

oms borrar

02..15T boerar

02...15T Borrar

03,57 borrar

03...15T BosTar

13 borrar
206

Figure 3.134: Call service, mobile call prefixes

® Special: are dialed numbers that the system will identify as calls to special
numbers such as 0800, 0610, 0600, etc. To add a special prefix you must:

1. Select «Specials» in the list on the left

2. Press the «@ Add» button in the box called «Special :: Prefixes»
3. Add the new prefix for calls to special numbers

4. Click on the button «@ Confirm»

These steps can be repeated as many times as necessary, leaving the list as
follows:
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Especiales :: Prefijos

06 borrar
08 borear

206

Figure 3.135: Call service, call prefixes to special numbers

® Emergency: are dialed numbers that the system will identify as calls to emer-
gency numbers such as 911,101, 100. To add an emergency prefix you must:

1. Select «<kEmergency» in the list on the left

2. Press the «@ Add» button in the box called «<Emergencya:: Prefixes»
3. Add the new prefix for calls to Emergencies

4. Click on the button «@ Confirm»

These steps can be repeated as many times as necessary, leaving the list as
follows:

Emergencia :: Prefijos

0. borrar

M borrar

206

Figure 3.136: Call service, emergency call prefixes

s InterPBX: are the numbers dialed for calls between PBXs.

To delete the prefixes from the list, click on «delete».

From the Announcements tab, you can customize announcements or voice mes-
sages associated with different Denwa UC&C 4.0.1 events. These messages are
predefined by Denwa, but the administrator can customize them according to
his convenience. These announcements are available in four (4) languages, namely:

m Spanish

m English

m Portuguese

m Hebrew

130



Denwa UC&C 4.0.1
CHAPTER 3. ADMIN INTERFACE

INICIO USUARIOS GRUPOS PROVEEDORES PREATENDEDOR REPORTES CONFIGURACION DEBUG

f:l:é:} ANUNCIOS LE SR A Al

Audios

Descripeidn &1 Anunclios

§

w Espafiol
El nGmero dee desting se encuenia ocupada

.
»

Anuncios ¥

LI
El nlmero de destine no ser Contactado 3
Audios del Sistema e il s
Huiio hdign sceptada Or =X
w English
La opciin discada no es correcta |
Anuncios U
in incor { 1] -
Audios del Ststema ol i 2 Ol 5%
Legin correcto =X
w Portuguis -
Liamada rechazada LA
Anuncios ol
LE x

Liamada bequeada por el adminisirador

e}

Audios del Sistema I

mamees |

Figure 3.137: Ads

To display the list of audios corresponding to each
language (or music on hold), click on the name of the language, which will change
the»icon to v. The » icon will be displayed next to the displayed option.

Each and every one of the listed audios has the following options:

s @: Information about the properties of the audio file.

Informacién del archive de Audio.

Descripcion La llamada no pude ser completada
o coll-failed wav

a Espaiol

0 37.54 KB
n 201819127 12:4

Figure 3.138: Ads, audio file properties

s p: Play

s X Download

m ¥X: Delete
To upload a new announcement, you must first delete the audio file to be re-
placed and then enter the new one. It also allows you to upload and download

files in zip format, using the buttons «@ Upload Audios (zip)» and «& Download
Audios (zip)»

This section adds the option to configure music on
hold in trunks, groups, users, etc. For which the administrator:

® Must define name and description
m Upload an audio file

In addition, the administrator can download, listen and update each of the lists.
Once loaded, they can be selected in the advanced User section, in Groups and
Preattenders.
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3.3.7.7 Equipment

This Denwa UC&C 4.0.1 functionality allows you to search for and incorporate com-
puters in the local network and then associate them with each of the users cre-
ated.

Requirements The Denwa UC&C 4.0.1 DHCP server must be configured correctly.
Within the DHCP server configuration, the provisioning |IP must be the Denwa
UC&C 4.0.1 IP for optimal operation.

The equipment to be incorporated must have the factory configuration, this is
achieved from the equipment administration page or from its menu. The steps
to perform depend on the make and model.

external DHCP Computers that did not receive an IP from Denwa UC&C 4.0.1's
DHCP will not be provisioned automatically, so it must be done manually.

In the My Teams tab, you can find out the status
of the teams already configured within Denwa UC&C 4.0.1.

Actualizar Nuevs Equipa

Fabricante :: Modelo Provisionamiento

00000

Figure 3.139: Teams, My Teams

In the previous figure you can see a list of the configured equipment, it is possible
to filter according to the Description by clicking on Q..

To know the information about the provisioned equipment, click on its name,
which appears under the «Description» column, with which data related to the
device and its manufacturer are displayed, as well as information associated with
the network.

By clicking on the ##icon, it is possible to manage the SIP accounts of the equip-
ment, and it is possible to disassociate a port by clicking on the X-shaped icon (%)
on the desired port.

In the «Provisioning» column, there are three options:
» [ View provisioning file.
s ¥ Download provisioning file.

s £ Regenerate provisioning file, normally used when a change has been gen-
erated.

The Action column presents two options:
m & Provides information about the computer and allows you to vary the op-
tions, such as:
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o Register in: interface to register the device

w]

(w]

User: computer user name for access.
Password: access key to the equipment for user access

Informacion del equipo

Fabricante:
Modelo:
MAC:
Direccin IP:
Protocoto:

Puertos en uso / Total:

Denwa
Dw-5000 ©

T8416a5wT8

SIp

0/3

Modificar

Descripcionifeos |
Himero de Serie:[ |
—
P —

Description: is a descriptive name of the equipment.
Serial number: equipment serial number.

Figure 3.140: Equipment, modification of my equipment

After making the changes, it is necessary to regenerate the provisioning file
for the changes to take effect.

m X: remove the computer from the Denwa network.

This tab presents a drop-down with brands and models
of equipment. With a click on the name of the manufacturer, the list of equip-
ment that has been approved for provisioning from Denwa UC&C 4.0.1 will be

displayed.
‘E}ﬁ) EQUIPOS
o3
Mis Equipos Actualizar Nuevo Equipo Buscar

Modelo Lineas Firmware Plantilla Plantilla Personalizada  Actualizar
Denwa 2 DW-210P 1 2.3.340.178 ¥ 1. % O @0
Denwa > DW-210P-R1 1 2.3.915.402 < A (4] 90
Denwa ©» DW-300P 2 300.0.131.5 € o % o @ v
Denwa ©» DW-310P 2 2.3.340 v a % (1] ® O
Denwa © DW-320 [ € 3 (1] ® O
Denwa & DW-3206C 4 63.148.8.3 € i, 2 4] ® 0
Denwa > DW-600P 3 600.0.131.3 € L 8 (4] @ v
Denwa @ DW-610G 6 2.3.136.0 3 ) € (1] ®@ 0
Denwa > DW-610P & 2.3.368 ¥ . % 1] ® 0
Denwa ©» DW-6206 & ¢ L (1] 0
Denwa G DW-620GC v 67.148.7.1 ] o % (1] ® 0

00 D@00

The observed data is:

Figure 3.141: Equipment, models

= Manufacturer: name of the manufacturer
® Model: shows the model of the device, it is also possible to see a photo of it

by clicking on ®

Denwa L
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® Lines: indicates the number of SIP lines that can be configured

® Firmware: it is the firmware version used for the homologation of the equip-
ment, it is necessary to use the same or higher version.

|

It is possible to check the update option on this same screen to verify
that the model has the latest approved firmware version.

To the right of this option is the icon used to download the approved firmware
().

s Template: You can view the template by clicking on lior download it by click-
ingon &. In both cases, a text file is observed that contains global information
of the modules.

s Custom Template: Allows you to upload a custom template for the team by
clicking on @.

m Update: The option has two sections:

o & allows you to update all the provisioning templates of the devices cor-
responding to this model

o Update Status:

® V1 the Denwa UC&C 4.0.1 has the most recent version of firmware and
approved templates

@ @: Denwa Technology Corp. has released a more recent version of firmware
and certified templates, which can be downloaded by clicking on the
icon.

It is similar to the previous one (Models tal, page [133),
with the exception that only those devices that have an update pending down-
load are shown.

Through this tab it is possible to manually upload a
team to Denwa UC&C 4.0.1.

Mis Equipos Actualizar Nuevo Equipo

Descripcidn [ i
Fabricante: | Aastra s
Modelo: i
Direccion MAC:
Himero de Serie:
Protocolo:

Registrar en: | IP [Elecckin automatica] v

Figure 3.142: Teams, new team

The fields to complete are the following.

= Description: is a descriptive name given to the equipment.
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s Manufacturer: the listis based on equipment approved for Denwa UC&C 4.0.1
and its provisioning.

m Model: Shows a drop-down list with the models approved by this manufac-
turer for provisioning with the Denwa UC&C 4.0.1.

m MAC address: Important information since it is the unique identifier of the
equipment.

= Serial Number: equipment serial number.
= Protocol: can be SIP or MGCP.

® Log in: Allows you to select the interface in which the device will register.

After completing the fields, you must confirm by clicking on «v Confirmny.

This section explains the steps to follow to search for equip-
ment and their provisioning. It is assumed that the prerequisites (see warning in
2? on the ?? page) were configured correctly.

AR EQUIPOS

Mis Equipos Actusalizar Nuevo Equipo

Fabricante @, Direccion MAC Direccion IP Accidn

& Cargar Gltima bisqueda [reatizada 7d 21hs atras, en eth0]

®, Realizar una nueva blsqueda 4 Interfaz: ethd

Figure 3.143: Teams, search for teams

Device lookup is based on ARP tables and identifies discovered devices based on
their MAC address. The screen shows us two (2) different search options:

m Load Last Search: Allows you to rerun the last search performed with the
search options used.

» Perform a new search: allows you to search the local network for existing
computers, the steps to follow are very simple.

1. Select the interface by clicking on Interface and select the interface in
which you want to search for devices from the drop-down list.

2. Click on Perform a new search.

Once the search is done, the following screen is displayed:



Denwa UC&C 4.0.1
CHAPTER 3. ADMIN INTERFACE

f:‘%? EQUIPOS

Mis Equipos Actualizar Nuevo Equipo

Fabricante @, Direccion MAC Direccion IP Accion
Cisco No hdentificado, 00:1e:7a:87:17:8a 192.168.144.1
18:51:6d:00:17:70 192.168.144. 115
Denwa fB:51:6d:01:72:10  192.168.144.154
Derwa 00:a8:55:c5:97:16 192.168.144.89
Derwa 00:a8:5%:cha0f:44  192.168.144.151
Derwa No id B:51:6d:01:13:3b  192.168.144.164
Panasonic o) 00:80:10:20: 3:50 192.168.144.126

2871172008 10:47 =: ethd 1 Nueva Blsqueda >» 00000

Figure 3.144: Teams, team search result

The displayed list contains the devices discovered in the network to which the
selected interface belongs. Includes:
= Manufacturer: allows filtering by clicking on Q
= Model
= MAC address
= IP address
® Action: depending on the provisioning status of the equipment, it can display
two (2) different icons
o @: Displayed only next to provisioned computers, allows you to view de-
vice information.
o @: displayed only next to unprovisioned computers, clicking on it displays
a popup window to start the provisioning process.

a Mis Equipos

AudioCodes

S —

modelo:

Registrar en:
Protocolo:

Asignar usuario:

Cancelar -+ Confirmar

Figure 3.145: Find equipment, add equipment

Its fields are:

@ Description of the equipment: is a descriptive name of the equipment.
Model:

Register in: select the interface where the device will be registered.
Protocol: Select the protocol, SIP or MGCP.

Assign to user: (. allows assigning the equipment to a user previously
created in Denwa UC&C 4.0.1, clicking on the checkbox opens a win-
dow where users can be searched, selecting one is necessary to press
«v Confirm»

@
N4
@
N4
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Buscar Usuarios

Buscar Usuarios

e C—
601 . 601
606 606 606
605 . 605

test fax 600

Figure 3.146: Find equipment, add equipment

'

After provisioning, it is necessary to restart the provisioned phone so that it
takes the provisioning data. Denwa models support the automatic restart
option.

Denwa allows applications to be used for particular purposes, which can be de-
signed by the administrator on the DTl (Denwa Telephony Interface) module.
They also allow assigning them to Preattenders and/or Users.

When entering this tab, five columns are observed.

® Name: The name of the application. When clicking on the name, the follow-
ing window appears.

m Description: small review about the application.
m Type: on which the application is based.

® Audios: allows you to listen to the audios. Clicking on the following screen is
displayed.
Here you can load an audio from and get information by clicking on . Once
the file is loaded it can be played from, downloaded or deleted.

m Action: modify or delete the applications.

To create a new application, you must choose
the desired application type, enter a name and a description. Then to finish, click
on Confirm.

In @ Boss - Secretary scenario, when
the secretary gets up from her post, she can, through the use of her phone, tem-
porarily disable the function. From that moment the calls begin to come directly
to the boss. When you resume your position, you can restore the function, and
that you return to be a secretary.

This is similar to checking and unchecking the option from the web administra-
tion, only that the management is done from the secretary’'s phone through an
application.
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To create the application, in the Settings> My applications section, we register the
application «Set Boss-Secretary Application» and fillin the Name and Description.

It will then appear in the My Apps list. The audios must be loaded for the appli-
cation to work, you can customize the audios by clicking on the icon and load
according to the function, or click to load the default audios of the application.

When registering the audios, they will appear in the list and the application will
be ready to work.

To be able to call the application, it is necessary to create an application type ex-
tension and associate it

Only extensions declared as secretaries will be able to call the application type
extension.

Procedure

For the configuration example, extension 300 is the Chief Secretary application.
In the following image we will see that inmate 107 has inmate 108 configured as
Chief-Secretary

With which inmate 108 can call the application (300) to deactivate and activate
the Chief-Secretary

This application allows you to de-
rive all the access numbersfrom the central to a pre-attendant created for Backup
mode

To create the application, in the Configuration section > My applications, we reg-
ister the application «Set Ivr Backup Application», and fill in the Name and De-
scription

It will then appear in the My Apps list. The audios must be loaded for the appli-
cation to work, you can customize the audios by clicking on the icon and load
according to the function, or click to load the default audios of the application.

When registering the audios, they will appear in the list and the application will
be ready to work.

To be able to call the application, it is necessary to create an application type ex-
tension and associate it

Procedure

To run the application, in the configuration example the application was associ-
ated with extension 301.

Once the pre-server is created, this pre-server is identified with the code (for the
following example the code is 7)

When extension 301 is called, the pre-attendant code is requested (in this case 7)
and the options of activating or deactivating the backup mode are provided. The
first time it is activated, all access numbers are derived for a period of 24 hours. If
you try to activate again before 24 hours, it indicates that it is active but the first
expiration period of the application is respected.

Once the execution time has finished or the application has been deactivated,
the access numbers continue to operate in the time modes of the corresponding
pre-attendants.

Among the applications that
the central unit brings by default, we find the Remote Dialing code application.
This application allows you to take a line and make callsthrough the Preattendant
(IVR). This operation is known in telephony as the DISA function.
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To use this application, a hidden option is programmed in the Preattendant. For
the following example we see that option 9 is in Application mode and has Re-
mote Dialing code selected. This option is not played on the Preattendant audio.

In the user, the Remote dialing code must be set

When calling the access number of the preattendant and pressing the hidden
option, the control panel requests to authenticate the user with his remote dial-
ing code. The central identifies the user and the user’s permissions to make calls
according to what is authorized.

Once the user is identified, the control panel provides a dial tone, allowing the
user to make calls as if they were from their extension, that is, being able to call
voicemail (*"33), to another extension, or make outgoing calls using the trunks of
the center according to permissions.

Denwa version 4.0.1does not support Telephone
Plates. This tab was inherited from Denwa UC&C 4.0.1 3.3.1, which is why it is still
enabled.

3.3.7.9 Maintenance

On this page you can see two sectors: Status and Configuration.

I MANTENIMIENTO
(o}

CONFIGURACION
Mantener

.
BN 21% sistema (19Gb) CDRs: Preventiva: '+
I 195 Aplicaciones (17Gb) COR Extendido: 1] % e Reserva: [ 10 %

Uso de di Grabaciones: Rotacion de Logs:
Buzon de voz: Dl
¥ Base de datos (2.26 GB)
Copia de Sequridad (284 M8) Transferencia FTP:
W Logs (88.6 MB} ) ) _
B Buzon de voz (1.00 MB) Comah R e R
‘Grabaciones (616 KB) Capturas de red:

Capturas de red (40.0 KB)
@ Transferencia FTP (4.00 KB)

Cuotas Configuradas

Grabaciones 80 MB 0.41% Uso de disco I

Figure 3.147: Maintenance

The left corresponds to the State. It displays information about the use of system
partitions, disk usage, and configured quotas.
m Partitions: Percentage of system partition usage.

m Disk Usage: This section displays a pie chart that shows a quick and easy to
understand disk usage. In addition, a more detailed list is presented:

o Database: Refers to the disk space occupied by the information in the
database.

Backup: Allows you to check the space that has been used by the data
backup.

Logs: Refers to the disk space occupied by the platform logs.
Voicemail: Lets you check how much space voicemails take up on disk.
Recordings: Refers to the space occupied by telephone recordings.

0

(u]

(u]

u}
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o Network Captures: Refers to the space occupied by network packet cap-
tures.

o FTP Transfer: It refers to the directory where the files pending transfer to
the external FTP server are stored.

V

The graph summarizes the information across all available storage de-
vices, without discriminating by partition or disk

m Configured Quotas: is the sum of recording quotas configured for Users,
Groups, Trunks, etc. The information is also contrasted with the available
space.

The sector on the right corresponds to Settings and is divided into two sections:
Keep: In this section you configure the time for which the data will be stored.

® CDR’s: Refers to call records.

s CDR’s Extended: Refers to extended call records.

Recordings: It refers to the recordings of the calls.

Voicemail: Refers to the messages stored in the voicemail.

FTP Transfer: refers to the directory where files pending transfer to external
FTP are stored.

Backup: Corresponds to the configuration backup files.

Network Traps: capture files (.cap).

Delete: This section allows you to enable the automatic deletion of files when
the percentage of disk usage in any of the partitions exceeds the configured
disk reserve percentage.

= Preventive: cnable preventive wipe.
® % Reserve: percentage that must remain free.

m Log Rotation: mode of deletion of log files, corresponds to the duration of
the logs in the system, and accepted size:

o Strong: retains the last 2 days of logs when it is at the threshold corre-
sponding to % Reserve.

o Medium: keeps the last 4 days of logs when it is at the threshold corre-
sponding to % Reserve.

o Smooth: retains the last 6 days of logs when it is at the threshold corre-
sponding to % Reserve.

In the event that the occupancy of Disks reaches 70%, Denwa UC sends one (1)
alert per day to the emails of the Administrators. In case the disk usage exceeds
90%, it sends one (1) every hour.

The notification that arrives by mail contains a percentage of the total use of the
Disk, and of the partitions together with the license of the center from which the
Alert is issued.
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Hola gtt,

Uso total: B4.75%
Porcentaje reservado:  10%

Sistema: 93%
Applicaciones: 91%

Licencia: 762163324374302

=5 Denwa UC Notification Center www', denwaip.com

Figure 3.148: Email alert for partition occupation

3.3.7.10 Support

From this menu, you can request remote support and manage updates to the
Denwa PBX.

Madela:  MINI CRITICAL Aplicado &l 14 Noviembre,
Licencla: T62163324374302
Estado: @ Activa.
Explracién: 08 Febrera 2020

CRITICAL Aplicado el 16 Agosto.
CRITICAL Aplicado el 23 Mayo.
NORMAL Aplicado el 23 Mayo.

Aplicads el 13 Mays.

Su sisterna se encuentra actualizodo. [T

Figure 3.149: Support

In this section you can view our license and support status,
along with the expiration date.

this option allows you to connect the Denwa UC&C
4.0.1 to the secure technical support network for troubleshooting, taking screen-
shots or configuring the control panel. The Status field shows us if you are con-
nected to support or not, and the IP Address field shows the IP delivered by
Denwa’s secure support network.
If you require first-level support, you can choose to connect the control panel
to the Distributor’'s support, where a prompt response is provided to the most
frequent queries, generally associated with configurations of the control panel
or the network associated with it. Below is a list of the available VPNs and their
relationship with the different distributors:
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s Denwa: VPN by default, delivers IP addresses on the 192.168.155.0/24 network

= VPN 001: VPN for Basilvox (Brazil) and Telssa (Nicaragua), delivers IP addresses
on the 192.168.202.0/24 network

= VPN 002: VPN for Calltech (Colombia), delivers IP addresses on the 192.168.206.0/24

network

s VPN 003: VPN for Portenntum (Mexico), delivers IP addresses on the 192.168.207.0/24

network

s VPN 004: VPN for Provetel (Argentina), delivers IP addresses in the 192.168.204.0/24

network

s VPN 005: VPN for Sistek (Chile) and ProNet (Panama), delivers |IP addresses
in the 192.168.208.0/24 network

= VPN 006: VPN for Sumtec (Peru), delivers IP addresses on the 192.168.205.0/24
network

= VPN 007: VPN for Telered (Ecuador), delivers IP addresses on the 192.168.203.0/24

network

= VPN 008: VPN for SignalSoft (Chile) and Ericnet (Argentina), delivers IP ad-
dresses on the 192.168.197.0/24 network

= VPN 009: VPN for Retracom (Bolivia), delivers IP addresses on the 192.168.198.0/24

network

= VPN 010: VPN for Technology Bureau (Argentina), delivers IP addresses in the
192.168.199.0/24 network

Access to support The fact that the equipment can connect to any of the Support
VPNs does not imply that it has a current service contract either by the Integra-
tors, Distributors or the Factory.

allows you to enable the option to Apply updates auto-
matically, these are done at 07:00 UTC. By disabling this option, the administrator
can perform updates manually when required.

The code of the last applied update in Denwa UC&C 4.0.1 is also shown.

This section analyzes one of the most important aspects regarding the security
of the Denwa Unified Coommunications Center.

Fraud control is used to prevent misuse of the PBX due to abuse of calls from an
extension.

With fraud control, limits can be established according to the use of inmates, in
which possible abuses are automatically limited; At the same time, DoS attacks
(«Denial of Service», in Spanish «Denial of Service») are avoided on digital trunks,
by automatically rejecting incoming calls from certain prefixes.

All this is established through rules.
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?Ci REGLAS DE FRAUIDE

Descripeibn: [ ] p—
Ejecutar cada: (minutos) Tinera Zae D
Agrupar par: Duracién: [0 | (Segundos)
Usuario: (¢ Incluir Gitimos: (ménutos)

Alertar por:
Por email: v

Y —

# Confirmar

Figure 3.150: Fraud Control, new rule

The parameters for the creation of the new rules are de-
tailed below.
m Description: name assigned to the rule. For example, «Control 1».

m Execute every: time in which it is evaluated if any of the stipulated rules are
fulfilled.

m Group By
o User: When creating the rules that will block the calls, they can be applied
to the internals of the users.

o Destination: when creating the rules that will block the calls, they can be
applied to the destinations.

m Action
o Block user: if the rule is met, the fraud control is executed, placing the
user in Suspended mode (can receive but not make calls).
o Block destination: if the rule is met, fraud control is executed, blocking
calls to said destinations.
m Filter by
o Calls: number of calls to be made in the monitored time interval.
o Duration: duration of calls in the monitored time interval.
o Include last: although it is determined how often the control rules are to

be evaluated, this parameter specifies how far back it is taken into ac-
count.

m Alert
o By email: activate or deactivate the notification function via email
o Email: email address to which notifications arrive each time fraud control
executes a block.

Simply click on the «v Confirm» button to save the new rule, or on «% Cancel» to
reject the configuration made and return to the previous screen.

ns

In order for a fraud control block to be executed, both rules, by calls and
by duration, must be fulfilled at the same time, that is, that the number of
calls is exceeded in the configured time and that the sum of the duration
of these exceeds the maximum duration time.
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In this section, the created rules are observed, and the
moment in which said rules will be executed again.

@ REGLAS DE FRAUDE Q& o

Descripcion Ejecutar cada Periodo controlado Prévima ejeucion

Control 1 1800 mins. 2013-10-15 15:47

Control 2 1800 mins.

Figure 3.151: Fraud Control, fraud rules created

These rules are displayed in list form. The Action column of this tab provides the

possibility to edit the rule by clicking on «#%, or delete it by clicking on the «%»
icon.

When you want to edit the rule and click on the corresponding icon, a new win-
dow with two tabs appears. The first of these is the general configuration of the
rule (see New Ruld on page ) and the second presents the blocked prefixes
(see Incoming Prefixes Blocked on page [144).

, REGLAS DE FRAUDE

Filtrado de prefijos

Filtrar por:

Llamadas:

Duracidn: (Segundas)
Inclufr ditimos: (minustos)

Alertar por:
Por email; |+

e —

Modificar regla :: Control 1 Cancelar

Figure 3.152: Fraud Control, editing the previously created fraud rule

To finish, click on «¥ Confirm» and the changes are saved.

Another feature of Denwa is the block-
ing of prefix calls from specific addresses. This is useful to avoid a DDoS attack
and in the case of trunks to the Denwa UC&C 4.0.1, to prevent calls from being
issued from those trunks.
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Denwasg

Fl REGLAS DE FRAUDE

11 PREFIJOS BLOQUEADOS PARA LLAMADAS ENTRANTES ::

Prefijo Descripcion

# Confirmar

Prefijos.
Prefijo:
La letra T significa cualquier digito mds de una vez
El signo "."(punto) significa cudlquier digito

Descripcion:

Figure 3.153: Fraud Control, prefixes blocked for incoming calls

In this section the incoming prefix blocking rules are observed, and it is allowed
to create new rules with a click on .
m Prefix: you can enter the first digits to be blocked, followed by any of the fol-

lowing characters:
o «» indicates a single (1) digit, can be repeated as many times as necessary

o «T» implies an indeterminate number of digits
m Description: A reference (naming) is added for this rule.
The following image shows two examples of blocking incoming prefixes.

!__J REGLAS DE FRAUDE

21 PREFI1JOS BLOQUEADOS PARA LLAMADAS ENTRANTES ::

Prefijo Descripeion Fecha Acciones

3B0T Ucrania 2014-02-11 14:50:47 ®

1136578937 Buenos Alres 2014-02-11 14:51:27 x

Figure 3.154: Fraud Control, example of blocked incoming prefixes

In the first item, any number starting with 380 is blocked, in the second item calls
from the number 1136578937 are blocked.
To delete any of the created rules, press «%».
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To see and create blocking of outgoing calls,
it is done from Blocked Destinations
Destinations that comply with fraud control and are blocked can be seen in this
section. In addition, locks can be added by clicking «@ New Prefix».

oarfl REGLAS DE FRAUDE

2: PREFIIOS BLOQUEADOS PARA SALIDA DE LLAMADAS :: ® Huevo prefijo

Prefijo Descripeion

¢ Confirmar

Figure 3.155: Fraud Control, prefixes blocked for outgoing calls

m Prefix: you can enter thefirst digits to be blocked, followed by T (which means
any digit or digits).
m Description: A reference (naming) is added for this rule.

Two examples are shown below.

a.a-f, REGLAS DE FRAUDE

12 PREFIJOS BLOQUEADCS PARA SALIDA DE LLAMADAS :: & Huevo prefijo

Prefijo Descripcion Fecha Acciones
56T Chile 2014-02-11 15:06:26 =
567894369032 Blogueo automatico 2014-02-11 15:07:35 x

# Confirmar

Figure 3.156: Fraud Control, example of prefixes blocked for outgoing calls

In the first item, all outgoing calls to Chile are blocked, while in the second item,
outgoing calls to the number 567896369032 are blocked.

To delete any of the created rules, click on .

3.3.7.12 Denwa Store

The Denwa Store option allows the incorporation of new applications, called mod-
ules for Denwa PBX. These modules are developed according to the needs of the
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user. Initially you must have a module, and then install it and enjoy its advan-
tages.

It has two tabs: «Installed» and «All»

In this tab you can see the modules installed for our Denwa
PBX. In this case the Contact Center module has been installed.

Instalados  Todos

Contact Center Instalado
Contacts Mcf.‘ugr\rne}:.’ System 2B Noviembire
Verishna: 4.4, 1-J0180618

e Abrir | | 3 Desinstalar

Figure 3.157: Denwa Store, installed modules

Instalades  Todos

Contact Center Mo instalado
Sistema de Administracion de Contactos fd b B
Wersitn: 4.4.1 18 % Instalar

Hatels Mo instalado
Sistema de Administrocion de Hoteles 1.3 M8
Veersion: 4.1.0- 20140911

& Instatar

Control Center No instalado
Denwa Control Center & Billing 53.4 M8
Version: 4.3.7-20140530

& Instalar

H323 No instalado
Denwa H323 .10 KB

& Instalar

Micros Fidelio Interface Mo instalado
Interface Micros Fidelio 983 K8
Wersion: 4,0.0-20140206 £ instalar

Figure 3.158: Denwa Store, all modules

Thellistin the previous figure shows the information in two columns.
In the first, the available modules are displayed, with a brief description and cor-
responding version. Among the existing modules are the following:
m Control Center. is a utility that allows monitoring, cost allocation and billing
of calls in a Denwa PBX or in a group of them.

m Contact Center: this module is oriented as a tool for Call Centers. Generally,
it is used for inbound and outbound calling campaigns.

m H323 - Crants the ability to configure a provider using the H323 protocol.
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s High Availability: this application allows a Denwa PBX to function as a backup
for another Denwa PBX; that is why the data is updated between them. Par-
ticipating Denwa PBXs need to be of the same model. When installing this
module in the control panels, one must be configured in master mode and
the other in slave mode.

m Hotels: this module facilitates hotel management procedures. Because it
assigns each room an extension, this allows you to generate a quick report
on the status of the rooms and a detailed report for each one of them. The
detail of the calls is delivered to the central via Telnet, which makes it possible
to be in real time. In other words, interaction with the billing system or PMS
(Property Management System) is allowed online; which brings dynamism.

s Denwa Audits: it is a functionality that allows the monitoring of Denwa UC&C
4.0.1, you can obtain information corresponding to the latest activities and
statistics. The last activities are shown in three columns, the first shows the
date and time in which the activity took place, the second verifies the user
who performed it, and the third column shows which of the options in the
menu provided by Denwa UC&C 4.0.1 some action is executed. Statistics pro-
vide a summary of activities for the day, the last ten days, and the last month.
This module requires a control panel updated to version 84.

= UPS Management: Allows you to monitor and manage the UPS. The main
functionality of this module lies in the possibility of executing various actions
according to a certain condition. Several UPSs can be monitored with this
module and to obtain information about their status, every 30 seconds it per-
forms a check. Which is done through SNMP, pinging and pertinent queries
to obtain information on voltage status, power outages, battery capacity, es-
timated remaining battery time, among others.

m LDAP: allows the authentication of operators with the LDAP system (Active
Directory) allowing access with all permissions enabled.

-

Module installation is only possible on a computer whose license has a cur-
rent support plan for Denwa Technology Corp. . Check with your imple-
menter for the status and support level of your license.

In the second column, it is possible to corroborate the installation status with its
respective characteristics:
m Not installed, module size and option to install it.

m |nstalled and not updated, date of last installation and the options open, up-
date and uninstall.

m |nstalled, installation date, and the open and uninstall options.

You can also update the modules from this tab, from the «v Update» button.

When you click Update, a new window appears, in it you must click the «v Up-
date» button to continue with the process, or «X Cancel» to cancel it.
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Denwa 1

Actualizar modulo.

— Contact Center
2.0.1-20140529

Esta por actualizar el modulo Contact Center.
Ud debe saber que esta accion puede interrumpir temporalmente
algunos serviclos y/o hacerlos correr mds lentamente.

Desea continuar de todos modaos?

Cancelar ¢ Actualizar

Figure 3.159: Denwa Store, module update window

Actualizando...
Contact Center

2.0.1-20140529

Downloading addon

Figure 3.160: Denwa Store, module being updated

Module Update Since the release of a module can be due both to adding new fea-
tures, as well as to fixing bugs, the automatic process that is executed internally
during the update consists of five steps:

1. Update package download

2. Creation of a backup copy of the information contained in the module to be

updated

3. Uninstalling the current version of the module
Installing the updated version of the module
5. Restoring the information contained in the backup made in step 2

»

3.3.7.13 Licenses

In this interface you can manage the license of the Desktop Web Phone provided
by Denwa UC for free and request Simultaneous SBC Premium sections.
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The first of the licenses is loaded only once and is used for the Desktop phone of
all users associated with the Denwa UC in question; while the second indicates
the number of SBC sections enabled, the Denwa UC Premium includes 12 built-in
sections, but it is possible to add packages of 5 sections.

Theimage above shows the information contained in columns. Among which are
description, status, enablement and expiration (they show the respective dates).

= Description: Brief description of the application.

m Status: Allows you to see if the license is enabled and the number of sections
available.

s Enabling: Shows the date on which the license is enabled.

s Expiration: Currently it does not have a valid function, since the licenses of
«|P Phone for WEB» are granted free of charge by Denwa Technology Corp. ,
while the additional ones for the SBC sessions of the Denwa Premium team
are associated with the number equipment serial.

m Action: There are three options:

o ¥ this button is used to request a license. For web licenses, the process

involves sending an email to the Denwa staff, then receiving the response
with the corresponding file. For SBC sections it is necessary to load the
code of the purchased package in the following window.
Licenses requested are not transferable. This means that once You re-
quire SBC Licenses, they are activated only for this device and it will not be
possible to use them on another. Once the licenses have been activated
(through this requirement) it is not possible to reverse the process. The
activation process can take around 3-5 business days.

o M- Clicking this icon should load the file that was obtained from the li-
cense request

o @: SBC licenses currently loaded on Denwa UC Premium are displayed.
Considerations for license application

1. The reply email with the license information is received at the email address
declared in Settings > General > Tab: Basic
2. Itis necessary to have an Internet connection

3. Static IP configuration should be considered

This section presents a very powerful tool that is capable of showing in detail the
packets that participate in each commmunication. Which allows finding outages
or important failures that affect the service in some way.

This section presents the events in real time that occur in the control panel. The
window that is observed is the one in the following image.
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Figure 3.162: Debug, monitor calls

This section displays both the number of internal,
external and outgoing calls in real time, as well as the sum of them.

A variety of conditions are presented; when applying them,
only those that comply with them are allowed to be displayed. By default, it shows
all calls from all providers.

= Type: you have the possibility to observe all the calls, using the option All; You
can also see only the internal, external or salient ones.
® Origin: supports filtering based on the number that initiates the call.

= Destination: Allows you to select the number that receives the call as the
filter pattern.

m Provider: in this case the possibility of choosing a provider to see your calls
online is provided.

Only those calls that are occurring in real time are dis-
played, under the previously selected filtering conditions.

m Type: This information is provided through the use of icons:

o € incoming call.

o C" call between internals.

o =»: outgoing call.
® Origin: shows the number of the person making the call.
s Destination: allows you to see the receiving number of the call in question.

m Provider: enables the option to view through which exchange provider the
call is made, if necessary.

s Duration: reveals the duration of the call, which does not imply that it has
been answered; because ring time is included in this period.
3.3.8.2 Signaling Monitor

This section allows you to view the events that occur within the Denwa UC&C 4.0.1
telephony engine. It has multiple buttons and filters.
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Figure 3.163: Debug, beacon monitor

s ® @: to start monitoring you must click on the button whose icon is a triangle
(«Play») and to stop it you only need to click on the button that contains a
square («Stopw»).

Acthwode ¢ @ Filtras Rimen: it el

wi=dafault

pe=Hewlall

Figure 3.164: Debug, beacon monitor: result of starting the monitor

= Filter number: Used to monitor calls from a particular number.

s Y: it is used to carry out a specific filtering. Clicking on this icon displays a
list, which contains the color with which the messages will be displayed and
the type of message. Finally, there are the options of the tilde and the cross;
that allow or not to capture these messages during the establishment and
closing of the call.
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Figure 3.165: Debug, beacon monitor: available filters

Peer Status: Provides information on the periodic registration of exten-
sions in Denwa UC&C 4.0.1.

Channel - New: A channel is established for communication via the spec-
ified protocol.

Channel - Ringing: ringing tone at the destination.

Channel - Up: Establishes the link between the originator of the call and
Denwa UC&C 4.0.1.

Channel - Connected: in this case the complete link is established in two
sections. The first, spans from the originator of the call to Denwa UC&C
4.0.1. Instead, the second involves from Denwa UC&C 4.0.1to the receiving
end of the call.

Channel - Disconnected: indicates the end of the connection.

Channel - Hangup: the call is terminated and the channel is released.
Call - New: Signals that Denwa UC&C 4.0.1 internally starts handling the
call.

Call - End: shows that the PBX ends the call, as an internal process.

o Call - Rejected: this message shows that the call never reaches its des-

0O 0O O O

2

tination. So it only uses the link between source and Denwa UC&C 4.0.1

Route - New: sets the second link on every call.
Route - End: At the end of the call, the second link ends.
Route - Rejected: in this case only one of the links is used.

Others: shows even more details of the internal processes that the PBX
handles to establish and close the call.

clicking on this icon opens the window in the following figure. Which of-

fers the possibility of showing only the last 100, 500, 1000 or 2000 messages,

sin

ce these options are the ones presented by the drop-down menu. In addi-

tion, you can delete all the messages, for which you need to click on «Delete

all

messages Now»
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m vA: these buttons are used to maximize and minimize the monitor screen,
respectively.

In this section you will find the tools for solving problems in networks (troubleshoot-
ing), thus allowing a quick and better analysis of the network.

The available tools are: PING, TRACEROUTE, ARP, ETH-TOOL, NSLOOKUP and My-
Traceroute.

Allows a certain number of ICMP queries to be sent to a certain
destination, this is used to determine if the DenwaUC can reach this destination.

The results of this function allow us to determine the percentage of packets lost,
what is the average time between the query and the response, and the variation
of the time between the query and response.

Allows you to send ICMP queries with incremental TTL
(starting at 1), to determine the number of hops or hosts a query must traverse to
reach the destination.

The results of this function allow to determine if the traffic sent to the destination
is sent by the previously determined route.

The ARP Scan Tool is a very fast ARP packet scanner that dis-
plays all active devices on the subnet. Since ARP is not routable, this type of scan
only works on the local LAN (local subnet or network segment).

ARP scan tool shows all active devices even if they have firewalls. Devices cannot
hide fromm ARP packets like they can hide from Ping. It can be used with the
following parameters:

m -a: show information obtained through all network interfaces

® -i: display information obtained via a particular interface

® -n: display the information in a numerical format

The main use of nslookup is to identify DNS related prob-
lems.

Displays configuration information for network interfaces.
Being able to be used:

= no parameters - displays Ethernet card properties such as speed, wakeup,
duplex, and link detection status

m -i: display driver version, firmware version, and bus details

m -S: show transmit and receive statistics

This tool is a mix of two (2) mentioned above: Ping
and TraceRoute. uses:

m checkbox for each of the possible fields to display in the output (-o LDRSNBAWVGIMKXI),
according to the following list:
o L Loss ratio
o D Dropped packets
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O

R Received packets

S Sent Packets

N Newest RTT(ms)

B Min/Best RTT(ms)

A Average RTT(ms)

o W Max/Worst RTT(ms)

o V Standard Deviation

o G Geometric Mean

o J Current Jitter

M Jitter Mean/Avg.

X Worst Jitter

| Interarrival Jitter

text field for IPs or domain names

checkbox to show only the IP of the jump (-n)
checkbox to show the IP and domain name of the jump (-b)
integer field for the number of packets to send (-c)
integer field for maximum hops (-m)

integer field for the time interval between each packet sending (-i)
integer field for the destination port to query (-P)
integer field for source port (-L)

integer field for packet size (-s)

checkbox to select if you want the report to be exportable (-r) and enable the
text field to place the name of the file to be exported. If this option is selected,
the generated reports will be listed in the table located at the bottom of the
screen

0O O O O

0O O

(u]

Denwa version 4.0.1 does not support Telephone Plates. This tab was inherited
from Denwa UC&C 4.0.1 3.3.1, which is why it is still enabled.

This option allows capturing network frames by using a sniffer. This tool provides
very detailed and ordered information. It has three (3) boxes that are described
below:
1. SNIFFER: : New capture: here you must select the conditions under which
the capture is performed.
s Cap Name: here the name of the file to be generated is indicated.
m Interface: refersto the interface on which you want to perform the packet
capture.
= Min Packet Size: assignsthe minimum size of the packets to be captured.
It is recommended to use the default value (1500).

= Maximum Duration: in the event that the capture is not finished manu-
ally, once this time period expires it ends automatically.

m Services: you can choose all (ALL) or select only those protocols you want
to capture.

s Q0O: These buttons start and end the capture, respectively.
2. Captures: in this section you can view the captures made.
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s Cap Name: refers to the name with which the capture was saved.
= Captured services: allows you to see which services were captured.

= Iface: This column shows the interfaces on which the capture was exe-
cuted.

= Date Time: indicates the data at the time the capture began.
m Size: displays the size of the file (KB).
m Action: This column presents three options.

o & with this icon it is possible to activate the advanced filter option,
which appears at the bottom.

0 &% it is possible to use this icon to export the file, to later open it using
the sniffer.

o X: This alternative provides the option to delete the captured capture.

3. Advanced Filter: allows you to simplify the analysis, since it allows you to limit
the capture.
= Split Capture:

o Divide by: this option makes it possible to divide the capture, through
a drop-down menu that supports division by packets and by time.

o Packages: Striping the file based on the number of files it contains is
supported.

= Advanced Filter: from the existing capture file, it allows to generate new
files that contain only the data that is going to be filtered again. The great
advantage of this possibility is that the files are considerably smaller in
size.

o Cap name: Here you must select the name of the new capture file.

o Filter: clicking on create opens a window like the following, which al-
lows you to establish specific conditions on the new filter rule. You can
choose a protocol or expression from the drop down menu. Also, the
possibility of configuring rules is provided. Clicking on Add and then
Confirm is required to apply the filter in question.
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USER INTERFACE

Denwa Desktop is the new portal for user management in the Denwa Unified
Communications and Collaboration platform. It is aimed at improving the user
experience in Unified Communications, it provides a web interface with great
visual appeal that unifies all the resources under the same environment, from
where the user can control all the services in real time with just a simple click. .

Designed with the robustness and simplicity that characterize our products, it
provides a «user-friendly» scenario to interact with the different commmunication
services that surround us, among which are:

m |nstant Messaging

m Presence

m Telephony

m Video conference

= Voice Mail

m Private social network

m Application Launcher

m Fax and SMS (sending and receiving)

m Collaboration
In addition to these services, there are other functionalities that will allow you to
take full advantage of the integration benefits, such as:

m Favorites

m Contact management

®m Phone Finder

m Call log

® Agenda
Calendar

Additionally, Denwa Desktop can be accessed from a mobile, tablet or laptop
from anywhere in the world in the same way as when you are inside your office.
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In order to run Denwa Desktop, we need to meet the following requirements.

®m Browser (minimum version):
o Internet Explorer 9
Opera 10
Mozilla Firefox 31 Apple Safari 5
Google Chrome 35
m Operating system:
WindowsLinux Mac OS
m Ports:
o INTERNET EXPLORER >9: UDP 5060, UDP 10000-20000
o MOZILLA FIREFOX >31: TCP 10060, TCP 10062, UDP 10000-20000
o GOOGLE CHROME >35: TCP 10060, TCP 10062, UDP 10000-20000

w]

w]

(w]

To access the Desktop system, we must enter the |IP address of the unified com-
munications center (http://IP_Denwa) through the web browser.

Once this link is accessed, you must enter the UC username and password and
click on «Login session». This will display a screen similar to the one shown below.

In the upper right corner of the screen we can see the icons of:

Shortcuts (see @Add Launchel, page [i58)

Notifications

Date and time

Configuration

Exit

When there is a new notification, a white number on a red background will ap-

pear on the corresponding icon alerting about the new notification. The icons
are as follows.

We can add a launcher or a shortcut to the Desktop, that is, a link to a specific
web page. Todo this, it is necessary to click on @, enter the URL and a description,
press the Bsign; If you want to remove any launcher, you must click on the @icon.
The launchers will be presented next to the notification icons, in order to have
faster access to the pages most visited by the user. In the following image we
can see a launcher to www.denwaip.com and www.google.com.

By clicking on thisicon, we can enter the map to see the locations of our contacts,
as can be seen in the following image. By clicking on each user we will see a text
with its location.


http://IP_Denwa
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Missing information Information is missing

This icon notifies how many new messages there are. Among these messages
we can find voicemails or offline messages.

In case of offline message, it will be displayed as below.

By clicking on the phone icon (J), it is possible to access the webphone.
WebRTC Requirements For the proper functioning of WebRTC, as well as the
webphone, it is necessary for Denwa UC&C 4.0.1 to have the HTTPS protocol en-
abled (see (Web Servei» on the [I1] page).
To start the session, click on the arrow located at the end of the box. From here it
is possible to receive and make calls.
When receiving a call, the phone will start blinking on the top bar. By clicking on
thisicon, a new window is displayed from which you can answer or reject the call.
To make calls we must write the destination number and then press on the phone.
It is also possible to make call transfers, conference calls and the option to enable
the keyboard.
Calls in transfer: To do this, when the call is in progress, you must press on . This
displays a new section at the bottom. There we must enter the destination num-
ber to which the call will be transferred and press on
Conference calls: you must click on the icon, in this way the destination is sent to
the conference room.
Then the screen to make a new call is enabled. When it is answered, we click on
the same icon and we send the destination to the conference room. The number
of participants in a conference room will depend on the number of simultaneous
calls that the central can make, that is, it is determined by the PBX model. Finally,
to join the conference you must click on the following image.
Keyboard option: the icon displays the keyboard in the left sector of the screen.
INTERNET EXPLORER browser > 9 On the Internet it is possible to choose be-
tween two Webphones, by default we have Webphone Webrtc or change to the
Webphone with video.
In order to use the webphone we must follow the following steps:

1. Asan administratorin Configuration>Licenses, request a license, the response

will arrive at the email configured in General Configuration.

2. When obtaining the license, as an administrator we load the license in Con-
figuration>Licenses.

3. We enter the Desktop as a user and access the configuration, in the third tab
"Telephone” we remove the tick in the checkbox that says "Use New Web-
Phone”.

4. We must refresh the page to load the new webphone, click on "Exit this page”.
5. When loading the Desktop again, instructions will appear to install the nec-
essary plugin to finish the installation.

If we click on the phone, we will access the webphone. To start the session we
must press the Connect button. Then, every time we click on the corresponding
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icon, the phone window will appear. To use the webphone you must request its
activation from the Configuration / Licenses menu in the administrator environ-
ment.

By default, the keyboard is hidden, but we can easily display it. From here we
can make and receive calls. To transfer a call, we must click on the icon and then
enter the extension using the numeric keypad, followed by the # key. We can also
activate the function (Do Not Disturb).

If you receive a call, a notice will appear in the notification area. We can answer
or reject it with a click of the mouse, or answer from our physical extension if it is
properly configured.

If we are using the Microsoft Windows operating system, in addition to the func-
tionalities detailed above, we will have the possibility of opting for video calls and
conferences. We will find that the Denwa WebPhone presents the following as-
pect.

To make a video call, we just have to click on, mark and press the button.

To make a video conference we repeat the procedure for a video call, but on sev-
eral lines, with the possibility of up to four lines. Once the desired calls have been
established, we must press the Conference button. We can also put a call on hold
with the button.

To mute the microphone, we must click on, to block the sending of video, and to
control the volume of the call.

When establishing a video call we can see the following image.

Presents a notice when a new instant message arrives. Clicking on the notifica-
tion icon will open the messaging window, where we can see the new message,
and communicate in real time with the user who sent it.

Below the user’'s name, we can see his personal message, and three icons. One
shows the user's status (connected, busy, absent or disconnected), the next one
allows you to make a direct call from the softphone or the physical IP phone ac-
cording to how it is configured, and finally the camera icon allows you to make a
video call, as shown in the following image (COOGLE CHROME Browser>35 AND
MOZILLA FIREFOX >31). In the lower bar of the messaging window, we can find
the tab indicator of each user with whom we are communicating, and switch
between the messengers with a single mouse click.

Screen Sharing Introduction Screen Sharing is another function associated with
the desktop (such as call and video chat) that provides an advanced interaction
between two users, offering, in addition to a video call, the possibility of sharing
your work desktop where you can see in real time the operations performed by
the user. Since this feature is built into the desktop, no installer is needed and
it runs under any operating system with Google Chorme browser (version 28.0
onwards) under https.

NOTE: If your PBX uses http, the Screen Sharing icon will not appear on the desk-
top

Previous steps To run this function we simply need to be connected to our user
on the desktop. The first thing that appears to us is a message like the following,
in which it indicates the steps we must take to enable the necessary permissions
from Google Chrome.

When entering the Google Chorme configuration page, we add the extension.
Then the browser must be restarted to take the configuration.
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Start up For the user who receives the Screen Sharing, there will be a request for
a video call,

When you accept, the following will appear:

The user who wants to share the desktop when clicking on the icon will be able
to select the window to share.

Once the window is selected, the button will be enabled and will be observed as
follows by both users.
This feature is very useful for how-tos, showing settings, sharing information, etc.

IM Contacts Notify when we receive a request for a new instant messaging con-
tact. To accept the request, we must click on the icon and then allow.

From here we can access the profile edition. We can see that we have three tabs,
General, IM and Phone, Notifications and Google Sync.

In the first we will find the following personal data
fields.
Name
Last Name
Birthday
Email
Country
State/Province
City
Address
ZIP Code
Company
Department
Position
Desktop User (username to access the Desktop from the web browser)
Key Desktop
Confirm Password
Language

In the IM tab we find

m Automatic Login: If we enable it, we will access the Desktop with the mes-
saging session started
m Status: Determines the status of the automatic login. Online, Away and Busy
m Notifications for new messages. Only for Google Chrome
o With IM Window Closed: Defines the method of notifying a new conver-
sation when the IM window is closed. The options to select are Sound, Ex-
ternal Popups, Sound + External Popups, or None. Supported in Chrome
o First Message: Defines the notification method of the first message of a
conversation. The options to select are Sound, External Popups, Sound +
External PopUps, or None. Supported in Chrome
o Each Message: Defines the notification method for each message in a
conversation. The options to select are Sound, External Popups, Sound +
External Popups, or None. Supported in Chrome
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In the third tab, Phone, we can find the following options.

m Office Tel.: The number of the extension connected to the PBX

m Other Numbers: We can add extra numbers to provide information to the rest
of the users
m Voice Mail Password: From here we can choose the new password to check
the voice mail
Confirm Password: Confirm to validate the voicemail password
Use Security PIN: Check to activate
Security PIN: Enter the PIN
Remote Dial Code: Enter the desired code to dial in order to use a shared
phone.
m Use follow-me?: Activate the follow me option. We will be able to choose the
forwarding time and the ringing method we will use.
item+announcement: The designated numbers will ring alternately, the
user who originated the call must announce his name following the in-
structions, then he will be informed of the transfer of the call to the next ex-
tensionsimultaneous+announcement: The designated numbers will ring
simultaneously, the user who originated the call must announce his name
following the instructions alternating+silence: The designated numbers

will ring alternately, without making any report to the users simultaneous+silence:

The designated numbers will ring simultaneously, without making any in-
formation to the users
m Diversion Number: We can assign a diversion number to redirect the call
there.
m Deviation Time: The time to wait before making the diversion.
m Speed Dial: We can assigh the numbers that are convenient to make calls to
other phones. For example, assign the number 1to the phone 23566437.
m Receive Calls On: Simultaneously receive calls on the telephones: All, Main
and Web.
® Make Calls From: Enable make calls from the Main phone and Web.

In the fourth tab, Notifications, it is possible to config-
ure which events, in addition to showing them on the desktop, send us an email
notification.

If we want to change the image to be displayed, we just have to click on it. The
desktop will request that we choose a new file, after doing so, we must select the
segment of the image that we want to establish as a photo, and press Save.

To finish editing the configuration, press Confirm.

In this last tab, we can synchronize our contacts from a
Google account directly to the Desktop contact directory:
To synchronize our contacts, we tick in the tab contacts and we confirm. At this
point, a page will open that allows us to authorize the synchronization of contacts.
We already have a session with a Google account in the browser, we directly click
on Authorize.
On the other hand, if we do not have an open session, a window will open to
access our Google account.
Once we get to this point, we agree to the terms and conditions for Denwa Uni-
fied Communications to manage our Google account contacts.
Once we have authorized, we will see that the synchronization of contacts begins.
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Once the synchronization is achieved, we can see the contacts being added in
our Desktop directory

In the Desktop directory, we can search for a contact and we will see the following
logo in the contacts that were added from the Google account

Log off.

Although the administrator is in charge of creating the users and assigning them
permissions, each user will be able to edit their personal data when accessing the
Desktop.

The configuration window can be accessed from the Configuration button or
clicking on the pencil that appears next to the user’'s name will open the profile
editing window.

The personal message can also be edited by clicking on it; After changing it, we
must click on the pencil to save the changes.

We can also indicate our state. It can vary between:

Absent
Connected
in call

in meeting
Busy
Offline

In the favorites tab we can see the users that we have added as favorites, as well
as their status (indicated by the color under their photo).

If we move the mouse near the name, the option to Remove from Favorites will
appear. We can find buttons with actions to the right of the user. If we click on
the plus sign, the following options will be displayed:

m Info: Shows the information of the selected user.

® Mail: If we have a default mail client, clicking here will open the corresponding
window to compose an e-mail to this user.

m Call: Make a call from the softphone.
m |M: Starts the Instant Messaging window with the selected user.

In this tab we will be able to observe the users that are connected (both those
available, as well as those who are busy or absent).

If we move the mouse near one of the names, the option to Remove from IM Con-
tacts will appear (in case it has already been added to IM contacts). We have the
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same options to display information, send an email, call and start instant mes-
saging as in the Favorites tab. If we click on a user, we can see their personal data
as shown below.

Within the personal data, we can execute three actions, Remove from Favorites,
Remove from IM Contacts, and Show on map (this last option shows the user's
location on the map).

The Dashboard tab must be authorized by the administrator. If the user does not
have the certain permissions, he will not be able to observe it. This tab presents a
list of monitored users, also enabled by the administrator. You can see the status
of each of the monitored users, if the phone icon is red, it means that the user is
on a call, yellow indicates that the phone is off the hook, green indicates that the
line is on idle, and gray that the phone did not register with the IP-PBX.

Of course, by clicking on the phone icon we can make a call, being able to choose
(if the user has more than one phone number) the extension to call. Let's look at
the following figure.

In the central section we will find the registration area. These records can be call,
message, or voice mail.

From here we will be able to search for scheduled users, at the Company level (all
company members use the same telephone directory), Personal (it only searches
its own directory) and National (country level).

The results will be displayed in a dropdown list. From it, we will be able to access
the profile of each user, add them to our Favorites and Messaging contacts.

If what we want is to add a new contact to the directory, we must click on the
plus sign. When doing so, we will see a new tab like the following.

After completing all the required data, we can check the option Public contact?
to allow any member of the company to access this contact.

We will find in this sector the messages we have received. They can be voice mails,
or fax files or offline messages. In the following image we can see a received fax.
Offline messages are shown below, offline messages can be sent to a group of
users.

And you can continue the conversation from the message sector.

Next we can see two voice mails, with the lower one playing, after having clicked
on the message.

We can find in the previous image the lower message bar. From here we can
check the blank box to select all the messages, and then download or delete
them. We can also search for a particular message from the search engine (if
we change the tab to Calls, the search engine also works), and if we click on the
plus sign, we can send offline messages, SMS or Fax.

When we send a Fax, the file to be sent must have the extension pdf, jpg, png, or
gif.
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We will be able to observe all the events related to the calls. In the following image
we see the report of two received calls, one missed call and one made. We can
make a call again, by clicking on the phone that is to the right of the call record.

In the calendar we can see the days with their respective date, and if we click on
a certain day a window will appear offering the possibility of filtering the events
(All, Messages, Calls, Agenda, or News) that we want to observe on that particular
date.

The calendar is used to schedule Events, Tasks, Calls, Meetings, Anniversaries and
Notes. These programming can be done by clicking on the plus sign that appears
next to each item.

In the Agenda tab you can see the list of all scheduled items. By clicking on each
one they can be modified. In the lower sector, we can filter the list of items, and
add new ones from the button with the plus sign.

In the news section we can see the corporate chat, that is, any of the Desktop
users can express themselves through this chat, which will be updated in real
time and will show the latest messages.

To write in the news, we must use Say it!. We will need permission from the ad-
ministrator to be able to do this.

Service Code
Pick up call (Group): *88
Pick up call (Extension): *88+ext
Pick up call (All): *89
Conference extension: *26
Voicemail extension: *33
Voicemail Extension (Extension):

Security code extension: *74
Record pre-attend audio: *73
Visiting user call: *65
Pre-attendant security code: *66
Queue login: *784
Queued logout: *785
Page Extension: *58
Intercom Extension: *59
Extension to block Identifier: *36
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Continued from previous page

Service Code
Monitor extension: *49
Extension for forwarding to mailbox: *86
Extension to configure forwarding: *39
Record call: M
Flash (analog line): *5
Unattended transfer: H#11
Transfer attended: #22
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CHAPTER S5

SECURITY ABOUT DENWA UC&C

Since VolP protocols operate over IP networks, the integrity of the former de-
pends to a large extent on the latter; Therefore, the complement of a high-level
security system is necessary to face potential threats that may exist in this new
technology.

To carry out an attack on the system, there must be at least one vulnerability in
it. Since the IP network is susceptible to security problems, the system must be
composed of several applications in the different parts that make up the solution,
so that the network is: secure, reliable and provides protection to all its members.

Any computer exposed to the network without any protection is vulnerable
and a candidate for attack.

Our main recommmendation is: DO NOT expose the Denwa UC&C platform to the
internet by placing a public IP on it; unless it is not strictly necessary and there
are (minimally) security means such as: SBC and Firewall.

This document provides a configuration guide for the unified communications
system focused on network security. Although the topic addressed is very broad,
explanations and configurations (step-by-step) necessary to perform an optimal
configuration are provided.

B i §

The Denwa UC&C platform should only be accessible from known and au-
thorized networks and IP addresses, usually LAN networks. For this, it is rec-
ommended to configure a management port (network interface or VLAN)
that is only used by authorized personnel.

In case of enabling access to networks and |IP addresses outside the LAN
(for example MAN or WAN), it is recommended to allow access, from the
Firewall tool, only to specific ports and protocols.
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The following image shows us all the blocks that an attacker has to go through
from the moment he tries to attack Denwa until he manages to make an illegal
call. Likewise , it will be explained later how to configure all these blocks so that
the attacker does not achieve his goal in any way.
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OCVEDDRES

RLDE  TRen
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RECES LOCALES

Figure 5.1: General Block Scheme

5.2 Preliminary steps

Before addressing the review of each of the items described in the previous im-
age, it is necessary to clarify some minimum security considerations for access to
the Denwa UC&C platform.

To facilitate the installation and initial configuration process, the platform has two
(2) default accesses, one of them allowed entry after the installation of the base
operating system (from the ISO); while the other one gave the necessary access
to be able to activate the license of the equipment. Therefore, these "generic”
passwords should be changed as soon as possible.

5.2.1.1 User admin

To change the password of the user admin, you must enter the web administra-
tion interface and go to the menu: Configuration > Administrators. Once there,
you will be able to view the list of all administrator-type users of the platform. All
you have to do is click on the admin user to display a pop-up window, where you
can change your password (you must re-enter it in the "Password confirmation”
field).

Denwasg
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Denwa L

Modificar Administrador admin.

Tipo de administrador: 'WEB

Nombre: | Global

Apellido: | Admin

Usuario: | admin

Contrasena: | - |

Confirmacion de contrasenia: |---
Email: |suppurt@g]oha]lhinkter.cum

Hubilitado: v

Permisos:
USUARIOS GRUPOS PROVEEDORES PREATENDEDOR REPORTES CONFIGURACION DEBUG
[ Lectura/Escr ¥ | [ Lectura/Eser ¥ | [ Lectwra/Escn ¥ | [ Lecwra/Escri ¥ | [ Ninguno ¥ | [ Lectura/Eseri ¥ | [ Lectura/Eser ¥ |

Cancelar # Confirmar

Figure 5.2: Password change of admin user

5.2.1.2 User pbxadmin

The case of the user pbxadmin is the same as the previous one, you must enter
the web administration interface and go to the menu: Configuration > Adminis-
trators and edit the user of the command line interface (CL/ for your acronym in
English).

Modificar Administrador pbxadmin.

Tipo de administrador: CLI

Nombre: | Command Line Admin

Contraseria: | e

Usuario: | pbxadmin ‘

Confirmacion de contrasenia: | P

Habilitado:
Permisos:
S5H

Cancelar m
Figure 5.3: Change password of user pbxadmin

However, if you consider that it is not necessary, it is recommended to disable it
from this same section.

HTTPS isan Internet communication protocol that protects the integrity and con-
fidentiality of user data between their computers and the website. Sending data
over HTTPS is protected by the Transport Layer Security (TLS) protocol, which pro-
vides these three main security layers:

171



Denwa UC&C 4.0.1
CHAPTER 5. SECURITY ABOUT DENWA UC&C

s Encryption: Data exchanged is encrypted to keep it safe from prying eyes.
This means that when a user is browsing a website, no one can "listen” to their
conversations, track their activities across different pages, or steal information
from them.

= Data Integrity: Data cannot be changed or corrupted during transfers, in-
tentionally or otherwise, without detection.

= Authentication: Prove that your users are communicating with the intended
website. It provides protection against man-in-the-middle attacks and builds
user trust, which translates into other business benefits.

To configure the use of HTTPS, it is necessary to enter the web administration in-
terface and go to the menu: Configuration > Networks > Web server. It is possible
to generate self-signed certificates on the computer itself, or import certificates
from your domain.

m

@ Servidor Web
fhctoncia] Nosotros recomendamos que habilite el Servidor Web Seguro (HTTPS).
Para habilitar el HTTPS primero se deben generar los certificados.
@ HTTPS
) [Deshabilitedo] Haga click mas abajo para generar los certificados.

m Generar certificados

Si Ud ya tiene un certificado firmado (.crt), puede subirlo junto con la clave
(archivo key).

I @ subir centificado

Figure 5.4: Enabling the HTTPS protocol

In order to protect the platform against other types of attacks, in addition to being
able to carry out a general security scheme and rules for the different equipment
and traffic in our network, there is a fundamental tool available when carrying
out a new configuration: the Firewall. This tool can be configured in a graphic,
intuitive and simple way.

It is possible to configure specific rules for filtering, accepting, denying or dis-
carding incoming, outgoing or passing traffic through the platform. It does this
by specifying: services, protocols, ports and/or source or destination IP addresses.
Only administrators can do this type of configuration.
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SEGURIDAD OUTPUT FORWARD

(E Seguridad Servicio Mace Entrada Wace Salida
7 Tactivas »  Reglas de prioridad Qoo
13 llulﬁ automaticas Uw
© Intentos fallidos * Reglas de usuario VU W
ey : NI_“_‘“_ . : A A

© [s-:larlw de puertos

3 importar % Exportar

) &

Wer plantiila

Figure 5.5: Firewall Settings

The correct configuration of this tool is essential.
Firewall and High Availability In the case of equipment configured in a High Avail-

ability scheme, the Firewall priority rules cannot be configured, instead they must
be loaded in the user rules section.

5.2.3.1 Additional Premium Tools

E

The tools mentioned for Premium are only available in version 3.3.1 of the
Denwa UC&C system

The Denwa Premium team has, in addition to the additional tools to those men-
tioned above, two (2) extra functionalities: Border Firewall and SBC (session bor-
der controller).

The Denwa Premium equipment has the same router
functionalities; For this reason, it has a firewall prior to the Denwa UC firewall.
This firewall allows you to configure access lists to allow and deny the traffic that
is required, both incoming and outgoing. It can be configured from the web
administration interface, entering the menu: Configuration > Denwa Premium >
Security (access lists).
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ﬁ) DENWA PREMILUM

Seguridad
Lista de Acceso de Trafico Entrante v
v Configuracién

Origen Destino Protocolo Puerto Operacién Accién
General
Listas de Acceso > No hay reglas creadas

DMZ Host

Lista de Acceso de Tréfico Saliente ~

4 Volver

Figure 5.6: Border Firewall Configuration

The correct configuration of this tool is essential

This tool is perhaps the best aspect of SIP security and normal-
ization that a telephony team can have among its features. The SBC, as its name
indicates, allows us to carry out exhaustive control of the SIP sessions that are
carried out in the equipment.

It is very helpful when it comes to improving security since the SBC itself discards
traffic that does not comply with the basic rules of the SIP protocol (malformed
traffic). In the case of Denwa, the SBC will only allow traffic to port 5060 of those
providers (or users) that have been expressly declared on the equipment. In ad-
dition, it can modify the headers of the SIP packets "masking” the IP of the tele-
phone exchange and it is capable of controlling all kinds of external SIP records.

It is recommmended to use the SBC in suppliers; To do this, it is enough to acti-
vate the corresponding box in the provider configuration tab, as shown in the
following image:

ﬁ) PROVEEDORES

General Canales Alarmas de ASR Codecs

e — e —
N — N —
Protocalo de transporte: OutboundPrefix:[ |

: ] Registrar: |
P/Dominio: | siario:| ]
SIP From Domain: | Usuario de Autent.: l:l
Puerto de senalizacion: Contrasena: l:l

oo
Estaco:

Cancelar # Confirmar

Figure 5.7: Configuring the SBC in providers
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Until now, everything indicated that can be considered as: general recommen-
dation; however, it is necessary to know the way in which attacks usually occur,
as well as the tools that the platform has to repel them.

The attacker will first try to capture as much traffic as possible on the network to
try to obtain information that he can use in his attack.

Denwa allows you to use virtual private networks (VPN) for your connection to
the outside world. This topic will be expanded upon in the VPN section on the

page.

Now you need to know as accurately as possible the services that the attacked
computer has, to later be able to find vulnerabilities in them, and thus use them.

Denwa counters this with a port scanning detection tool, being able to block this
type of attack. This topic will be covered in the ?? section on the ?? page.

The attacker, after having found port 5060 open on the attacked computer, can
assume with a high degree of certainty that the computer provides telephony
services. Therefore, to advance with its attack, it will proceed to try to gain an ac-
count within the team (valid username and password). Usually this type of attack
is carried out by brute force, trying to register users using random passwords, un-
til an effective one is found.

Denwa has a tool that detects failed registration and login attempts, with which

the IP address of origin of the request is added to a blacklist after making several
wrong passwords. This topic will be covered in sections [Failed attemptg (page

i81) and [Users password (page [182).

Trying to make calls at no cost to the attacker, this is what a phone system at-
tacker is looking for. For this, and already registered with the username and
password that it was able to capture from its attack, it makes calls to different
destinations.

Denwa has a series of tools to control which user can and cannot make certain
types of calls; between them:

® [Local networkd (see page [i82)
= Call from the public networK (see page [83)

. (see page [183)
» User Call Servicd (see page [84)
m ?? (see page ??

. (see page 89)

175



Denwa UC&C 4.0.1
CHAPTER 5. SECURITY ABOUT DENWA UC&C

176

5.4 Denwa UC&C Resources

It is extremely important to know the tools that are available in the unified com-
munications platform, since the security of the platform depends on its correct
configuration.

Itis possible to configure the Denwa UC&C system both as a client and as a server
for different types of VPN

5.4.1.1 As a VPN client

The configuration of this functionality is recommmended in the scenarios that al-
low it, it can be done in the administration web interface, from the menu: Con-
figuration > Networks > VPN Clients.

From this tab you can configure a new VPN (Virtual Private Network) connection
using the PPTP (Point-To-Point Tunneling Protocol) or the OpenVPN protocol and
edit existing connections (if you have one).

o
@ REDES

Clientes VPH
Mo hay ninguna conexién VPN seleccionada.

» PPTP
4 MNueva Conexion PPTP Par favor seleccione una de la lista de la izquierda.

w OpenVPN

+ Nueva Conexidn OpenvPH

Figure 5.8: VPN Clients

VPNs allow a secure extension of the local network over a public network. To
do this, a point-to-point virtual connection is made using dedicated and/or en-
crypted connections. It has the advantage of reducing the bandwidth used and
increasing speed. It also provides secure communications on public networks
with specific access rights.

it connects directly to the destination server creating a
virtual network for each remote client, which the administrator can monitor and
manage like any other remote access port. To configure this client, click on the
New PPTP Connection option.

Denwa "
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Crear nueva Conexion PPTP.

Configuracion General
Nombre de la conexion
Servidor PPTP
Usuarie
Contrasena
Conectar automaticamente |«
Método de Autenticacion
« PAP
« CHAP

w MSCHAP
" MSCHAPvZ

Método de Compresion

MFPE 40
MPPE 128

m i

Figure 5.9: VPN Clients, PPTP

Below is the description of the fields:

= General Settings

o Connection name: name that is assigned to the connection.

o PPTP Server: |P or domain of the PPTP server.

o Username: username to access the PPTP server.

o Password: User password to access the PPTP server.

o Connect automatically: enable in case the connection should always be
active

= Authentication Method: the authentication protocol(s) to be used must be
selected.

o PAP (Password Authentication Protocol): isa simple protocol that authen-
ticates a user against a remote access server. Its function is to validate a
user to access different resources. For this, PAP transmits passwords in
ASCII in the clear, so it should be used as a last resort.

o CHAP (Challenge Handshake Authentication Protocol): isa challenge hand-
shake authentication protocol. It periodically verifies the identity of the re-
mote client using an information exchange. With CHAP, the user ID and
password are always sent encrypted, making it a more secure protocol
than PAP.

o MSCHAP (Microsoft Challenge Handshake Authentication Protocol): Mi-
crosoft challenge handshake authentication protocol. This does not re-
quire that both parties know the key in the clear, but a summary (Hash)
of it.

o MSCHAPV2 (Microsoft Challenge Handshake Authentication Protocol v2)
- Microsoft challenge handshake authentication protocol version 2. Pro-
vides high-level security for remote access connections. MS-CHAP V2 re-
solves some issues with MS-CHAP.

= Compression Method: are encryption methods, only used with the MSCHAP
and MSCHAPV2 protocols.

o MPPE 40 (Microsoft Point-to-Point Encryption): Microsoft 40-bit point-to-
point encryption.

o MPPE 128 (Microsoft Point-to-Point Encryption): Microsoft 128-bit point-
to-point encryption.

177



Denwa UC&C 4.0.1
CHAPTER 5. SECURITY ABOUT DENWA UC&C

Then click on «WCreate» and the VPN will have been created. Below you can see
the generated connection.

Figure 5.10: VPN clients, PPTP connection configured

Once the new connection is created, it can be Connected, Deleted or Modified
from the buttons located in the lower section of the page.

isopen source virtual private network software, which
provides security, stability and encryption mechanisms without introducing com-
plexity. To configure the OpenVPN client, click on the New OpenVPN Connection
option.

Crear nueva Conexidén OpenVPN.

Configuracion General

Nombre de la conexidn

Servidor OpenVPN

Puerto 1194
Conectar automdticamente
Certificados
Autoridad de Certificacion (CA): archiva.
Certificado del Cliente (CRT): H archivo. &3
Llave del Cliente (KEY): t archivo. &
=2

Figure 5.11: VPN clients, OpenVPN configuration

Below is the description of the fields:

= General Settings
o Connection name: name to be assigned to the connection.
o OpenVPN Server: |P or domain of the OpenVPN server.
o Port: port to be used for the VPN connection.

o Connect automatically: enable in case the connection should always be
active.

s Certificates
o Certification Authority (CA): Allows importing the file.
o Client Certificate (CRT): Allows importing the file.
o Customer Key (KEY): Allows importing the file.

These certificates must be granted by the OpenVPN server administrator.
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Crear nueva Conexion OpenVPN.

Configuracion General

Nombre de la conexién

servidor OpenVPN

Puerto | 1194
Conectar automdticamente
Certificados
Autoridad de Certiffcacion (CA): Ho b archivo. €
Certificado del Cliente (CRT): N archive, €3
Llagve del Cliente (KEY): o b archivo. £
=n

Figure 5.12: VPN clients, OpenVPN configuration

Then, by clicking on the «v/Create» button, the VPN will have been registered
in the system. As with PPTP, you can Connect, Delete or Modify the connection
from the buttons located in the lower section of the page.

On the other hand, in case of not having a VPN server, the unified commmunica-
tions platform can be configured to fulfill said function.

In this section, the OpenVPN service will be config-
ured to have secure connections for users outside the network. When entering
the server you can see a screen like the following:

Figure 5.13: OpenVPN Server

In the left column it is possible to start or stop the OpenVPN Server service by
clicking on the Micon.

In the previous image you can see that the server is
disabled and that there is no pre-loaded configuration. Below is the detail of the
parameters to be configured:

m Port: port to use for the OpenVPN service
= Protocol: protocol used by the server

s Network Address/Mask: network from which IP addresses will be given to
clients

= Allow Access: networks to which you want to give clients access.

In this tab it is possible to register accounts for re-
mote access to the unified communications platform and/or to the networks se-
lected in the configuration tab.
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{0 Servidar OpenVPN

Servidor OpenVPN Configuracion Conexiones activas

[Desactivada]
MNombre de la Cuenta Descargar Certificados

cuentadeprueba & Descargar Certificados

Figure 5.14: OpenVPN server, access accounts

To create a new account, we simply click on Create Account, and fill in the user-
name; with this the account has been created and it is possible to download its
certificates.

Figure 5.15: OpenVPN server, login account creation

To use the OpenVPN server it is necessary to have the certificates on the com-
puters that will connect to it, so they must be downloaded from the accounts
tab. Once on the local computer, it is necessary to have the OpenVPN «client»
software and, from a basic text editor, generate an .ovpn file like the one shown
below:

|| HHAHHAHHAHAHHAHH AR A AR AR A HAHHAH AR H AR
2| nVPN Client

| HHAHHAHSAHAHHAHHAH A AR AR H AR AR AR AR A
4l nt

5| tun

s/ ocol PROTOCOL

7| te SERVER_IP SERVER_PORT

g| Llv-retry infinite

ol nd

0| -1zo

nl 3

2| rtificate files

13| CERTIFICATE_PATH/ca.crt"

14| "CERTIFICATE_PATH/CERTIFICATE_NAME.crt"
15| "CERTIFICATE_PATH/CERTIFICATE_NAME. key"

6| HARHAHAAAHHHAAAHAHAAAAAHAAAHHHHARARHAAHHHHH

Example of .ovpn file content

You must replace where it says «kPROTOCOLy», «IP_OF_SERVER», «<PORT_OF_SERVER>,
«PATH_OF_CERTIFICATE», «cNAME_CERTIFICATE» according to the configurations
made on the server, as well as the downloaded certificates.

5.4.1.2.1.3 RecordsTab Thistabwillshowthe list ofall active connections («clients»
connected) to the OpenVPN service.
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The «Port Scan» tool allows you to automatically block attacks of this type, be-
cause the system constantly checks for possible port scans on the computer and,
when detecting this, automatically blocks the IP address from where the is car-
rying out the possible attack, creating a new rule in the Firewall.

Only administrator type users can modify the Firewall to remove the blocking of
an IP address, in case it is considered to have been blocked by mistake.

It is essential to use this tool

IP address blocks created automatically by the failed attempts and port
scanning processes are created in the Automatic Rules Section.

SEGURIDAD OUTPUT FORWARD

([r Seguridad ¥ Servicio  iface Entrada iface Salida Origen
P Tt

»  Reglas de prioridad Qoo

»  Reglas autombticas L A%

@ 'mtentos fallidos » _u;i.so- ususrio o0
» Politica

Escaneo de puertos
© L

¢ Importar % Exportar

L

Figure 5.16: Port Scanning and Failed Attempts Enabled

Yer plantilla

The «Failed Attempts» tool offers the possibility to block «brute force» attacks au-
tomatically. The system constantly reviews and saves the list of registration at-
tempts, as well as the IP address from which the attempt was made; If it finds
five (5) failed registration attempts from the same IP, it automatically generates
a new rule in the Firewall to deny any packet that has the same origin.

Only administrator type users can modify the Firewall to unblock an IP address,
in case it is considered to have been blocked by mistake.

Failed attempts )

It is essential to use this tool

) I

IP address blocks created automatically by the failed attempts and port
scanning processes are created in the Automatic Rules Section.
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The best way to complement the «Failed Attempts» tool is through the use of
strong passwords, so it is important to thoroughly control the complexity level
of all users’' passwords and ensure their complexity is high . This also applies to
administrator-type users.

Contasena
Reescriba Contrasefa:

Figure 5.17: Password strength

In the face of a «brute force» attack, the complexity of the passwords decreases
the probability that they are easily discovered, in turn increasing the probability
that the attacker's IP address will be automatically blocked by the Firewall us-
ing the « <Unsuccessful attempts». This applies equally to Denwa Desktop pass-
words.

It is possible to know the overall password complexity status of all system users
from the home screen in the web management interface.

Denwa needs to know in some way the network scheme where it is installed, so
it is necessary to indicate the networks that it should interpret as «local»; any net-
work that does not belong to the local networks will be interpreted as an external
network.

Thisisvery important during the configuration of the users and their permissions,
since it is possible to configure that the user cannot make calls if he has not reg-
istered from a local network. Another very useful tool in the case of users who do
not have to register from outside the network.

Networks must be added from the administration web interface, in the menu:
Configuration > General > Advanced by clicking on the $icon next to «Local Net-
work». This will enable a new window, which allows you to add the different net-
works.

Redes Locales

No hay redes cargadas.

Agregar Red Local
w

Figure 5.18: Local Networks

By clicking on the dricon, a window will be displayed where it is possible to declare
the local networks one by one. The format to add the same in network/mask (both
in four decimal octets).
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Denwa L

Agregar Red Local
192.168.1.0/255.255.255.0| [+ ]

Figure 5.19: Local networks, add a local network

Clicking on the 4ricon will return to the previous window, being able to repeat the
process as many times as there are local networks. Then, all you have to dois click
on the «WAccept» button to finish the task.

This option enables the user to be able to make calls when registered on a net-
work that does not belong to the local networks configured in the previous step.
It is recommended that only users who actually use this functionality have this
option enabled in the advanced user settings.

Permisos de telefonia

Supervision de [lamadas
Habilitar Voceo
Habilitar Intercomunicador

EE R

Ocultar Identificador

Rellamar en ocupado

Devolver llamada en transferencia
Llamar desde la red publica

EEOLC

Figure 5.20: Advanced user settings, call from public network

In this place, all the call prefixes are configured for each of the types of calls that
could be made (Local, National, International, etc.). For example, in the case of
International calls the prefix would be «00».

By defining the prefixes in this section, each Denwa user will be allowed to enable
or deny the different types of calls. It can be configured from the web adminis-
tration interface, in the menu: Configuration > Call services.

1 CONFIGURACION
gc

Servicios de Llamada Local :: Prefijos

Méwviles
Especiales
Emergencia

InterPBX

Figure 5.21: Call Services
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Call Blocking

It is essential to configure the call services correctly, since the call services

of the user profiles depend on them.
If it is not configured, all calls will be made regardless of their destination.

Only if User Call Service has been configured, the user’s local profile will be valid.
The configuration of the users’ call services, allows the administrator user to en-
able or deny, to each user individually, the course of a call according to their prefix.

It can be configured from the web administration interface, in the menu: Users
> View users > «User_Name» > Services.

Servicios de Llamada Local
& Local « Especiales
+ NDD v Emergencia
+ DD ' InterPBX
X Moviles

Usar PIN de Seguridad: | PIN: [ |
Codigo de discado remoto: I:l

Figure 5.22: User Call Services

Itisrecommended to configure the services of each user making a previous study
of what function it performs within the structure of the company.

Only if User Call Servicd has been configured, the profile to be configured for the
users will be valid. The user profiles in Denwa allow the enabling or denying of
the course of calls to different destinations according to their prefix, based on
criteria such as: day of the week, time and provider to use. This adds greater
control of the calls, since it is possible to define: who (user to whom the profile has
been applied), how (according to the call prefix), where (according to the defined
provider) and when (according to the day and time) you can make calls.
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& PERFILES DE USUARIO 11- @ d)

Perfil de fin de semana :: Servicios. Confirmar
WTEFS
Local % Duracién: D seg
Perfil de fin de se... 200-23:39 v - - - - -~ M)DXDuracién:Dseg

IDDXDurack'm:Dseg
siles % Duracian-[0 o0

Descripcion Horas S MT

Especiales % Duracion: D seg
Emergencia ¥ Duracion: [0 | seg
InterPBX X Duracion: [0 | seg

Perfil de fin de semana :: Rutas Bloguear / Agregar
Proveedor Prioridad ~ Simult. Exclusiva %
190.136.35.29 1 NO x

Figure 5.23: User Profiles

It can be configured from the web administration interface, in the menu: Users
> User profiles.

In the event that a profile does not have defined routes, the user who has
that profile assigned will not be able to make calls to the outside.

g oo §

The use of this tool is recommended.

It is important to correctly configure the different routes of each of the providers
within Denwa. These routes are the ones that enable calls to be made by one or
another provider, according to the number dialed. They must be configured in
the most specific way possible so that only calls that have been correctly dialed
are sent. Here is an example:

In case calls that begin with the number O and have a length of 7 digits (including
0) need to be made by a certain provider, two (2) possible configurations can be
presented:

= Configuration correct (V): The path configuration should be "0O_____ " (one
zero and six _)

= Incorrect configuration (X): route simply with O and priority 1allows any call
beginning with O to be routed by this provider

Careful configuration of provider routes is recommmended.

As if that were not enough, the Denwa system has a last line of protection against
attacks, the «Fraud Control» tool. This tool allows you to analyze the behavior of
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each user of the platform, being able to block those calls that seem suspicious.
For example: if an extension generates 10 calls in 5 minutes, it is possibly a «boot»
that is trying to generate calls with the aim of doing damage. In such a case the
user or the destination can be blocked, at the same time an email notice is sent
to alert the situation.

rasl REGLAS DE FRAUDE

Filtrado de prefijos

O ey — -
Uamadas:[10 |
Duracion: [30 | (Segundos)
Inclusi Gitimos: {minutos)
Alertar por:
Por email; |+
Email: [soporte@denwap com

Figure 5.24: Fraud Control

It can be configured from the web administration interface, in the menu: Con-
figuration > Fraud control.

-

Email alerts will only be sent if your mail server is properly configured (Set-
tings > General > Mail Server)

5.5 End of configurations about Denwa UC&C

These are the tools that make Denwa an extremely secure solution on all your
computers. Bottom line: An attacker requires all of these tools to be misconfig-
ured to make unauthorized calls through our unified communications platform.

In the following sections, general recommendations will be added about devices
outside the unified commmunications platform, but that do to the security of the
VolP system and the correct implementation of the network structure.

Denwasg



Denwa UC&C 4.0.1
CHAPTER 5. SECURITY ABOUT DENWA UC&C

Denwasg

SERVICIO DE
LLAMADA
DE USUARID

VPN
INTENTO
G ,® FALLIDO
RUTA DE
PROOVEDORES Ca
ESCANEQ
DE PUERTOS
DENWA FRAUD --.a-
CONTROL P
FIREWALL

FIREWF!LL SESSION BORDER
CONTROLLER

Figure 5.25: Denwa Security Tools
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CHAPTER 6

SECURITY ON TELEPHONE TERMINALS

Here are our recommendations for the security of telephone terminals:

1. Change the administration password of the telephone terminals.

2. Configure the internal firewall of the Denwa phones so that they can only be
accessible from the IP address of the unified coommunications platform and
from the range of IP addresses of its administrator-type users.

3. Enable SRTP in order to have voice encryption. In case of provisioning the
terminals from the Denwa UC&C platform, it will suffice to enable it in the
user configuration (Users > View users > «User_Name» > Advanced)

General Servicios Avanzada I

FAX Asociado:
Temporizador (OUT): [0 | (0= unlimited)
Liamadas (IN-OUT):
Grabar:
Capacidad de grabacidn: (MB)
Capacidad del buzon de voz: E {cant)
Audio: ¥
NAT: (¢
SRTP:

Musica en espera: | Ninguno ¥

Figure 6.1: Enabling SRTP
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CHAPTER 7

SECURITY ABOUT THE NETWORK STRUCTURE

Here are our recommendations for the security of the network structure:

1. Modification of all the default passwords in the equipment to be installed
(Switch, router, etc.). This is an important step for data network security.

2. Using VLANSs to separate traffic

3. Use of MAC filtering in the different access points to the network, thus al-
lowing only authorized equipment to have access to the specific port of the
Switch, or to the Wi-Fi network.

4. In special cases, you can request the removal of the call recording and moni-
toring modules in the Denwa UC&C equipment.

Denwa 1 191



Denwa UC&C 4.0.1
CHAPTER 7. SECURITY ABOUT THE NETWORK STRUCTURE

This page has been intentionally left blank.

192



CHAPTER 8

FOLLOW ME

Follow-me is an application that diverts calls to contact the recipient of the call
if they are not physically present at their extension. There are different operating
options, which are detailed below. It should be noted that the forwarding time is
the time that the extension to which the call was forwarded will ring, taking into
account that the announcement consumes ringing time.

= Alternate + Announcement: The designated numbers will ring alternately,
the user who originated the call must announce his name following the in-
structions, then the system will inform the transfer of the call to the next ex-
tension and play the previously recorded announcement.

s Simultaneous + Announcement: The designated numbers will ring simulta-
neously, the user who originated the call must announce his name following
theinstructions, then the system will inform the transfer of the call to the next
extension and play the previously recorded announcement.

m Alternate: The designated numbers will ring alternately, while the system
informs that it must wait while the communication is attempted.

= Simultaneous: The designated numbers will ring simultaneously, while the
system informs you to wait while the commmunication is attempted.

= Alternate + Silent: The designated numbers will alternately ring, without
making any report to the users.

s Simultaneous + Silent: The designated numbers will ring simultaneously,
without making any information to the users.

This document intends to list the most common problems that usually occur
along with the main ones that each one of them can produce and the possible
solutions to them.

m DND (Do Not Disturbed-Do Not Disturb) activated.
m Loss of equipment registration.
® |VR or DID configuration.

193



Denwa UC&C 4.0.1

CHAPTER 8. FOLLOW ME

194

Verify that the DND functionality is not active.

Reboot the phone to register. Then enter the web to the Users section -> View
users to verify the status in which you are. That is, if the Registered column
shows the status in red, it indicates that the extension in question has not
been registered; On the contrary, if the status is green, it indicates that the
extension has been successfully registered.

IVR configuration: verify that the access numbers are assigned and are the
desired ones. The tree diagram can be observed and, if necessary, it is possible
to assign the number directly to an extension to verify that the call enters
correctly.

DID configuration: verify if the access number is configured in the trunk and,
later, if it is properly associated to a user.

Log loss.

®m The extension does not have the necessary permissions.
® Wrong paths.

Reboot the phone to register. Then enter the web to the Users section -> View
users to verify the status in which you are. That is, if the Registered column
shows the status in red, it indicates that the extension in question has not
been registered; On the contrary , if the status is green, it indicates that the
extension has been successfully registered. (Solution 2 previous case).

Verify the user’s call service permissions, from the web access the Users menu
-> View users -> Services tab.

3. Verify that the path of the desired provider is correct.

Wrong password.
The user in question does not have the service enabled.

® Enter a new password.
m Enable the user the Desktop service.

Automatic firewall rules show in your IP list of computers belonging to the
network.
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m Remember that the firewall is 'sequential’, therefore priority will be given to
those rules that are found over the others. The sequence that this firewall
uses (since update 092) is the following: Priority Rules, Automatic Rules, User
Rules, Services (WAN) and Policy. Therefore, it is enough to add in priority
rules the network in which said equipment is located.

® [t is NOT allowed to make more than one diversion in the same call. This is to
prevent it from entering a loop .
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CHAPTER 9

‘—CONNECTING TO DENWA OPENVPN SERVER

According to the operating system used, the following instructions are carried
out to connect via VPN to the central. Once the files have been downloaded and
the . ovpn, the following files are available:

ca.crt

client.ovpn

client.crt

client.key

The name « client » is added for illustrative purposes.

OpenVPN client in Windows, we enter the following link https://openvpn.net/
index.php/open-source/downloads.html and download the installer for 32-bit
or 64-bit. This process was certified for Windows XP, Windows 7, Windows 8 and
Windows 10

We run the installer with the recommended basic options:

At this point, it will ask us to install a virtual adapter to provide connection:

We accept by clicking on Install, and continue the installation

On the desktop we will see the following icon corresponding to the direct access
to OpenVPN

But before accessing, we must configure the program loaded with the certifi-
cates obtained. To do this we go to the following directory C\{}Program Files\{}
OpenVPN \{} config and copy the certificates in this directory. For this example
we will look at a Denwa VPN connection

provider.client.vpn file contains the following format:

HHASHAHHHAHH AR R H AR R R R R R R R R
# DENWA-PBX VPN CLIENT #
HHASHHHHHAHH AR R H AR R AR R R R R R

client

dev tun

proto-udp

remote support.denwaip.com 2288
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9 resolv-retry infinite

10 nobind

il comp-1zo

12 verb 3

13 # Certificates files ca "ca.crt"

14 cert "denwasupport.crt" key "denwasupport.key"

198

Note that the ca, cert and key parameters refer to the name of the files and are
referred to in double quotes (")

Now double click on the icon

opens on the taskbar, in the notification icons sector a new connection that is
initially in red

On Windows 7, Windows 8 and Windows 10, this program must be run as
«Administrator».

Clicking with the right button gives us a sub-menu , with different options in
which we connect

Then we see the following window where the connection process marks us:

If the connection is successful we will see the following notification message with
the IP assigned by the server

With this, in the address bar of the browser we place the IP address of the ex-
change that the Administrator gives us, and we will have access to the PBX ad-
ministrator website.

OpenVPN client in Linux, through the console with administrator permissions we
must execute the command:

\ apt-get install openvpn

Then we save the provided certificates in a directory in which we will later refer,
in this example we will save it in the /home/ user directory then we must edit the
file provider.client.vpn with the following format:

1 HHHHAHHHAAAHHHAHAHBH AR AHHHAAAHHHARAABH A HHHARH
2 # DENWA-PBX VPN CLIENT #
3 HAHHAHHAHHAHAHHAHHAHHAHHAH AU AR B AR A AR HH AR
5 client
6 dev tun
proto-udp
8 remote support.denwaip.com 2288resolv-retry infinite
9 nobind
10 comp-1zo
n verb 3
12 # Certificates files ca /home/user/ca.crt
13 cert /home/user/denwasupport.crt key /home/user/denwasupport.key

Note that the ca, cert and key parameters refer to the name of the files and are
addressed according to where we save the files.

Then through the console, with administrator permissions, we execute:

\ openvpn /home/user/provider.client.vpn
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and we will see the connection process. then on another console

We verify the connection through the ifconfig command and it will be possible
to observe

Where the virtual interface tunO gives us the IP obtained from the connection to
the support server.

With this, in the address bar of the browser we place the IP address of the central
that gives us the

Administrator, and we will have access to the PBX administrator web.
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CHAPTER O

VOIP GUIDE

Until today there is a clear division between two types of networks:

m Voice networks: based on circuit switching, which is why a circuit is occupied
and routing during a communication is always carried out along the same
path. For example: Conventional Telephone Network

m Data networks: based on packet switching, information is sent in packets and
each of them can travel through different paths. For example: internet

In order to be able to send the information through Internet-type data networks
based on packet switching, it is necessary to adopt protocols that allow the trans-
mission and recovery of the information. The problem with circuit switching tech-
nology is that it requires a significant amount of bandwidth for each call and the
circuit is not used efficiently as it uses one channel for the entire duration of the
call but most of the telephone conversations. they are made of silence

Data networks, on the other hand, only transmit information when it is necessary,
taking full advantage of the bandwidth and in which the delay, the alteration of
the arrival order or the loss of packets are not an inconvenience, since in the The
final system has a series of procedures for recovering the original information;
but for voice and video these factors are highly influential, therefore networks
and protocols that offer a high degree of QoS (quality of service) are required.
Voice over IP (VolP) defines the routing systems and protocols necessary for the
transmission of voice conversations over the Internet, which is a packet-switched
network based on the TCP/IP protocol for sending information.

There are currently two main VolP architectures for voice transmission over the
Internet that are widely used: SIP (Session initiation Protocol, a standard devel-
oped by the IETF, identified as RFC 3261, 2002).

SIP is a sighaling protocol for establishing calls and conferences on IP networks.
The start of the session, change or termination thereof, are independent of the
type of media or application that will be used in the call; a session can include
various types of data, including audio, video, and many other H.323 formats
H.323 was the first international multimedia commmunications standard, facilitat-
ing the convergence of voice, video, and data. It was initially built for networks
based on packet switching, in which it found its strength by integrating with IP
networks, being a protocol widely used in VolIP.
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The SIP protocol ( Session initiation Protocol ) was developed by the [IETF MMUSIC
(Multimedia Session Control) group, defining a signaling and control architecture
for VoIP. Initially it was published in February 1996 in RFC 2543, now obsolete with
the publication of the new version RFC 3261 that was published in June 2002.
The purpose of SIP is communication between multimedia devices. SIP makes
this commmunication possible thanks to two protocols that are RTP/RTCP and SDP.
The RTP protocol is used to transport the voice data in real time (same as for the
H.323 protocol, while the SDP protocol is used for the negotiation of the capabili-
ties of the participants, type of encoding, etc.) SIP was designed according to the
Internet model.

It is an end-to-end signaling protocol that implies that all the logic is stored in
the end devices (except for the routing of SIP messages). The connection status
is also stored in the end devices . The price to pay for this distribution capacity
and its great scalability is an overload in the header of the messages as a result of
having to send all the information between the end devices.

SIP is an application-level signaling protocol for establishing and managing ses-
sions with multiple participants. It is based on request and response messages
and reuses many concepts from earlier standards such as HTTP and SMTP.

H.323 was designed with one primary goal: To provide users with teleconferenc-
ing that has voice, video, and data capabilities over packet-switched networks.
The continuous research and development of H.323 continues for the same pur-
pose, and as a result, H.323 becomes the optimal standard to cover this kind of
aspects. In addition, H.323 and the convergence of voice, video and data allow
service providers to provide these kinds of facilities for users in a way that re-
duces costs while improving performance for the user . The standard was specif-
ically designed with the following objectives: - To be based on existing standards,
including H.320, RTP and Q.931 - To incorporate some of the advantages that
packet-switched networks offer to transport data in real time . - To solve the prob-
lem posed by sending data in real time over packet switching networks. H.323
designers know that communication requirements differ from place to place, be-
tween users and between companies and obviously over time the communica-
tion requirements also change. Given these factors, the designers of H.323 de-
fined it in such a way that companies that manufacture the equipment can add
their own specifications to the protocol and can define other standards struc-
tures that allow devices to acquire new classes of features or capabilities.

The IAX protocol corresponds to Inter-Asterisk eXchange protocol. As its name
indicates, it was designed as a protocol for VolP connections between Asterisk
servers, although today it is also used for connections between clients and servers
that support the protocol. The current version is IAX2 since the first version of IAX
has become obsolete. It is a protocol designed and intended for use in VolP con-
nections, although it can support other types of connections (for example, video).
The objectives of IAX are: Minimize the width of band used in VolP control and
multimedia transmissionsAvoid NAT (Network Address ) problems Translation )-
Support for transmitting dial plans Among the measures to reduce bandwidth, it
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isworth noting that IAX or IAX2 is a binary protocol instead of being a text protocol
like SIP and that makes messages use less bandwidth. To avoid NAT problems,
the IAX or IAX2 protocol uses UDP as the transport protocol, normally over port
4569, ( IAX1 used port 5036), and both the signaling information and the data
travel together (unlike SIP). and therefore makes you less prone to NAT problems
and allows you to get past routers and firewalls more easily.

The rise of IP telephony is evident and the main reason is the reuse of resources
and the decrease in the cost of calls over the Internet. However, if VolP still lacks
something, it is the quality of traditional telephone systems. Problems of this
quality are often inherent to the use of the network (Internet and its speed and
bandwidth) and may be solved in the future. Meanwhile, the better we know the
problems that occur and their possible solutions, the better quality we will enjoy.

The main problems regarding the quality of service ( QoS ) of a VoIP network are
Latency, Jitter, packet loss and Echo. In VoIP these problems can be solved by
various techniques that are explained in the following following sections.

VolP service quality problems are mainly derived from two factors:

1. The Internet is a system based on packet switching and therefore information
does not always travel the same way. This produces effects such as packet loss
or jitter

2. VolP communications are in real time which causes effects such as echo,
packet loss and delay or latency to be very annoying and harmful and must
be avoided.

Jitter is technically defined as the time variation in packet arrival, caused by net-
work congestion, loss of synchronization, or by the different paths followed by the
packets to reach the destination. Real-time communications (such as VoIP) are
especially sensitive to this effect.

Jitter is an effect of connectionless data networks based on packet switching. As
the information is discretized in packets, each one of the packets can follow a
different route to reach the destination.

In general, it is a frequent problem in slow or congested links. It is expected that
the increase of QoS (quality of service) mechanisms such as queue priority, band-
width reservation or higher speed links (100Mb Ethernet, E3/T3, SDH) can reduce
jitter problems in the future although It will continue to be a problem for quite
some time.

The jitter between the start and end point of the communication should be less
than 100 ms. If the value is less than 100 ms, the jitter can be compensated ap-
propriately. Otherwise it should be minimized.
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The most widely adopted solution is the use of the jitter buffer. The jitter buffer
basically consists of allocating a small queue or storage to go receiving the pack-
ages and serving them with a small delay. If any packet is not in the buffer (it was
lost or has not arrived yet) it is discarded when necessary. Normally in I[P phones
(hardware and software) you can modify the buffers. An increase in the buffer
implies less packet loss but more delay. A decrease implies less delay but more
packet loss.

Latency is also called delay; it is technically defined in VoIP as the time it takes for
a packet to get from the source to the destination.

It is not a specific problem of connectionless networks and therefore of VoIP. It is a
general problem of telecommunication networks. For example, latency on links
via satellite is very high due to the distances that the information must travel.
Real-time (such as VolP) and full- duplex communications are sensitive to this
effect. It is the problem of "stepping on us”. Like jitter, it is a common problem
on slow or congested links.

The latency or delay between the initial and final point of the communication
should be less than 150 ms. The human ear is capable of detecting latencies of
about 250 ms, 200 ms in the case of quite sensitive people. If that threshold is
exceeded, communication becomes annoying.

There is no solution that can be easily implemented. Many times it depends on
the equipment through which the packets pass, that is, on the network itself. You
can try to reserve a bandwidth from source to destination or signal the packets
with TOS values to try to let the equipment know that it is real-time traffic and
treat it with higher priority , but currently these are not very effective measures
since We do not have control of the network. If the latency problem is in our own
internal network, we can increase the bandwidth or link speed or prioritize those
packets within our network.

Echo is also often known as reverberation. Echo is defined as a delayed reflection
of the original acoustic signal . The echo is especially annoying the greater the
delay and the greater its intensity, which becomes a problem in VolP since the
delays are usually greater than in the traditional telephone network.
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The echo is produced by a technical phenomenon that is the conversion of 2to 4
wires in telephone systems or by a return of the signal that is heard through the
speakers and sneaks back through the microphone.

The human ear is capable of detecting the echo when its delay with the original
signal is equal to or greater than 10 ms. But another important factor is the inten-
sity of the echo since normally the return signal has less power than the original.
It is tolerable that it reaches 65 ms and an attenuation of 25 to 30 dB.

In this case there are two possible solutions to avoid this annoying effect.

= Echo suppressors: |t consists of preventing the emitted signal from being
returned by converting at times the full- duplex line into a line half-duplex in
such a way that if communication is detected in one direction, communica-
tion in the opposite direction is prevented. The switching time of the echo
suppressors is very short. Prevents full- duplex communication .

s Echo Cancellers: It is the system by which the sending device saves the infor-
mation it sends in memory and is capable of detecting the same information
in the return signal (perhaps attenuated and with noise). The device filters
that information and cancels those components of the voice. It requires more
processing time.

Real-time communications are based on the UDP protocol. This protocol is not
connection oriented and if there is a loss of packets they are not forwarded . In
addition , the loss of packets is also produced by discarding packets that do not
reach the receiver on time. However , the voice is quite predictive and if isolated
packets are lost, the voice can be recomposed in a quite optimal way. The prob-
lem is greater when bursty packet losses occur.

The maximum packet loss allowed so that communication is not degraded must
be less than 1%. But it is quite dependent on the codec that is used. The higher
the compression of the codec, the more pernicious is the effect of packet loss. A
loss of 1% further degrades communication if the G.729 codec is used instead of
G.71.

To avoid packet loss, a very effective technigque in congested or low-speed net-
works is not to transmit silence. Much of the conversations are filled with mo-
ments of silence. If we only transmit when there is audible information, we free
up the links enough and avoid congestion phenomena . In any case, this phe-
nomenon may also be closely related to jitter and the jitter buffer.
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CHAPTERTI

RAID INSTALLATION GUIDE

This guide starts from the consideration that the «/nstall Denwa UC Manual Par-
tition» option has been selected, which allows manual partitioning of storage de-
vices.

When defining the dimensioning, the following considerations must be taken
into account:
® You must create at least the following partitions:
o «\boot» on the solid-state drive, for system boot files
o «\» on the solid-state drive, for the base OS (20GB minimum, 30GB recom-
mended), for:
® Operating System
® System logs
® Operating System user folders (« plbxadmin », «<kDenwa Support»)
® Module files
o «swap» on the solid state drive, 2GB to 8GB is recommended depending
on your computer.
o «\denwa» on the solid state disk, for all processes associated with the tele-
phony engine
@ Telephony Engine
@ Databases
® Web Interface
@ Recordings to be transferred to the FTP Server (if any)
o «\persistent» on the mechanical disk (if any) for local storage of call record-
ing
Queries If in doubt, consult the Denwa Technology Corp. support area .

As a first step it is necessary to create all the partitions in «ext4» format without
declaring their mount point (this will be done later). Storage devices participating
in RAID arrays are required to be partitioned identically, giving each partition the
same size.
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1. Select disk

[11] Partition disks |

This is an overview of your currently configured partitions and mount points, Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or & device to initlalize 1ts partitlon table.

Guided partitioning

conf igure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes
Configure iSCS1 volumes

SCEI1 [D,Q.QJ (sda) - 1.0 TB ATA TOSHIBA HGOIACAL

# pri 1.0 TR f FREE SPACE
SC5I2 (0.0.0) (sdb) - 1.0 TB ATA TDSHIBA HGO3ACAL

#l pri 1.0 TH f FREE SPACE
SCSI9 (0,0,0) (sdc) = 63.4 GH ATA SuperMicro SSD
4 GB ATE SuperMdicro S50

FREE SPACE

SCSI10

Unda changes to partitions
Finish partitioning and weite changes to disk

<60 Back>

Figure 11.1: Creating the partitions: disk selection

[11] Partition disks
How to use this free spece:
Create & new partition
Automatlcally partitlon the free space
Show CulindersHesd/Sector information

<Go Back:

Figure 11.2: Creating the partitions: create a new partition

2. Assign size to each partition

1 (1] Partition disks |
The maximum =ize for this partition iz 1.0 TB.

Hint: "max" can be used as a shortcut to specify the maximum size, or enter a percentage
{e.g. "20%") to use that percentage of the maximum size.

New partition size:

<Go Back:

Figure 11.3: Creating the partitions: sizing

3. Define if the partition is primary or logical

Denwasg



CHAPTERTI.

Denwa UC&C 4.0.1
RAID INSTALLATION GUIDE

[11] Partition disks

Type for the new partltion:

Loglcal

G0 Back:

Figure 11.4: Creating the partitions: type of partition

4. Remove the mount point of all partitions and define them «ext4», except

swap, which should be defined as «<Swap Area »

in this partition.

Partition settings:

<60 Back:

You are editing partition #1 of SCSI1 (0,0,0) (sda). Mo existing file system was detected

Mount options:
Lahel:

Reserved hlocks:
Tuypical usage:
Bootable flag:

Delete the partition
Done setting up the partition

f [11] Partition disks |

Ext4 journaling file sustem

defaults
nane

5k
standard
off

Denwasg

| [11] Partition disks ——
How to use this partition:

Extd journaling file sustem
Ext3 journaling file system
Ext2 file sustem

btrfs journaling file sustem
JFS Journaling file sustem
KFS journaling file system
FAT16 file system

FAT3Z file system

phusical volume for encryption
phusical volume for RAID
physical volume for LWM
do not use the partition

<Go Back>

Figure 11.5: Creating the partitions: file system format

5. Control equality of partitions between disks

Figure 11.6: Creating the partitions: disk comparison
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1.3 Configuring Software RAID

Create the RAIDs Assign type: RAID1 (mirror) (Join the identical partitions) Con-
firm use of 2 partitions for each RAID Spare devices: O

1.4 Configuring mount points

1.5 Validation and saving of configurations
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CHAPTER 12

SIP PROTOCOL AND DEBUG

VolP comes from the English words Voice Over Internet Protocol. As the term
says, VolP attempts to allow voice to travel in IP packets and obviously over the
Internet.

IP telephony combines two historically separate worlds: voice transmission and
data transmission. It is about transporting the voice previously converted to data,
between two distant points. This would make it possible to use data networks to
make telephone calls, and therefore develop a single convergent network that is
responsible for carrying out all types of communication, be it voice, data, video or
any type of information.

Therefore, VolP is not in itself a service but rather a technology that allows voice to
be encapsulated in packets in order to be transported over data networks with-
out the need for conventional switched circuits known as the PSTN, which are
networks developed through over the years to transmit vocal signals.

The PSTN was based on the concept of circuit switching, that is, the realization
of a communication required the establishment of a physical circuit during the
time it lasts, which means that the resources involved in the realization of a call
cannot be used in another until the first one is finished, even during the silences
that follow one another within a typical conversation.

On the other hand, IP telephony does not use physical circuits for the conversa-
tion, but sends multiple conversations through the same channel (virtual circuit)
encoded in packets and in independent flows. When there is silence in a con-
versation, the data packets of other conversations can be transmitted over the
network, which implies a more efficient use of it.

According to this, the advantages provided by VolP networks are evident, since
with the same infrastructure they could provide more services and also the qual-
ity of service and speed would be higher; but on the other hand there is also the
great disadvantage of security, since it is not possible to determine the duration
of the packet within the network until it reaches its destination and there is also
the possibility of packet loss, since the IP protocol does not have this tool.
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Once the call has been established, the voice will be digitized and then transmit-
ted across the network in IP frames. Voice samples are first encapsulated in RTP
(Real Time Transport Protocol) and then in UDP or TCP before being transmitted
inan IP frame. The following figure shows an example of a VolP frame over a LAN
and WAN.

|PPPI P l UDP | RTP J Voice samples |FCSI
4 20 8 12 Depends on CODEC 2 oclels
| ETH ] P | upP | RTP ’ Voice samples | FCS |
14 20 8 12 Depends on CODEC 4 oclels

Figure 12.1: SIP Protocol and Debug: Encapsulation

Session Initiation Protocol (SIP or Session Initialization Protocol) is a simple sig-
naling protocol used for Internet telephony and videoconferencing. Based on the
Simple Mail Transport Protocol (SMTP) and on the Hypertext Transfer Protocol
(HTTP) it was developed by the IETF MMUSIC Working Group with the intention
of being the standard for the initiation, modification and termination of interac-
tive user sessions where multimedia elements such as video, voice, instant mes-
saging, online games and virtual reality are involved. SIP is one of the signaling
protocols for voice over IP. SIP is fully defined in RFC 2543 and in RFC 3261.

SIP is an application layer protocol independent of the underlying packet proto-
cols (TCP, UDP, ATM, X.25). SIP is based on a client-server architecture in which
clients initiate calls and servers answer calls. It is an open protocol based on stan-
dards, widely supported and is not dependent on a single equipment manufac-
turer.

SIP is a newer protocol than H.323 and does not have industry maturity and sup-
port at the same time. However, due to its simplicity, scalability, modularity, and
ease with which it integrates with other applications, this protocol is attractive
for use in packetized voice architectures. SIP can establish two-party (ordinary
calls), multi-party (everyone can hear and talk), and multicast (one sender, many
receivers) sessions. Sessions can contain audio, video, or data. SIP only handles
session establishment, management, and termination.

Some of the key features that SIP offers are:

®m Address resolution, name mapping and call redirection.

® Dynamic discovery of the average capabilities of the endpoint, by using the
Session Description Protocol (SDP).

® Dynamic discovery of endpoint availability.

m Origination and management of the session between the host and the end-
points.
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Some of the key benefits of SIP are:

= Simplicity: SIP is a very simple protocol. The software development time is
very short compared to traditional telephony products. Due to the similarity
of SIP to HTTP and SMTP, code refusal is possible.

m Extensibility: SIP has learned from HTTP and SMTP and has built an exquisite
set of extensibility and compatibility features.

s Modularity: SIP was designed to be highly modular. A key feature is its inde-
pendent use of protocols. For example, it sends invitations to the parties to
the call, independent of the session itself.

m Scalability: SIP offers two scalability services:

m Server Processing: SIP has the ability to be Stateful or Stateless.

= Conference Arrangement: Since there is no requirement for a multipoint
central controller, conference coordination can be completely distributed or
centralized.

= Integration: SIP has the ability to integrate with the Web, E-mail, streaming
media applications, and other protocols.

= Interoperability: Becauseitisan open standard, SIP can offer interoperability
between platforms from different vendors.

SIP is an application layer protocol and can run on top of either UDP or TCP.

SIP clients use port 5060 in TCP (Transmission Control Protocol) and UDP (User
Datagram Protocol) to connect with SIP servers. In case of using a secure proto-
col such as SIPS, the port to use is 5061, this point will be discussed later when we
talk about TLS (Transport Security Protocol).

SIP is used simply to start and end voice and video calls. All voice/Video commu-
nications go over RTP (Real-time Transport Protocol).

8 Calidad de \\‘/;mnspon‘e\'/ Sefializacion \\
servicio
Sélo
Nivel multicast
de ) Perfil S
Aplicacion | Reserva Monitoriz. =
3
{(RsvP)( RT('19 (RTP ) [ saP ) J(_sip_) (Degacs) (H323)
'\_ Ll \ e =
[} }‘/“ e
i - b
Nivel v v v Y 4 & A = I
de UDP / UDP Lite SCTP TCP )
transporte [‘ ) ( )
Nivel .
ivel
de red ( kil o) )

Figure 12.2: SIP Protocol and Debug: Design

The first proposed version of the standard (SIP 2.0) was defined in RFC 2543. The
protocol was clarified in RFC 3261, although many implementations are still using
draft versions. Note that the version number is still 2.0.
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SIP can use initstransport layer (Layer 4 in the OSI model) both UDP, TCP and TLS
Transport Layer Security (referring to TLS over TCP). TLS is used to provide a cer-
tain level of security, encrypting information that is usually vulnerable to attack
since it is sent in plain text.

The use of SIP over TCP without encryption is tending to disappear in non-paid or
VoIP uses on the Internet due to the simplicity of UDP, the increasing reliability of
networks and the useless need for relaying on a voice or media connection where
it is present. present the transmission in real time.

Inany case, itisimportant that a high-performance User Agent (UA) such asasip-
phone, for example, supports both TCP and UDP as transport protocols, since if a
UA tries to establish a TCP session with its peer, and it does not support TCP in its
transport layer, the session cannot be established, leading to an ICMP "Not Sup-
ported” message or a reset of the TCP connection, where the calling end must
change the transport protocol of its request message over UDP to create com-
patibility in the network and establish the connection. The most optimal case is
compatibility at the first attempt to take advantage of the capacity and resources
of the network.

Another crucial point when deciding the protocol to be used in the transport layer
is the maximum segment size, which is directly involved with the codec to be
used, taking into account the notable compression difference between, for ex-
ample, G .729, G.711, etc. RFC 3261 defines the mandatory use of UDP and TCP,
the latter in case some type of packet fragmentation that exceeds the MTU is
necessary.

The negotiation of codecs, ports and multimedia services is carried outin the SDP
(Session Description Protocol) embedded in SIP, where the commonly used SIP
ports are 5060 in plain text (UDP and TCP) and port 5061 in case of TLS. However,
in practice the use of ports between 5060 and 5070 may occur.

The physical terminals known as user agents (UA) can be devices themselves
or software installed on a PC, with the appearance and/or functionality of tradi-
tional telephones, but using SIP and RTP for communication. They are commer-
cially available from many manufacturers. Some of them use electronic num-
bering (ENUM) or DUND:I to translate existing phone numbers to SIP addresses
using DNS (Domain Name Server), thus calling other SIP users bypassing the
telephone network, thus the service provider The service normally acts as a gate-
way to the public switched telephone network for traditional telephone numbers
(charging for it).

SIP makes use of elements called proxy servers to help route requests to the user’s
current location, authenticate and authorize users to serve them, enable the im-
plementation of call routing policies, and provide added capabilities to the user.
It also provides logging functions that allow the user to report their current loca-
tion to proxy servers.

Although two SIP terminals can communicate without the intervention of SIP
infrastructures (which is why the protocol is defined as point-to-point), this ap-
proach is impractical for a public service. There are various softswitch implemen-
tations (from Nortell, Sonus, Huawei, and many more) that can act as proxy and
registry items. Other companies, such as Ubiquity Software and Dynamicsoft
have products whose implementation is standards-based, built on top of the Java
JAIN specification.
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SIP works on a simple premise of client-server operation. Clients or endpoints are
identified by unique addresses defined as URL's, that is, the addresses come in
a format very similar to an email address, so that Web pages can contain them,
which allows clicking on a link to start a phone call.
m S|P addresses are always in the format of user@host.
®m The user can be: name, telephone number.
® The host can be: domain (DNS), network address (IP). b) SIP MESSAGES:
SIP uses messages for call connection and control. There are two types of SIP
messages: request and response messages. SIP messages are defined as follows:
= INVITE: Requests the initiation of a call. The header fields contain:
Source address and destination address.
The subject of the call.
Priority of the call.
Call routing requests.
o Preferences for user location.
TRYING: Indicates that the Proxy server is trying to establish communication.
RINGING: Call notice indication.
BYE: Requests the termination of a call between two users.
REGISTER: Informs a registration server about the current location of the user.

ACK: Used to facilitate a reliable exchange of messages between peers. Con-
firmation of different fields of the INVITE message.

m CANCEL: Cancels a pending request.

m OPTIONS: Request information from a Host about its own capabilities. It is
used before initiating the call to find out if that host is capable of transmitting
VolIP etc.

m 200 OK: It is used to send satisfactory confirmations of different events.
m INFO: Used for signaling media sessions.

0O O O

(u]

To establish a call, the caller creates a TCP connection with the called party. The
connection is made using a three-way agreement.

m Sends an INVITE message in a TCP packet, indicating the caller’s destination
address, capacity, media types, and formats.

m |f the called party accepts the call, it responds with an HTTP type response
code (200 for acceptance). You can also optionally provide information about
your capabilities, media types, and formats.

m The caller responds with an ACK message to terminate the protocol and ac-
knowledge receipt of the 200 message.

m At this point, they can start streaming data using the RTP protocol.

m The data flow is controlled by the RTCP protocol.

® Anyone can request the termination of the call by sending a BYE message.
®m \When the other side confirms its reception, the call is terminated.
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Servidor de registro
UAC y redireccion UAS
spoki@imse.cnm.es kirki@redins.es
REGISTER
200 - OK

INVITE kirk@rediris.es

- 302 - Moved temp.
ACK
INVITE kirki@redins es Inicio
= 180 - Ringing
200 - OK
A ———————— P
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Figure 12.3: SIP Protocol and Debug: Transactions

12.3.6.1 Real-time Transport Protocol

RTP stands for Real-time Transport Protocol (Real Time Transport Protocol), UDP
on ports 10000 to 20000. It is a protocol application level (not transport level, as
its name might suggest) used for the transmission of information in real time,
such as audio and video.

It is developed by the IETF Audio and Video Transport Working Group, first pub-
lished as a standard in 1996 as RFC 1889, and later updated in 2003 as RFC 3550,
which is Internet Standard STD 64. published as a multicast protocol, although
it has been used in various unicast applications. It is frequently used in stream-
ing systems, along with RTSP, video conferencing and push to talk systems (in
conjunction with H.323 or SIP). It also represents the basis of the VolP industry.
RFC 1890, made obsolete by RFC 3551 (STD 65), defines a profile for audio and
video conferencing with minimal control. RFC 3711, on the other hand, defines
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SRTP (Secure Real-time Transport Protocol), an extension of the RTP profile for
audio and video conferencing that can optionally be used to provide confiden-
tiality, message authentication, and forwarding protection for audio and video
streams. video. It goes hand in hand with RTCP (RTP Control Protocol) and sits
on top of UDP in the OSI model.

m V (Version Number): 2 bits. The version defined by the current specification
is 2.

m P (Padding): 1 bit. If the padding bit is set, there are one or more bytes at the
end of the packet that are not part of the payload. The last byte in the packet
indicates the number of padding bytes. Padding is used by some encryption
algorithms.

m X (Extension): 1bit. If the extension bit is set, then the sticky header is followed
by a header extension. This extension mechanism enables implementations
to add information to the RTP header.

m CC (CSRC Count): 4 bits. The number of CSRC identifiers that follow the
sticky header. If the CSRC count is zero, then the synchronization source is
the source of the payload.

® M (Marker): 1 bit. A marker bit defined by the particular media profile.

m PT (Payload): 7 bits. An index into a media profile table that describes the
payload format. Payload mappings for audio and video are specified in RFC
1890.

m Sequence Number: 16 bits. Aunique packet number that identifies the packet’s
position in the packet sequence. The packet number is incremented by one
for each packet sent.

s Timestamp: 32 bits. It reflects the sampling time of the first byte in the pay-
load. Several consecutive packets can have the same timestamp if they are
logically generated at the same time - for example, if they are all part of the
same video frame.

s Synchronization Source (SSRC): 32 bits. |dentifies the synchronization source.
If the CSRC count is zero, then the payload source is the sync source. If the
CSRC count is non-zero, then the SSRC identifies the mixer.

= Content Source (CSRC): 32 bits each. Identifies the contributing sources for
the payload. The number of contributing sources is indicated by the CSRC
account field; There can be more than 16 contributing sources. If there are
multiple contributing sources, then the payload is the mixed data from those
sources.

m Scope of the SIP protocol and its operation.

m Analysis of the IP packet, network layer, transport layer and application layer
(SIP). Analysis of the establishment of a call. (SDP etc.)

m S|P protocol messages:
o INVITE
o Trying
o Ringing
o 200 okay
o BYE
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o REGISTER
o ACK
o CANCEL
o OPTIONS
m Verify the functioning of the protocol in the tests carried out.

In the following graph we can see the diagram of the model used to make the

captures.
MAQUETA
C2501
Router #2
Cr6o T s s | — - — - S E1Em
Rouler 81 T e EY] [TIFT8EdT] ! 0 P I = = 5 e Roular &3
S0-R1 S0-R2 51-R2 S0-R3
ETHO-R1 ETHI-RE
Mascara de RED (24 T8 188.1.2 e TEE1.T]

P B

152 968.1.15 TERNET.

Figure 12.4: SIP Protocol and Debug: Mockup

12.4.3.1 Successful call from softphone to videophone

Observe and analyze the establishment, course and dis-
connection of a communication with both available devices.

To achieve the proposed objective, the softphone was
configured in peer to peer mode, this is because the tests carried out were within
the same network without the intervention of a SIP proxy. This configuration is
because the device should be registered to a Proxy (in this case the SIP phone) to
make or receive calls. The IP address configured on the PC where the Eyebeam
was installed was 192.168.1.128, as will be seen later in the screenshot, it is who
initiates the communication. The ports configured in the software were from
5060 to 5062 and the enabled codecs were G.711, G.729, etc.
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Figure 12.5: SIP Protocol and Debug: Softphone

The configuration in the videophone was basically the assignment of the IP ad-
dress 192.168.1.15, in a static way. The codecs are not configurable on the phone
used, the only codec it supports is G.711 A-law. In addition, to carry out internal
network communications, the device must not be registered in any Proxy.

To perform the test, a call was generated to the IP address
of the SIP phone from the eyebeam. When the incoming call was detected it was
accepted. After a few seconds from the softphone the call ended. The following
graph shows the exchange of messages in the capture made from the PC where
the softphone was located.
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Figure 12.6: SIP Protocol and Debug: Flow

As can be seen, the communication follows the aforementioned theoretical ex-
change of messages. The establishment of the call begins with an Invite message
from the softphone, where an SDP (session description protocol) message is sent
encapsulated over SIP, in order to negotiate codecs, ports, etc. This protocol will
be analyzed in more detail in the following screenshot. Then the next message
is a Trying sent by the sip phone in response to the Invite received, then in the
same direction a Ringing message is sent to confirm that the incoming call is
being notified. When accepting the communication (simply by lifting the tube
on the videophone) it sends a 200 OK message with an SDP message, encapsu-
lated over sip, proposing the codec to be used (G.711 U-Law). Next, RTP (real-time
transport protocol) packets are sent, with Comfort noise payload, this packet is
used to save bandwidth during voice silences, emulating noise at the other end,
so that the user does not have the sensation of interruption of communication
due to silences.

The sip phone confirms the negotiation with an ACK message and then begins
the audio exchange through RTP, the protocol used for media exchange. In this
sense, it isimportant to clarify that sip is the protocol used for signaling and in this
communication stage does not appear. Finally,the communicationisterminated
from the softphone side and it sends a BYE sip message, to which the other end
responds with 200 ok to confirm the end of the call.

The analysis begins with the first message sent, which is called INVITE. The cap-
ture of the corresponding packet is shown below:
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Figure 12.7: SIP Protocol and Debug: Packet Capture

Here you can see the header at the link layer level in the upper blue box, let's
remember its structure:

: Deestination . Source l Type
M e [ 12
WAL Tame address eddress | length
& byles Bbvies 2 byles

Figure 12.8: SIP Protocol and Debug: Link Layer Header

As you can see in the screenshot, the protocol used is Ethernet, therefore the
third field indicates which protocol the next header corresponds to. In the case
of being 802.3, this field reflects the length of the real Data field. We say real
because 802.3 is in charge of controlling the minimum frame length, filling in
the Data field if necessary. That is why it is necessary to indicate the real length
of the Data field, to be able to discard the padding if there was one. If this field
has a value greater than 1536, it is Ethernet, otherwise we would be talking about
802.3.

Itis possible to see the destination MAC address highlighted in red: 00:e0:fc:30:ec:c6,
where the first 24 bits indicate the manufacturer of the device, in this case it
would be HuaweiTe_30:ec:c6, because it is Huawei Technologies the manufac-
turer.

The source MAC address highlighted in blue is: 00:13:8f:96:74:9e (Asiarock_96:74:9¢),
where Asiarock is the manufacturer of the network card of the pc on which the
software is installed. software. Then in the next field, highlighted in green, we
can see that the encapsulating network protocol is ip.

Next, the IP header boxed in red in the previous capture is analyzed.
The structure of the ip header is as follows:
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Figure 12.9: SIP Protocol and Debug: IP Header

® |n this case we can see that it is an IP version 4 datagram and is 20 bytes long
(fields highlighted in yellow), it is important to clarify that the value of this
last field corresponds to 32-bit words, so Therefore, the value that appears is
5. That is, 5 x 32 bits=160 bits=20 Bytes, from this value we can infer that it is
a datagram without options, otherwise the header would have a size greater
than 20 Bytes.

m Below we see that the Type of Service field (highlighted in purple) has a null
value, no distinction is made for this datagram in terms of reliability, priority,
delay or throughput.

m The next field (highlighted in light blue) is the total size of the datagram that
has a value of 903 Bytes.

®m Then the identification field (in gray) of the packet shows a value of 5525 that
serves to distinguish it from other packets, this is necessary to identify the
fragments corresponding to a datagram that has been fragmented.

m We see that the flags field (in green) has a null value, that is to say that the
datagram can be fragmented (Don't fragment=0) and that either it has not
been fragmented or it is the last fragment.

® Then the next fragment offset field (in purple) is zero, this means that it is the
first fragment or it has not been fragmented. From these last two values we
infer that the datagram was not fragmented.

® The Time to Live field (in yellow) has a value of 128, meaning that this packet
could go through a maximum of 128 networks until it reaches its destination,
this value decreases for each hop, if it reaches 1, it will be discarded the pack-
age.

m The next field indicates the protocol that contains the payload, here it can be
seen that the protocol used in the transport layer is UDP, the value is 9 for this
protocol.

m Next we have the checksum (in green), which is used to control header errors,
in this case we see that the header does not contain errors.

m The next fields are the source and destination IP addresses respectively. In
this case, 192.168.1.128 is the one who generated the datagram and 192.168.1.15
is the destination of said datagram. (in light blue and gray respectively)

The analysis continues with the next header, the transport header, which in this
case, as previously mentioned, will use UDP. Let's remember its structure.
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Figure 12.10: SIP Protocol and Debug: Transport Header

m The first field indicates the source port, in this case, since it is a sip port, it was
expected to be 5060 as well as the destination port (highlighted in light blue
and blue respectively).

m Then we see that the next field (in red) is the one that indicates the size of the
UDP segment including the header, as expected it has a value of 883 Bytes,
20 Bytes less than the datagram, the size of its header.

= And finally (in gray) we have the checksum of the segment, this is optional
and when it is not calculated, this field is set to zero. Here we see that it has
been used and there were no errors.

In the application layer we have the message encapsulated in sip and its depen-
dent protocols, in the next scenarios these protocols will be analyzed in more de-
tail.

The next message that is sent in response to the previous INVITE is a TRYING,
below we can see the capture:

Mo, - Tira Seurce Lesitaaters Protocd  dela
n 8235731 .Lsz 1&8 1 :I.ZB 182168115 SRR nuuun:: IN\".[IE siu 1920052, 108.1,13, with session description
TUTELE 1% LB Ak
W 6 311580 192 ‘.I.ﬂ l. 15 Ni ‘.I.EG 1135 'JIP 5'.'“!6 &W “‘I"lﬂ‘l"ﬂ
187 1000177l 192.168.1.15 192,168 1 138 SIP/SD Status: 200 o, with session descriprion
168 10.036008  192.168.1.128 192,168,115 RTE  Paylosd typesConfort nodse galdy, sswc-una:q.i!. sag=3302, Time=n

# Frane 79 (311 bytes on wire, 311 bytes captured)
- Ethornet TE, Src: duswedTe_30:ac 30zmcichy, Det: Aslarcck_ 96:74:0e {00:13:BF:6E:74 0]
® pesTination: aslarock_R6:74:0 TS
H OSOUMCED Muawed LR
Type: IP (Ox0BO0T
= Internet l-rl:(ﬂcu], Src: 192.168.1.15 (192.148.1.15), Dst: 192.168.1.128 (192.188.1_128)
version: 4
weager engihi 20 bytes
% DifFerentisted Services Field: De00 (OSCP Ox00: Default; ECH: OxGa)
Total Length: 297
idertification: Cwdsdl (17%85)
# Flags: Ox00
Fragnemt offset: 4
Time to Tive: 64
protocol: ube (0x11)
® wegder checksun; dxafad [correct]
Source: 192,188.1,1% {182.14) )
pestination: 192.168.1.128 (192.168.1.128)
= User Datagran Frotacal, Sro eort: 5060 unsa] BET PorT: 5060 {50600
o porT: SO60 (50607
rin ‘on port: 3060 (1080)
|.e1|.1h
chacksim: "hJ?.h [corract]
= sessfon IniTTarion FROTOCO]
% Status-Line: STA/Z.0 140 Tryding
# Message Header
G0 L .13 BF G674 Se 00 g0 T
10 4d 41 OO 00 40 11
o 13 4 @ 15
30 30 20 o4

0 3 34 e 69 T0
B0 e 31 34 38 22 31 2e 51 3% 3e od O
Fa_FN 1IN AW An SR A6 %4 4% 0d ma

Figure 12.11: SIP Protocol and Debug: TRYING

The analysis of this message is very similar to the previous one, only the most
important differences at each level will be indicated.

At the link level we can see that the mac address fields are inverted since the
frame is sent in the reverse direction, from the videophone to the softphone.
Again in the type field we see that there is IP as the next header.

At the network level, it can also be seen that the IP addresses have been inverted
just like the Mac ones. As the most important difference, we can see that the size
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of the datagram decreased since this message does not encapsulate any auxiliary
protocol.

Regarding the UDP header, it can be verified again that it differs by 20 bytes from
the IP header.

The application-level message is then checked to be the TRYING mentioned above.
The next message is the RINGING, we can see its capture, here it is important to
take into account that the direction of this datagram is the same as the previous
one (trying), coinciding with what was theoretically anticipated.

o Protocal | Infn
rlPhD ;:mltlit ;&m!: £1p 1928167, 168, 1,15, with sesston description
atus!
'nn)-ﬁ SraTis! 206 ow, with sessfon descriprion

.1.13E8 =
+ Frane B0 (377 Bytas on wirg, 377 OyTes capiured)
= EThernet II, src: -|um1ra_10 werch (OeisToshiec o), DST: Asfarock 062740 (0015007 %62 74 s3]
* De!Llnat‘.un_‘ asdarock 96:74:%e {ob:13 H T BT
W Source: tuawedTe_i0zec:ch (OD:eG:Fc:i30iecich)
Tyag: 18 (OROBO]
= Inernet protocel, sec: 192,168.1.15 (102.146,1.15), osvi 102,.168.1.12% (L02.168.1.128)
version: 4
Header Tength: 20 bytes
& pifferemciatad services Field: owo0 (osce 0x00: oefaults) EcN: Ox00)
Tl Lengrhi 363
Idertification: Ox4642 (L70ER)
# Flags: 0x00
eramment offset! 4
TiHe o Tive; &4
Pratocols upe (011}
W Header checksum: oxafea [correct]
sourcer 192.163.1.15 {102.156.1.15)

RTE PaylDad TYRG-COMTGRT Midse (ald), SS8c-4i7INEAEE, SAG-5502, TIMe=D

pesrinatfon: 192,168.1,128 (197.168,1,128)
= Usér Datagram Frotacal, Sec Ports 5060 (HISA), Dt Port: 1060 (50603
Scurce port: 3060 30803
pestination port: 5060 {50800
LengTh: 343
checksum: D839 [correct]
# Session Inftiation Protacol
® STatus-Line: ST8/2.0 180 &inging
® MEFRAge Header
[FOnT on 13 Bf U5 4 o a0 oo Tc 30 Gc of 09 OO0 45 00
010 01 &b 45 42 0D 00 40 11 af &0 c0 a8 0L of <0 ab
020 -JI 80 13 o 13 o d 3 T8

2040 ."2 6F 6d 3= 20 22 L 82 33 22 3¢ TI &8 T 3a 34
030 31 32 33 34 40 31 35 12 Qe 36 38 2e 31 le N 1’.{4’5’_“: J1BS. 1. 1
060 35 3e 3b 74 61 67 30 64 31 39 31 34 34 o4 Od itag-d 125l44d.

g
e

o070 0a 54 6F 32 20 3Ic 73 6@ TO 3a 31 30 3T 40 31 39 To b |I:\ 192005
D0BO 32 2@ 31 36 33 2@ 31 2 31 35 38 3b 74 61 &7 3d 2.168.1. 153} 'rag-
Wi AW T1 %0 RE IA R0 AR %4 M N3 4% 51 RE 71 ¥a 20 Masmard

Figure 12.12: SIP Protocol and Debug: RINGING

Here it is verified in the mac and ip address fields that the direction of the mes-
sage is again from the sip phone to the eyebeam. At the application level we can
verify that it is a ringing message.

The next message is a 200 OK, sent from the softphone. The screenshot is shown
below:

L Tres Seire [amraston Prozl | infa

“u38D08 107 1RE.1 138 Ta2.166.1.15 B b\.l)l u LWM§S ssn:-ds:;nsi;i Saqe5501, Thewsd
169 10056080 192.168.1.138 A9d, 166.1.15 Ll Fayload typescomfort nolse Eﬂ \ SERCd STERSMTE. mlﬂm Tlresd
170°10,036123 157.108.1.138 180.308.1113 mE Fayluad tyse-Comfont nofse Cald) SSICASTASNE, Sepedindi Theect
172 10,077386 192.168.1.128 163,168:1.15 i TYREITUST 6. 711 PCMi, S582a457305433, Snomi303, TimesT7L70. Mark
[= Frame 167 (534 Lytes on wire, G54 EiRE CAptursd)

& ETREFAAT I, SMC: HUSw1TR_30:80I06 (00:&0:TCi30I6CICE), DT Astarack 574 100 (00138051 724 1080
# Interngr Protocol, Sron A02.168.1.15 €183, 168.1.15), BsT! 192.168.1.128 (L92.168.1.135)%
= User Datagram Frotocod, Src Port; SOO0 (I00), Ost Port: 5000 (50003
Source port: S080 (50600
pesTinATion port: SO60 CS080)
sangth: 506
chacksum: CwcS3c [correct]
= ‘Session Inhia:i\:ﬂ Frotocol
® status-Lire: SIFA2,0 200 oF
& MEssage meader
= nns.agn b
Session bescription Protocal
Zes=zfon Descriprion Protocol version (W) 0
* IS‘\-"!!I' Craator, Session Id a): Hiswef -xﬂ‘wre 2T47e CL6TILIE6 TN TR4 197 1681
s&sslon Mae (5 ip call
@ comnoctian Trifo fon (cl: Ik P4 103 16H.1.15
# Time pescripr ctive time {1i: 0 0
= wedia Cescriprion, rame and sdoress dn): sudio 3338 aTRfave 0
medis Type: audio
Meddia POPT? 3334
MEdla ProTol RTR/Awe
Macia Format: IFU-T G, 711 PCHY
% Media Attribute (o) rtpmap:d FOAUSBOOO

[0 T TE OB 00 FC 30 o c5 06 00 45 00
oLo n‘ 054E 1900 50 4D 4% ag ot co 83 01 OF 0 38
) Hwliclaan f4 c33c'33 49 50 2f jiie
010 30 3 30 50 20 AF ab 0 da 46 71 BF Bd 1
G40 g2 34 32 33 @4 2 3c 73 60 70 33 Ji 32 33 34 40
050 31 3932 Je 31 34 38 2a 31 Jo 3135 3a3b M4

P
. L.1%» ita
oo AT 51 o ! 327 39 31 34 34 o4 0d Oa 34 OF 3a 20 l?-d'_?‘!lﬂ 4d. . To

w e L] 5a 31 59 3 40 31 39 37 2e 31 36 38 n’sl;lsl‘:iJ U.l‘l? 1’5U

Eo

);i*"nt?itail‘rl Bl &7 3d &4 31 30 RS 38 4T agedd
L £ fa 5% A1 33 0 3% 30 49 do BA  Ofd cse a1 e

Figure 12.13: SIP Protocol and Debug: 200 OK

This message has the function of confirming the acceptance of the call.
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Here it can be seen that there is an SDP message encapsulated in SIP in order
to confirm the codec that will be used in the communication. In this case, G.711
U-Law is confirmed as previously anticipated. This will be discussed in detail later.

The following messages are from RTP, the first one contains a Comfort Noise
message, this serves to accommodate the parameters of the FIR filters that will
emulate a slight noise when detecting silences for user comfort. Here you see
this type of message given the codec being used, G.711 does not come by default
with this option, therefore this facility is made.

o, . | Twe Source Destinetion Frotocal  Tnfo
148 10.038008  152.168.1.128 152.188.1.15 RTF  Payload typesComfort nolse (old), SSRC=4357383433, Seqa1502, Tinesd
% Frame 150 (58 DyTEs On wirE, 39 Byles Captured

11
# Exhernet IT, Src: asiarock 9:74:9& (00:13:8F:%96:74:9e]), Det: HuaweiTe 30:ieciof (00:e0:foiln:ec:ca)
+ Internet Protocal, Src: 192,188.1.128 (192.188.1.128), Dst: 192.168.1.15 (192.188.1.15)
+ USEr DaTagran Frotocal, Src Port: B440 (9440), OsT POrTI 3334 (3334)
= EEd1-TINE Transport Protocol
= [Strean sstup by SR (frame 1870]
Setup frame: 167
Is.sup MeThod: S0P]
A0 cae. = vErETOR: AFC 1ERS version (20
falla wana = =adﬂ11u False
o0 ... = Extension: False
. D000 = con’rrIbu(‘i'\g source 1dantifiers count: O
. = Marker: False
payioad type; Comfort nedse (old) (183
Sequence numoer: 5302
TimesTamp: O
synchronization sowce fdentifier: 457305433
Payload: 00000000

12 oc eo T fF :lb 1 T 06 74 GE
10 [ LD co as oL s
o g

Frane & on wire, YTRE Capird
4+ ETRErFMET I, Src! Asfarock_96!74:08 (00:13:8T206:74:0@), DsT! MuaseiTe_30:acics (00:e0:fc!30racios)
& Irtornet Protecal, €rc: 103.168.1.138 (1021681 128), bst: 102.188.1.15 {192 168.1.15]
+ User Datagram Protocol, Src Port: G440 CMAD), Dst Port: 3334 (33343
- heal-Tine Trarspart Protacol
[strean setup by SC@ (frame 1671]
[s=tup frame; 187]
[s-:wp Hethod: S0P
10, = version: RFC :I.E“S version (2]
= Pacding: Fals
= Extans fon; =q1se
= Contributing source TdentiFiers count: 0
= Marker: Trisd
Fayload Type! ITU-T G.711 POHU (03
SSquUence rmMber: 5503
TimasTamp: 77130
synchranization Source fdentifier: 457305433
Fayload: FRFREREEERFERRFEFRREREREFRFFREREFFRRERERFERRRRER. . .

OL0 00 c3 15 Sa 00 00 80 11 a0 ab 0 a8 0L BO o0 a3
020 1 GF 24 =0 0d 0% 90 b4 1d 33 80 B0 13 7 00 01

o0 00 a0 Fo 30 &C cf 00 I3 57 U6 T4 Ge 0o 00 45 OO0
o
G030 2d 40 1b 4% ac es FF £f FF fF fF £f FF FF ff FF

Figure 12.14: SIP Protocol and Debug: RTP

The following message is sent from the software to the videophone and it is an
ACK, whose function is to confirm different values of the fields sent in the INVITE
message. Let's see below how these fields match in both messages.

Denwasg 227



Denwa UC&C 4.0.1
CHAPTER 12. SIP PROTOCOL AND DEBUG

+ Frame 174 (448 bytes on '-Ire, 448 bytes captured)
# Ethernet IT, sr<: Asfarock_$6:74:9%e (00:13:8F;96:74:0e), Dst: HuaweiTe_30iecich (0D:ed:foi30iacich)
& INTarnet Protocel, Sre: 192.168.1.128 (192.16B.1.128), psr: 192.168.1.15 (192.168.1.15)
# USEr Datagram Protocol, SPc Port: 5060 (50600, pst Port: 5060 (50807
= sesston tnitiation Protocol
+ Request-Line: (a0 ETp: 75058152, T65. 1. 15 S1R/2. 0]
= Message Header

TG VAT : d12§144d
ETH azucef&csszzssfmc-:méﬁg}

—feq: 1 ack

B [E

Content-Length: O

= A
[frame 78 EQ:T.? bytes on wire, Gi7 bytes =
thernet II, Sro; Asfarock_S6:74:%9e (0Q:13:8F 08:74:%e), Dst| HuaweiTa 30:ec:ch (0f:ed:fo:30:ecich)
nEarnet Protocol, Seci 192.168.1.138 §192 3683 1280, Dst: 192.168.1.15 (192.168.3.15)
SE&F DATagram Protocel, Sro PORT: SOG0[CS0EQ0, $st Port: 5069 (50600
egeion Inftiarion Prn'r.ocu‘l )
Reguest-Line: CIMVITEIES‘I;J TTO2E102. Ies 1. 15 [S1F/2.10]

1 Messzge Header
Wia: SIP/2.0/UDP 1‘32.163.1.123:51}63: branch=z4 [ H?Sd:—BE7CE¥ZD225506‘S—1——§7543—:rpur’t

L SyMax—Forwards: 0]
®
®
4

TE 5B e]

Contact; <sip:lX348192.1466.1.1258:9 I):E
To: <sip: G067, 166,1.95:]
4 F i i 2 '.L 38 csipill 4B 00, 16-8 ‘L 1o tag=dl2tlisd
all- 42 DcEr . 355t

. :l INVITE
Allow: INVITE, &Ck, CAMCEL, OPTIONS, BYE, REFER, NOTIFY, [MESSAGE, SUBSCRIBE, INSO
content-Type: application/sdp
Supported: eventlist
[User—agent; CounterPath eyeBeam release 30130 stamo FIGI6]
Content-Length: 33%

# Massage body

Figure 12.15: SIP Protocol and Debug: ACK

From now on the exchange of audio over RTP begins. As can be seen in the first
graph of the exchange of messages, there are only packets from the videophone
to the softphone, this is because at the time of the captures we did not have a
microphone on the PC, therefore no packets were sent in this sense. Below is
just an example RTP packet.

M A8, 1,15 L
3 Erame 205 Lald hs-'les of wire, 114 b)ﬂ.es camweﬂ)
* Ethernet 11, Sr<; HuaweiTe 30:ec:cl (O07el:foidoiecicdl, Det: asisrock 9:7dibe (00:13:8F o0 :74:9e]
« Intermet Protocol, Sre: 192.183.1.15 (182.148.1.15), 0st: 192.14B.1.178 (192.188.1.128)
+ Wser Datagram Frovocal, Src Sort: 3334 (33340, ST POCT: MAD (MA0T
= meal-Ting Transport Protoce]
# [strenm setup by SOF (Frame 783]

. = wersdon: RFC 1E9% versian (23
= vadding: Falsa

= Extersion: False
caes D000 = Cortributing source jdentifiers count: 0
Bns zana = Marker: False
Payload Type: [TU-T G.711 PomMu (00
SEqUENcE FAUTEEr | 44
Timestamp: 11E240
Synchronization Zource identifier: SE4B872S
Payioad: FPTATETEELFAFAFAFETOTCTCTDEFFCFEFBFEEF TATATOTETA, -,
000 Oh 17 BF B8 74 Se 40 e0 Tc 10 ec oo OF OO -H 50
O cB 48 T1 OO OO0 40 11 aF:l-lcO a8 o1 of c
20 01 80 0d 05 24 a0 00 b4 ibBDEOCOlcOEI]l
30 <d g0 0F of 50 fd 77 7a ru 7e fe fa fa fa fe 7d
PO Foc o rd T fcfafhfe ff 7b 7h 7d 78 Fa 7c 7a
T4 Tx Fn AP e As #5

\Gh Te AR RE #e #G Pe Be 8P TH

=
=]
=
=

Figure 12.16: SIP Protocol and Debug: Audio over RTP

In this example, the communication from the softphone was terminated. Here
it is seen, since it is that end that sends the BYE message. Below we can see the

capture of this packet.
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Mo, Time: Source [iestinabion Pratocdl | Info
032 SR L R ) P P 02,168 1. 2 :

Frame 2032 (470 bytes on wire, 470 bytes captured)
Ethernet IT, Src: Asiarock_96:74:%9e (00:13:8F:96:74:82), Dst: HuaweiTe_30:ec:ch (00:ed:fci3d:ec:cé)
Internet Protocol, See: 192.168.1.128 (192.168.1.128), DsT: 192.168.1.15 (192.168.1.15)

User Datagram Protocol, Src Port: 5060 (50600, Dst Port: 5060 (50400

session Initiation Protocol

#® Request-Line: BYE sip:736581%2.148.1.15 SIR/2.0

= Message Header

wia: SIP/2.0/UDP 192.168.1.128;5060; branch=z%hcabk-dB7543-3F 56022 5bb3 04 24b-1-—dB7 543 rport
Max-Forwards: 70

Contact: «sip:i2346102,14668.1.128: 5060

To: «sip:102@192.168.1.15>; Tag=dlaeBafd

From: "1234"<sip:12346192.168.1.15>; tag=dlzoidsd

Call-I0: 420c6faccss23 550G eHg.

cseq: 2 BYE

User-agent: Counterfath eyeBeam release 3013c stamp 23916

REASON. USEF HURG Up

content-Length: ©

[PCO0 OO el fc 30 ec <6 00 13 OF U6 74 O OO U0 A5 U0  ..eleeee soTeseEs
o10 OL B 16 Bc 00 00 B0 11 G b0 c0 a8 01 80 €0 a8 . ...ovn aena.o.s
0020 OL OF 13 o4 13 of 01 b4 bf af 42 52 4% 20 73 63 ........ .. BYE si
D030 70 3a 37 33 36 36 40 31 36 33 2o 31 38 38 Ze 3 p:TI6Ael 02.188.1
0040 2 31 35 20 53 49 S0 2F 32 2e 30 0d Da S B9 6L .15 SIP/ 2.0,.via

e B mA BB am EA ME 3 T~ DA 9F EE 24 EA A 37 3R P ETRSY AAEE 1R

N

+

o

Figure 12.17: SIP Protocol and Debug: Cut Request

As seen previously, this message notifies the termination of a call. At the other
end, this message is answered with a 200 OK confirming the end of the call.

[ Time Souree Dastination Protocel | Info
[ J038 I7. V00450 102,168 . 1.15 192,068, 1.1~ EIF  &rart

+ Frame 2038 (317 bytes on wire, 317 bytes captured)
+ Ethernet II, Src: HuaweiTe_30:ec:ch (00:e0:fc:30:ec:ce), Dst: Asfarock_96:74:%9e (00:13:8F:06:74:02)
£ INTernet Protocol, Sre: 192.168.1.15 (192.168.1.15), DsT: 192.168.1.128 (192.168.1.128)
# User patagram Protocal, Sec Port: 5060 (506800, Dsr Port: S060 (S060)
= Session Initiation Protocol
+ Status-Line: SIP/2.0 200 oK
= Message Header
# From: "1234%«sip:r123481062.168.1.15>;tag=di28l44d
# To: <sip:lo2®l92.168.1.15>; Tag=dloesofy
CERG: 2 BYE
Call-ID: 420chficcis2355FBosmdetg.
via: SIP/S2.0/UDP 192.168.1.128:5060;branch=z0h54 b -dB7 54 3-37 56962 5bb304 24b-1——dB7543 - rpOrt=5060
content=Length: O

Ou0 00 L1d BT 90 74 Se 00 g0 TC 40 &C <o 08 00 45 00
010 ©1 2f 4b b0 00 00 40 11 aa 2e <0 a8 Ol Of <0 a8 ad 5
020 0L 80 13 c4 13 ¢4 01 1b <3 37 53 49 50 2f 32 Ze oK . «TSIP/2.
030 30 20 32 30 30 20 4T 4b od 0a 46 72 &F ad 33 20 0 200 OK ..From:
040 22 31 32 33 34 22 3C 73 6O 7O 3a 31 32 33 34 40 “1234"<¢s 1p:1234m
1 Akt

AEMA 21 A 3T 3o 31 TR IS n F1 o F1 FE o FROT4 &7 1A 1ee

Figure 12.18: SIP Protocol and Debug: Cut Confirmation

To finish with this scenario we can conclude that the theoretical framework pre-
sented above was met. Communication was established within normal param-
eters, successfully. No unexpected messages found. The link layer, network and
transport fields that were analyzed in each case coincided with the expected re-
sults.

12.4.3.2 Successful call from videophone to softphone

Observe and analyze the establishment, progress and dis-
connection of a communication with both available devices, as well as note dif-
ferences with the previous case.

The scenario in this case is as follows:

1. User A (Huawei phone) calls user B (softphone).
2. After letting the softphone ring, the call is answered.
3. Wait a few seconds. User B ends the call.

The following figure shows the flow of said call:
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Graph Analysis

Time 192.168.1.15 192.165.1.125 Cormment

12,311 i : ﬁﬂﬁéﬁ%&”ﬁl SIF From: zip:7266 @192.168.1.128 To:sip:Callee @102 168.1.128
12,404 S|P Status

16,364 RTP Mum packets:3 Durgtion:0.000s ssrc:114341184

16,380 RTP Num packets 56 Duration:1.099s ssro:114341184

16,395 -8 5IP Status

16,451 5IP Request

16,463 RTP Num packets:344 Duration:f.865s ssro661251485

23,311 5IP Requast

23,350 SIP Status

Figure 12.19: SIP Protocol and Debug: Call Flow

12.4.3.2.2.1 Invite The callisinitiated by User A, using the INVITE method. Itis
interesting to see the bytes of the message as they are presented by the ethereal:

Bter: [#ip * Expresson.. Qe Apply

M. - Tirvwr Dastination Pﬂ!tﬂ(d Infa

192.168.1.15 SIp 180 Ringing

.13 %
15 2006-11-20 .323307 192.168.1.128
210 2006-11-20 21: 314542 192, 168.1.128 192.168.1.15 SIP/SD Status: Zo0 oK, '\v‘ﬂl‘l session ﬂl!cl’fﬂﬂ
2147°2008-11-20 21: <380507 162,168.1.15 162,188.1.128 SIP Request: ACK sip:Calleeflo2.168,1,128
750 2006-11-20 Z1:05:03.229863 192,168.1.1328 192.168.X,15 £IP Request: BYE s1pr736680192.168.1.15
7E3 2006-11-20 21:07:03,269360 192,168.1.15 192.168,1.128 SIP STATUS; 00 ok

Frame 168 (737 bytes on wire, 737 byTes caprured)

Interpet Protocal, Srot 192.168.1.15 (1%2,168.1.150, Dsti 162.168.1.128 (102.168.1.128)
user Datagram Protocol, SPc FOPT: 5060 (50600, DEST POPT: 5060 (30600
- Sess‘lon In'lt‘lat']on Prutnco'l
5 VITE sipiCallesslyl, 16

£
=
& Ethernet II, Src! HuawedTe 30:eciceé (00:e0:fcridrectcd], Dst: Asiarock 06:74:0s (00:13:8F:96:74:08)
*
&

+ MESSAGE RedC
& Message body

POI0 o1 B0 13 ¢4 13 o4 h'i-

36 38 2e 31 Ze 31 32
3% 33 3B 30 37 &4 Od Oa
34 43 6l S 6c 65 63 40
31 2e 31 32 3B 3e Od 02
ar aF WA 28 Ad fim

36 36 40
(070 3e 3b 74 &1 67 3d 62
0BG 54 &F 3a 20 3¢ 73

000 31 30 32 Je 31 36
whad 23 B3 AE T1 3. AA dE

Figure 12.20: SIP Protocol and Debug: INVITE

It can be seen that the message is encoded in ASCII, which makes it easy for users
and administrators to decode. The cost of sending messages in plain text is a
higher use of bandwidth, but as we will see below, signaling under normal con-
ditions requires few messages to establish the call.

As can be seen in the figure, 3 segments are identified within the INVITE mes-
sage:

s Request Line: |n this section of the message you can mainly see the SIP
Method used (INVITE, TRYING, etc.) and the SIP version. Unlike H.323, SIP
does not ensure backward compatibility between versions, so a method sup-
ported in 1.0 might no longer be used in a later version.

In the case of the INVITE message, you can see the recipient (TO) of the mes-
sage:[ |mailto:Callee@192.168.1.128 ]Callee@192.168.1.128

INVITE sip:Callee@192.168.1.128 SIP/2.0

m Message Header: The SIP header can be seen in the following figure:
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® Frame 168 (737 bytes on wire, 737 bytes captured)

Ethernet IT, Src: HuawelTe_30:ec:ct (00:e0:fo:30:ecicE), Dst: Aslarock _96:74:9e (00:13:8f:96:74:98)

# IAternet Protocol, Srci 192,168.1.15 (192.168.1.15), Dst: 102,168.1,128 (192.168,1.128)
¥ User Datagram Protocol, Src Port: $060 (50607, Dst Port: 50860 (50607
= session Initiation Protocol

4 Request-Line: INVITE sipicallesfl92.168.1.128 SIP/2.0

= Message Headsr
& From: <sip:7366@152.168,1.128>; tag-bat3607d
# To: <sip:icalles@1%2.168.1.128>
CEeq: & INVITE
call-Ip: 5213e%a37R5258c0ldlblccOba®3807dRl92. 168.1.15
via: SIPS2.00UDP 102,1468.1.15:5060; branch=20hz4bkbas3807da

Contact: <s5ip:7366M192.168.1.15>

Max=-Forwards: 70

allow: INVITE,ACK,CANCEL,OPTIONS, BYE, REGISTER, PRACK, UPDATE, INFO
Content-Length: 274

content=Type: application/sdp

¥ Massage body

Figure 12.21: SIP Protocol and Debug: SIP Header

The SIP header is made up of the following fields delimited by ASCII 13-10 (CR-
CF):

o From: The FROM field is the logical identifier of the User Agent that gen-
erates the request (UA Client). It is made up of the URI (Uniform Resource
Identifier) and optionally the DISPLAY Name parameter, which isthe name
that will be displayed if the user has the active caller ID service. Addition-
ally, within the FROM is the TAG parameter, which is an identifier gener-
ated by the user agent client at the time of making the request. This iden-
tifier, together with the parameter with the call identifier (Call-ID), serve to
identify the dialogue between the User Agent Client and the User Agent
Server (UAS).

In the following figure you can see the FROM field captured, within the
INVITE:

= Session Initiation Protocol
# Reqguest-Line: INVITE sip:Callee®l52.168.1.128 SIP/2.0
= Message Header
= From: <s1p:73608159.,168.1.128%;

SIP from address: sip:736081092.168.1.128
SIP tag: ba93807d
# To: <sip:Callee®l92,168.1.128>
CSer: 6 INVITE

Figure 12.22: SIP Protocol and Debug: FROM Field

Itis interesting to note that in this case the URI: 7366@192.168.1.128 is using
the Videophone identifier (7366), but the IP that was used to form said
message is that of the softphone. This is because the UACs make up the
URI using the IP of the SIP-Proxy, and in this scenario, since the terminal
was configured to work in peer to peer mode, the recipient’s IP is used.
The tag that was generated to establish this dialog is: ba93807d.

o To: The TO field indicates the logical recipient of the order. The UAC gen-
erates the TO field from what is entered by the videophone user. In this
case, the call was generated by dialing the IP of the destination, so the
UAC client generated the URI automatically:
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# Reguest-Line: INVITE sip:CalleeBl52.168.1.128 sS1iP/2.0
= Message Header

+ Fram' <5ip*?3&6@192 168 T 148} tag=ha®3807d

SIP o adﬂress. s1p Cal1ee@192 168.1.128
Figure 12.23: SIP Protocol and Debug: TO Field

The automatically generated URI uses the string "Callee@-<dialled IP>".
Note that the TAG is not being used within the TO.

o €CSeq: This parameter defines the order of the transactions. It consists of a
sequence number and a method. This sequence number is incremented
by 1 at a time. In the case of this capture, this parameter has the value:
CSeq: 6 INVITE. The method used to build the CSeq must be the same
method used to generate the dialog.

o Call-ID: This parameter is a unique identifier that will group together a
series of messages. It is mandatory that it be the same during all the
messages that are exchanged between UAC and UAS. To ensure that the
identifier is unique, it is recommended to use RFC 1750. (Use of crypto-
graphically random identifiers)

The captured call-ID is:

] Call ID: 5213e9a3785258c01d1blccOba93807d@192.168.1.15

It is interesting to note that the UAC of the Videophone uses its own IP as
part of the new call ID.

o Via: The VIA parameter identifies the transport protocol and the location
where the response should be sent. The UAC must insert this parameter
compulsorily whenever the request is generated. It is important to note
that this parameter is present in messages sent by UAC only.

The VIA field includes the Branch parameter, which is used to identify the
transaction within the UAC. This parameter must be unique.

RFC 3261 specifies that the default value of the Branco ID begins with
z9NG4bK. In the screenshot you can see that the transport protocol is UDP,
and its IP and port is that of the Videophone.

1 Via: SIP/2.0/UDP 192.168.1.15:5060;branch=z9hG4bKba93807da

o Contact: This parameter is used to identify the specific instance of the UA
where requests can be sent, outside of the current dialog.
In this capture, this parameter has the value:

1 Contact: <sip:7366@192.168.1.15>

o Max Forwards: This parameter is used to limit the number of hops that a
request can transit. By default this value isset to 70 hops. If this parameter
reaches O, the call is terminated with code 483 (too many hops).

o Allow: Indicates all the methods supported by the UA. If this parameter
is not present, it does not mean that the UA does not support any meth-
ods, but rather that it did not provide them itself. This message seeks to
optimize the number of messages needed to complete.

In the case of the invite message, this parameter included:

1 Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REGISTER, PRACK, UPDATE, INFO
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o Content-Length: Indicates the number of bytes in the message body. If
there is no information in the message body, this parameter must be set
to 0. This parameter can be abbreviated using "I:".

In this case the length of the message is:

w‘ Content-Length: 274

o Content-Type: This parameter indicatesthe type of information contained
in the body. Some examples are: Content-Type: application/sdp c: tex-
t/html; charset=1SO-8859-4 In this case, the protocol that was used:

w‘ Content-Type: application/sdp

m Message Body: The body of the SIP message, as seen in the header, is using
SDP:

# Request-Line: INVITE sip:Callee@l92.168.1.128 SIP/2.0

+

Ma

Message Header
55 3

2 body
on Descriptlon Protoco
ss1on Description Protocol version Cv): O

) Owner/Creator, Session Id (o): Huawe!-vPhone 27475 0956751514 IN IP4 192.168.1.15

Sesslon Name (s): Sip call

connection Information (c): IN IP4 192.168.1.15

Time pescription, active time (t): 0 O

Media pescription, name and address (m): audio 3334 RTPSAVP 8 O 15 4 97
Mediz attribute Ca): ripmap:8 PCMA/BOO00

Media attribute (a): ropmap:0 PCMU/EBO00

Media Attribute Ca): rtpmap:ls G72B/BOO0

Mediz attribute (a): rtpmap:4 G723/8000

Media attribute (a): rtpmap:97 telephone-event/BO00

Mediaz attribute (a): fmtp:97 0-1%

Figure 12.24: SIP Protocol and Debug: Message Body

The Session Description Protocol is defined in RFC 2327. The advantage of
using an additional protocol to set the parameters that will define the ses-
sion establishment is that this allows SIP to be easily adapted for both voice
communications and multimedia applications.

The SDP protocol consists of different tags, each of which describes a partic-
ular parameter of the session. You can see the following parameters:

o v - SDP Protocol Version

o 0 — Owner-Creator, Session Id: Within these parameters you can see the
session identifier, the IP and the owner:

E Owner/Creator, Session Id {o): Huawel-vPhone 27475 0956751514 IN IP4 192.16B8.1.15
Owikar Username: Huawsi-vehong

Zecsion ID: 27475

session version: 0056751514
owner MNetwork Type: IN
owner Address Type: IP4
cwner Address: 192.168.1.15

Figure 12.25: SIP Protocol and Debug: Owner Username

o ¢ -Connection Information: This parameter presents the IP where the au-
dio stream should be sent. In this case it is the same IP of the VideoPhone:
192.168.1.15.

o t- Time description: It is the time that the audio stream has been active.

o m- Media Description: This tag has the description of all the codecs sup-
ported by the UAC that started the conversation. The media type is spec-
ified, which informs that the content of the session is audio, the media
port, which defines the UDP port that was assigned to receive the RTP
stream. Audio codecs (video or dtmfs) are identified using standard pre-
sets: 8 G.711A, 0 G711U, 4 G.723, etc.
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= Media De Aptlon, name and address (m): audio
media Type: audio
mMedia Port: 3334
Media Proto: RTP/AVE
Media Format: ITU-T G.711 PCMA
Media Format: ITU-T G.711 PCMU
Media Format: ITU-T G.728
Media Format: ITU-T G.723
Media Format: 97

Figure 12.26: SIP Protocol and Debug: Media Description

As necessary, each codec adapts its parameters using media attributes:

0 a — Media attributes: In the figure you can see how the different param-
eters are specified for each particular codec. The attributes are related to
the codec via the "Media Format” parameter.

= Media pescription, name and address (m): audio 3334 RTP/AVP B 0 15 4 97
media Type: audio
media Port: 3334
media Proto: RTR/AWP
mMedia Format: ITU=T G.711 PCMA
Media Format: ITU-T G.711 PCMU
media Format: ITU-T G.728
Media Format: ITU-T G.723
media Format: 97
bute (a): ripmap:s PC
Media attribute Fieldname: rtpmap
media Format: 8
MIME Type: PCMA
MIME typa: PCMA
¥ Media attribute Ca): ripmap:0 PCMU/S000

Figure 12.27: SIP Protocol and Debug: Message Attibutes

12.4.3.2.2.2 Ringing This message is sent by the UAS (in this case, the softh-
pone) toindicate that the user is being alerted about the invitation. Itisimportant
to note that compared to scenario 1, the TRYING message is not being sent. This
is typical of the softphone implementation, since there is no interface to excite,
as for example in a telephone in which there is an interface with an analog line,
which takes a while until it starts ringing.

Eter: Isd *  Eupeession.. Clar Apply

hia. « Time Source Deestmation Protocal | Info
168 2006-11-20 21:04:52. 229774 102,168 15 192.168.1. 128 SIP/S0 REQUEST: THWIT
(L ] o

E sip:icallesdls? 1680

8o 20 U F Oy
Z10 2006-11-20 21 6, 314542 192,168

w15 th session de
214 2006-11-20 21 4, 389597 192,168.1,15 192,168,1,128 1P equest: ACK sipiCallecelD2,168.1.1
750 T006-11-20 31:05:03. 229843 102.168.1.128 192.168.1.15 SIP Request: BYE sip:72886192.168.1.13
753 2006-11-20 1105503269380 192.168:1.15 192.168.1.128 SIP STarus: 200 ok

<

@ Frame 169 (402 bytes on wire, 402 byTes captured)
= Ethernet 1I, src: aslarock_96:74:9e (00:13:BF:06:74:10e), Dsti muaweiTe 30iecicd (00ied:foi30iecich)

@ Internet Protocol, Src: 192.168.1.128 (192.168.1.128), Dsti 192.16B.1.1F (192,163.1.15)
& User patagram Protocaol, Sre Port: 5060 (50600, DST PorT: S060 (50607
o sezsfon IniTiation ProTocal
® Status-Line: SIP/2.0 180 Ringing
= MESSage Header
wia: sIp/2. 0/upP 192,.168,1,15:5060; branch-20hc4bkbad3807da
% contact: <sip:calleedldZ.168.1.128>
3 To; «<sip:Callesfl|Z 168, 1 128> tag=256L6T 54
4 From: c3ip:73664102,168.1,128>; tag=ba%3B07d
Call=10: $213e9a3765258001d1bloctba®iB0ToeLe2 168,1.15
cseq: 6 INVITE
user-Agent: counterPath eyeSeam release 30030 stamp 23918
Content-Length: 0

Figure 12.28: SIP Protocol and Debug: Ringing

Looking at this message in detail, and comparing it against the fields previously
seen in the INVITE, it can be seen that:
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. THE FROM and TO sent in the INVITE header ARE MAINTAINED, that is, the

UAS does not change the values provided by the UAC. The only difference is
that the UAS adds the TAG in the TO, with which the call is identified by the

Call-1D, tag provided by the UAC, tag provided by UAS.
The CSeq maintains the identifier provided in the INVITE.

3. The VIA parameter maintains the same values as in the INVITE, and the same
is valid for the Branch.
4. The CONTACT parameter is updated with the values of the UAS.
It is interesting to see a detail of what happens once the Ringing message is re-
ceived:
ehe [eip or g = Epesszon,,. Cher apoly

EUS
208
07
209
2‘10

212
213
214

2.‘;6
ZET:
18
219
220
21

2006-11-20 2 OB THEas 50 1PE L 108 192,168,1. e Payload ToREacONPaeT NOTZE CElaT: Sheel]

1.15

2008<11-20 21:04 :546. 262907 152.166.1,128 192.1468.1.15 RTF Payload type=Confort nolse En'ldg_ SSAC=1]
F006-11-20 21104156, 262950 192.165.1.1.28 192,163.1.15 RTE Payload Typescomfoert nolse (old SSN:'.-!J
2006-11-20 2110456, 200354 102,166.1.128 192,164.1.15 RTP Payload Cype=ITU-T G711l PoMa, SSRC=114.
2006-11-20. 21104 =56, 314 542 152, 166 1,128 197.188:1.:1% SIPS50 Status: 200 ox, with session dlscr'lp:inn
11 2006-11-2Q 21:04':56. 328350 102 . 166.1,128 192,168.1.15 RTF Paylaad type-l'ﬁu-“l' 6. 711 pCMA, SERCE11434
F006-11~-20 21:04 ;54, 340969 152.166.5.128 182.168.1.15 -RTF PayToad type=ITuU-T G, 71l PCMA, SSRO=1143c
2005-11.-30 21104 155, 347287 192, 16E.3,128 193.153,1.35 RTP Paylaad Type=ITU-T G, 711 PCMA, SSBO=11434
Z006-11-20° 21404356, 365597 152,166.1.15 192,168,1.128 S1F REGUEST | BCH S1piCal1eeSi92. 168, 1 12E
2006-11=20 2104156, ITAEL 162 1661128 192.168-1:.15 RTF Payload type=ITU-T G. 711 PCMA, SERC=11434
2004-11-30 21104545, 362293 102, 166.1.15 192.143.1.128 RTP Payload Type=I1TU-T G. 711 POMA, smc-sea.?'
BO06-11-20 21104556, 36778 192, 1681128 192:168,1.15 RTF Payload TypesITU-T G, 711 PCMA, SSEC&1143:
200%=11=20. 21104 =54, 401457 192,168,119 192.1648.1.128 RTR Payload types=TTU=T G, 711 PCMA, SSRC=T8121
2006-11-20 2140456, 406359 1592, 166. 1. 175 1982.163.1.15 RTF Payload TypesITU-T G, 711 POMA, SERC114H
J0iG-11-20 31204 1 56,422267 102, 166.1.15 182.168.1.128 ‘AT Paylosd eype=Ivu-T G.711 PoMa, SsRc=56127
2006-11-30 21:04:56. 426734 192, 168.1.128 ELF S P B ATE Paylaad type=ITU-T G. 711 POMA, SSRC=1143

Figure 12.29: SIP Protocol and Debug: Comfort Noise

It can be seen that the softphone, once | send the Ringing message, since it has
the SDP information from the Videophone, can already start sending audio (in
one direction). Before sending the 200 OK with the necessary information for the
videophone to open the channel in the opposite direction, it sends RTP packets
with comfort noise, so that the user is not left listening to a silent channel, which
would give the impression that the communication failed.
Then the softphone sends the 2000K message with the SDP so that the UAC can
open the channel, in the reverse direction.

12.4.3.2.2.3 200 OK This message keeps the same values in the parameters as

the

RINGING.

In the Message Body it can be seen that G.711 Mu (8) is being sent as the preferred
protocol, and RTP/AVP (101) will also be used for telephone events (dtmfs). Audio

will

&

F B

be directed to UDP port 9440.

= session Initiation Protocol
# Status-Line: SIP/2.0 200 ok
= Message Header

viar SIP 2.0 /UDP 192,168.1.15:5060; branch=z0hG4bkbad3807da
Contact: <5ip:calleedloz.168.1.128>

To: «sip:Calleedlsz.168.1.128>;Tag=25609756

From: «<sip:73668152,.168.1.128>;tag=bad3807d

Call-1p: 5213e9a3785258c01dlblccdba%380708102,.166,1.15
CSeq: 6 IMVITE

a17low: INVITE, ACK, CANCEL, OPTIOWS, BYE, REFER, NOTIFY, MESSAGE, SUBSCRIBE, I[NFO
content-Type: applicarionsdp

Supparted: eventlist

User-Agent : CounterPath eyeBeam release 30130 stamp 23914
content-Length: 245

2 Message body

session Description Protocal
session Description Protoco]l wversion (wi: @

& owner/creator, Sessfon Id (o): - S7F7576F &775795 IN IP4 192.168,.1.128
Session hame (s): CounterPath eysBeam

# Connection tnformation (c): IN IP4 1092.168.1.128

® Time pescription, active time (t): 0 0

# Media pescription, name and address (m): audio 9440 RTP/awP & 0 101

# Madia attribute (a): alt:l 1 ¢ 70C408F3 00000068 192.168.1.128 W40

Figure 12.30: SIP Protocol and Debug: 200 OK

235



Denwa UC&C 4.0.1

CHAPTER12.

SIP PROTOCOL AND DEBUG

12.4.3.2.2.4 ACK VideoPhone | Softphone This message confirms that the
Videophone received the 200 OK notification from the UAS, and that the port
was opened with the information provided in said message. It can be seen that
after this message, the Videophone starts sending RTP using G.711 to port 9440.

e [EEREET

* Ewpresson... Clesr fipple

|Mc|. . Time Source Diastination Frotoml | Info

£

+ Frame 214 (338 bytes on wire, 338 bytes caprured)

= Ethernet II, Src: duawedTe_30iecich (Do:ed:fo:3diec:ch), bst: asfarock_96:74:9e [(00:13:8F:96:74:9:)
# Imternet Protocol, Sred 192.168.1.15 C192.168.1.15), Dsti 182,168.1.128 (192.1668.1.128)

# User batagram Protocol, Sro Port: 5060 (50600, DSt Port: 5060 (50600

= Session Initiation Protocal

@ Reguest-Line: ACK sip:calles@d92.168.1.128 SIP/2.0
= Message Header
o From: <sfp:73666092.168.1.128>; tag=bat3aord
@ To: «sipnCallesml9?.168.1.128>;Tag=256b9756
C5eq: 6 ACK
call-1p: 321329337852 58c0ldlhl co0bad3B07 00192, 168.1.15

via: SIP/Z.0/UDF 192.168,1.15; 5060; branch=z0hGdbaadeca3ih?
Max-Forwards: 70

Content-Length: 0

Figure 12.31: SIP Protocol and Debug: ACK

12.4.3.2.2.5 BYE Softphone | videophone The first thing that is interesting is

that the BYE message is generated by the softphone instead of the videophone,
which was the one that had started the conversation.

Since in this case the UAC is the softphone, the FROM and TO are inverted, and
the VIA is updated with the values corresponding to the Softphone.

However, both the tags and the call-ID remain as in the other messages.

Flter: |sip - Erpresson.., Jear Aoply
Mo . T SOuE Diestinakion Frofocol  Info
166 2008-11-20 Z1:04;32.220774 192.168.1.13 192.166.1. 128 SIS0 Request: INVITE sip:Calles®192.148
04153, 148, 152.168.1.13 SIP 1 180 ringing =
192, 168:1.15 5T with session deser
192:168.1.128 1 Aprcalleelo?, 168.1.!
ks o 5
1 1.1

MR

Frame 750 (435 bytes on wire, 486 hyies captured)
Etharnet I, #rc: asfarock _D6:74:9s (00:13:8f:06:74:08), DST! HuswelTe_3diec:ct (OO:eD:fcii0:iacich)
INTErneT Protacol, Src: 192.168.1,128 [(192.168.1.12E), b5T: 192,164.1.15 (192.16B.1.15)
user patagras Protocol, Src PorT: 5060 (50607, DSt PorT: SO60 (50603
session rnitiarion srotocol
& Request-Line! BYE Sip:7I66ML92.168.1.15 SIF/2.0
= MEssage Header
wia: SIP/2.0/u0e 152.166.1.128:5060; branch-20hcdbk -dB7 543 -0edfsh2a34 Saf 77 a-1--dB7543-; rport
Max=Forwards: 7o
# contact: <sipicallesdl®l.168,1.128>
# To: «sip: T304660%2.168.1.1268> tag=bad3a07d
® From: esipicall 1.128>;
Call-I0: 521
C3eq: 2 BYE

Usar-agant: Cownterfath Eyebaam ralease 30130 stamp 23916
REason: Usar wung Uup
<cantent-Lengthi ©

Figure 12.32: SIP Protocol and Debug: Message Attibutes

12.4.3.2.2.6 200 OK Videophone | Softphone This message confirmsthatthe
call was disconnected on the Videophone side. It is important to note that in this
case the Content-Length is set to O because no SDP information is included.
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Ber: |5ip T Expossson,.. Oear fipoh

Mo - Tirve: Sourre Destirabion Protocol  Info
168 2006-11-20 TE704:52.229774 192.166.1,15 S1932. 166, 1,128 S1P/SD Requast: INVITE s“lglﬂa‘llim‘g? 1
169 2006-11-20 Z1:04:52.323307 192.168.1.128 -182,168.1.15 £IR srarus: 180 aingl
210 2006-11-20 ZL:04:56.314542 192.168.1.128 152,16E.1.15 S1P/S50 Status: 200 O u11'.h sesslon des
e R L T 152, 168.1.128 s1F REQUEST: ACK S"!P icallesnl o2, 168,
750 2ﬂlﬁ-ll-2lh’ 5 03, 23 B

Bﬁi 19?.1&8 1.12 _192;].6& 3.1.5 EIP Ellulst. B?E I'IFI 736681521661,
' ‘- o 5y SIP T e 0y o

L3

W Frame 743 (336 Dytes on wire, 3.6 bytes captured)
@ Ethernet II, Src: HuawelTe 30:ecich (00:e0:foidoiecicd), Dst: Aslarock 96:74:9e (DO:L13:BF:96:74:98)
@ INternat Frotocol, Sre: 162.168.1:15 (192.168.1:15), DIT: 192.168.1.128 (192.168.1.128)
@ User Datagram Protocol, Src Port: 5060 (50607, Dst Port: 5060 (50603
= session Initiation Protocol
# Status-Line: SIP/2.0 200 oK
= Message Header
W From: <sipocallesfls?.l168.1.128>; vag=2 3600756
W To: «sipi73668152,168.1.128:; tag=ba%3807d
cseq: 2 BYE
call-1p: 521i3e%a3785298c0ddlblocobatlBO7c8192,168,1.1%
via: SIP/2.0/U0F 192.168.1.125!5060; branchezohcdbr-dB7 543 -0e6fab2a34 5df77a-1--dB87543 -} rporT=5060
content-Length: 0

Figure 12.33: SIP Protocol and Debug: 200 OK - Disconnect

From the previous analysis it is interesting to note that
the FROM, TO, VIA and CONTACT parameters are adapted according to the role
that each Terminal is fulfilling at each moment (UAC or UAS).

It is also interesting to note how the flow control of SIP messages is carried out,

which justifies why most manufacturers use UDP as transport protocol instead
of TCP.

12.4.3.3 Successful call from softphone 1 to softphone 2 and vice versa

Observe and analyze the establishment, progress and dis-
connection of a communication with both available devices, as well as note dif-
ferences with the previous case.

In the present scenario there is a successful commu-
nication between two softphones. The purpose of this screenshot is to verify that
since there is no sip proxy between the devices, no trying message appears. To
carry out the communication again, both sides had to be configured as peer-to-
peer. We see below the exchange of messages.

raph Anal
Time 192.168.1.126 192.168.1.200 Comement
3572 B 2P From; sipasa@dsd Toosip wknoun@192. 1681, 200:5060
3678 SIP Sas
5424 SIP Satus
8474 RTP Num packet=:180 Duration:3 3782 ssre 333200833
B.544 SIF Feguest
8,600 RTP Num packets: 174 Duation:2 2855 sero-211106721
11 566 5IP Raguest
12080 SIP Saatus

Figure 12.34: SIP Protocol and Debug: Call Flow

Here we verify that after the first INVITE message, the other end responds directly
with a RINGING type message, ignoring the TRYING. This is again due to the fact
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that since there is no Proxy, it does not make sense in a point-to-point connection
to send this message. Next we see the capture.

Il'nl Ethareal

[Be e oo oo gwmee g ges pep
gﬂjﬁﬁﬁﬁl = = @éémzﬂzrﬁ Qaan WMEiX
(B _ x| o |

Status: 180 RANG)

sIp

192,168.1,

05 3. 678360 192,168,1, 200

1 nging

210 B.423074  192.164.1.200 192.183.1.128 SIPM Status: 200°0K, with "ss‘lw descript ion
216 B. 544072  192.168. 1 128 192,168, 1. 200 IF REQUAEST: ACK sTpiunknownddaz, 16E.1, 2005060
650 11. 886068 192.149,1.128 192.288,1. 200 SIP Requast: BYE sipiunknown®l92, 1661, 20055080
BE1 12.079850 192.163.1.200 192.168.1.128: SIP ETaTuUs: 200 0K

(& Frame 107 (464 bytes on wire, o648
B Ethernet II, src: asiarock ! .'la' i
H Irnterngt Frotocol, Src: 182,
H User Datagram Protecal, Sro Dur':
= session Inftdation eratocol

bytes captured)
S13:8F 06 3e:14), Dst: AsustekC BF:iT:8d (0d:de:ad:8F:17:5d)

468.1.128), Dst: 192.168.1.200 (192.168.1.200)

J, PET POPTD S060 (50600

Figure 12.35: SIP Protocol and Debug: Ringing

This communication takes place in normal terms just like the previous two sce-
narios. In this case we can mention that although there were no microphones
at either end, there is audio exchange via RTP. This is because as the G.711 U-Law
codec has been negotiated, silence suppression is not implemented, that is, there
is an exchange of audio but without any content. In conclusion, the previously
stated hypothesis regarding Trying is verified.

12.4.3.4 Call from videophone to softphone in DND (Do Not Disturb) mode

Observe and analyze the failed establishment in a com-
munication with the unavailable softphone.

The messages exchanged are shown below.

@ Huwaer2enDND cth - Etheieal

e GOt Yew Qo Cabae Anayze  Slalistics  Help

Bage cR xRS RevsoT2 [EF QA0 #DHE X

- B + | Esrursion. .| Qe | apen |

54 5.818439 192.168.1.128 192.168.1.15 SIP Status: 4B0 Temporarily Unavailable
57 5.878547 192.168.1.15 192.168.1.128 SIP Request: ACk s1piCalleesl92.166.1.128

@ Graph Analysis

Time 192168115 1921681128 Comment

5729 1A g711 18l 51p From: sip:7366@192.168.1.128 To:sip:Callee @192.168.1.128
5818 M $IP Status

5879 m'[ SIP Request

Figure 12.36: SIP Protocol and Debug: Call Flow

This is the image of the Soft Phone configured in Do not Disturb mode.
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Figure 12.37: SIP Protocol and Debug: Soft Phone with DND

Like all communication, it starts with an INVITE from the VideoPhone, who initi-
ates the call, to the Softphone. This package has identical characteristics to the
previous ones.

The fundamental difference with scenarios 1, 2 and 3 where the calls were estab-
lished is that when the softphone is in DNnD mode, it responds with the message
480 Temporarily

Unavailable requesting the end of the call to which it responds with the ACK mes-
sage, thus ending the call.

12.4.3.4.2.1 Message 480 Temporarily unavailable This messageisgivenwhen
the other device is connected correctly but is not able to answer the call. For ex-
ample: when it is not logged in, when it is logged in but in a state that does not
allow the entry of another communication or is in Do not Disturb (DnD) mode.
The phone that made the call usually displays a message saying that the desti-
nation phone is not available, please try again later.

Below is the screenshot of the 480 message:
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= Frame 54 [3E1 hyTes on wire, 3Bl DyTe: cCaptured)
| Ethernet £1, Src: Aslarock_D6:74:92 (00: 61

= INtEernet Protocol, Srci 192.16E.1.128 (192.16H.1.128), Dst: 192.168.1.15 (192.168.1.15
version: 4
Header lengrh: 20 bytes

# Differertiaved services Field: 0x00 (OSCP Ox00: pefaulT; ECN! Ox0Q)

Total Length: 367

tdentification: Ox1&6dé (5B44)

i Flags: Q=00

Fragment offser: o

Time To Tive: 128

Protacal: WoP (0xll)

Header checksun: 0xBecB [correct]

source: 192.168.1.128 (192,.168.1.128)

DEsTination: 192.168,1.15 (192.166.1.15)
B User Datageam Frotocol, SrooPort: 5060 (SO607, DSt Port: 5060 (5060)
= Session rnitiation Protocal
5 status=Line: SIP/Z.0 480 Temporarily unavailable
Status-Code: 480
[Resent Packet: False)
= Message Header
wia: SIP/Z.0/UDP 192,168.1.15:5060; branch=2%hGcabKcl226Fa03
@ To: <sip:CalleeflS2,166,1,128>;tag=-76445842
W From: <sip:736661%2.1468.1.1268>;tag=c1226Fa0
Call-I0: d961B26l2f2cdaa7odedabfccl226fa080%2,168.1.15
CSeq: 7 IMVITE
User-Agent; CounterPath eyeBeam release 30130 stamp 23016

Content-Length: 0

Figure 12.38: SIP Protocol and Debug: Message 480

Inthe Status Line itis displayed that the message sent is 480, the fields it contains
are the same as those of the rest of the SIP messages.

Every time a call is terminated or does not go through for some special reason,
an error message is sent in response to the different failures detected.

As previously indicated, it corresponds to the answers of the class:

m 4xx. Method failure responses.
m 5xx: Server fault responses.

m 6xx: Global fault responses.

ist

In the «??» section found on the ?? page, there is a complete list of SIP
protocol error messages.

The appearance of several unusual messages such as
DECLINE, Request Terminated, etc., broadens the basic scenarios that could ap-
pear in a SIP connection (analyze SIP event table) £ (RFC 3261).

12.4.3.5 Call from the softphone to the busy videophone

Observe and analyze the failed establishment in a com-
munication with the videophone in use.

The following shows the packets exchanged between
the Soft Phone and the VideoPhone.
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D XTEN2HuweillUSY _dec cth - Etheseal

B ER Yew Qo Cwbre Anize Jadistics Leo

DY cR*xE QesoF2 06 Qaal @9E X

o B = | Ereression..| Qe | sty

23 2.792212 192.168.1.128

24 2.802202 192.168.1.15 192,168.1.128 SIP status: 180 ringing
25 2.852216 192.168.1.15 192,168.1.128 SIP status: 603 pecline
26 2.885205 192.168.1.128 192.168.1.13 SIP Request: ACK $1p:1926192.168.1.15

Frame 22 (V17 bytes on wire, 917 byt!-s capturaed)

Ethernet 11, Srci Asfarock_96:74:% (00:13:3f:96:74:9e), Dst: 192.168.1.15 (00:e0:fci30:1ecich)
§ Internet Protocol, Src: 192.168.1.128 (192.168.1.128), Dst: 192.168.1.15 (192.168.1.15)

user Datagram Protocol, src Port: 5060 (5060), pst pore: 5060 (5060)

= session Initiation Protocol

@ Graph Analysis

Time 192.168.1.128 192168115 Comment

2735 SIP From: sip:1234@192.168.1.15 Tosip:192@102.168.1.15
2792 SIP Status

2.802 SIP Status

2852 SIP Status

2885 SIP Request

Figure 12.39: SIP Protocol and Debug: Call Flow

In this case, a call was made from the Softphone to the Videophone, which was
busy. The videophone responds to the INVITE message with a TRYING and RING-
ING, but upon detecting that it is not able to receive the call, it sends the error
message 603 DECLINE or call rejected, to which the softphone responds with
the ACK, ending the connection.

12.4.3.5.2.1 Message 603 DECLINE The 603 DECLINE message indicates that
the phone being called is correctly connected but the recipient explicitly does
not want to answer the call.

In this case, the Cancel key was pressed on the Video Phone while ringing, thus
ending the call. The message "Try again later” appears on the caller’s display.

Below is the capture.

+ Frame 25 (325 bytes on wire, 325 bytes caprwred)
+ Ethernet II, Src: HuaweiTe 30:ecict (00:e0:fcid0iecicl, Dst: Asfarock 96:74:0e (00:13:EF:96:74:9e)
= Internet Protocol, Sre; 192.168.1.1% (1%2.148.1.15), Dst; 192.165.1.128 (192.183.1.128)
wvarsion: 4
Header lengrh: 20 byres
& Differentiated services eield: ox00 (DSCE Oxo0: Default; ECN: 0x00d
Total Length: 311
Idartification: OxdeBb (20107)
# Flags: 0x00
Fragment offset: 0
Time to Tive: &
Protocal: upP (oxll)
# Header checksum: Oxa7ab [correct)
Source: 192.168.1,15 (192.163.1.15)
Destinati 162.158.1.128 (1
1

M ProTaco
5 Status-Line: SIP/2.0 603 Decline
Status-Code;: A03
[Resent Packet: False]
= Massage Meader
B From: "1234"<siprl234e092.168.1.15>;tag=725d073d
B To: <sip:1928182.168.1.15;tag=Fid23dch
cseg: 1 INVITE
call-1b: 170bB02cTc2Ef ol SBoGHd eng.
via: SIPAZ.0/UDF 192.168.1,128:5060;0r znchezOhcdbk-d87 543 -14 5LEEBAd5F1 o 885 -1 -—dB7 54 3 - rpor t=5060
Content-Langth: O

Figure 12.40: SIP Protocol and Debug: Call Flow

In the Status Line field it can be seen that this packet is code 603, which does not

241



Denwa UC&C 4.0.1
CHAPTER 12. SIP PROTOCOL AND DEBUG

have additional content describing the reason, so it has similar characteristics to
the rest of the SIP messages.
As previously indicated, it corresponds to the answers of the class:

m 4xx. Method failure responses.

m 5xx: Server fault responses.
m 6xx: Global fault responses.

In the «??» section found on the ?? page, there is a complete list of SIP
protocol error messages.

The appearance of several unusual messages such as
DECLINE, Request Terminated, etc., broadens the basic scenarios that could ap-
pear in a SIP connection (analyze SIP event table) £ (RFC 3261).
12.4.3.6 Failed calls from softphone 1 to softphone 2
Observe and analyze the causes for which it was not pos-

sible to establish communications.

The diagram of packets exchanged between softphones

is shown below.

(@ Graph Analysis E|E|
A

Time 192,168,1,200 192,168.1.128 Comment

8,786 SIP From: sip:dsd@dsd To:sip unknown @192 1

8,666 SIP Status

8,996 SIP Request

9,099 SIP Status

9,099 SIP Status

9,104 5IP Request

Figure 12.41: SIP Protocol and Debug: Call Flow

In this communication, IP Softphone: 192.168.1.200 generates a call to IP Soft-
phone: 192.168.1.128, which responds with a Ringing indicating that it is connected
and isringing.

b, Tene S + Dwitinatiin L]
168 B.745636  192.16B.1.200 192.168.1.128 SEIR/SD REGUESTD TNVITE SipiunknowrdoZ, 168.1,128:5060, with
173 B.8ATIS2 192,166.1.128 192,18E,1, 200 SIR sratws: 160 Ringing R z
173 E.995077  192,16E.1.200 192, 166.1.128 SIF  REQUEST: CANCEL §1piunknown@i9Z, 166.1.128:5060
178 G OREATE 192.166.1:128 192, 1681200 SIP ‘Status: 200 OK =
177 9098727  192.16B.1.128 192, 166.1. 200 SIF  StaTus: 4B7 Request Terminated

178 ©.203706  192.168.1.200 192.168.1.128 SIP  Request: ACK £1p:urknown®lel.168.1.128:5060.

Figure 12.42: SIP Protocol and Debug: Ringing
Before the receiver answers the call, the softphone that generated it terminates
it, so it sends a CANCEL message to the softphone indicating that the INVITE
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session is canceled and asking the other softphone to stop ringing, to which it
responds with an confirmation message 200 OK. Then the Softphone 128 sends
the corresponding message to end the call, in this case it sends the 487 Request
Terminated message, which indicates that it received a CANCEL. To which the
other party responds with the ACK ending the call.

The INVITE and RINGING packages have already been explained so they are not
shown.

12.4.3.6.2.1 CANCEL message The CANCEL message is sent when the person
who initiated the call wants to end it before the recipient has answered or finished
it, that is, cancel the INVITE request.

Sending this message is similar to asking the other party to stop calling, to which
the other party responds by sending the 200 OK and the 487 message, thus al-
lowing the call to end.

In the screenshot we see that the Req Line describes a CANCEL packet, which
does not differ from the rest of the packets, because it does not contain a clarifi-
cation or content field.

Frame 173 (40% bytes on wire, 408 Dytes captured)
Etharnet II, Src: AsustekC BF:17:5d (OD:0e:ad:BF:17:5d), Dst: Asjarock_96:3a:14 C00:13:8F:96:38:14)
Intarnet Protocol, sSec: 192,.168.1.200 (192.16B8.1.200), Dpst: 192.168.1.128 (192.168.1.128)
version: 4
Header Tlength: 20 bytes
+ bifferentiated Services Field: Ow0d (BEcP On00: Default; BCM: Ow0O)
Total Length: 392
Identification: Ox1303 (4B867)
# Flags: owd0
Fragment offset: O
Time to live: 128
pretocal: UDP {0xll)
Header checksum: Dxalcd [correst]
Source: 192.168.1.200 (192.168.1.200)

GG

pestination: 192.168.1.178 (192.168.1.128)
User Datagram P art: 5060 0), [t POrtT: 5060 (50600
= Session Initiation Protocol

= Request-Line: CAMCEL siprunknown@l%,148,1.128: 5080 SIP/2.4
Method: CANCEL

[Resant Packet: False]

= MESSage Header
wia: SIP/2.0/uUpP 192.168.1,200:5060; branch=29hc4be-d87543 -7b39fb7c o0 ebd Ob-1 - ~dlBT 543~
# To! "192.168.1.128"<s{p!unknownelo2.168.1.128: 50605
w From: "dsd"<sip:dsd@dsds:Tag=7413C868

Call-10: 2WIzZ0I{Y2110TkLY 2 iMTVI N2 IpMmZk Y 22 1MDILY ZE.

CSeq: 1 CAMCEL

User-Agent: ¥-Lite release 1008%e stamp 3402%

contant-Length: O

Figure 12.43: SIP Protocol and Debug: CANCEL

12.4.3.6.2.2 487 Request Terminated This message is sent in response to a
CANCEL or BYE allowing the termination of the call.

Below is the capture.
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# Frame 177 (404 bytes on wire, 404 bytes captured)
# Etherner II, Src: asfarock 96:3e:14 (00:13:8F:06:32:14), Dst: Asustekc BF:l7:5d (00:0e:raG:8f:17:5d)
= Ihternet Protocol, Src: 192.168.1.128 (192.168.1.128), Dst: 192.168.1.200 (192.168.1.2000
vErsion: 4
Header Tength: 20 bytes
# bifferentiated Services Field: Ox00 {D5CP Ox00: Default; ECH: (=003
Total Length: 390
tdermification: ox027a [(634)
# Flags: 0xd0
Fraghent offser: o
Time to Tive: 128
Protocols UDP (0x11l)
% Header checkzum: Oxb254 [correct]
Source: 192.168.1.128 (192.16B.1.128)
pestination: 192,.168.1.200 (192 1468.1.200)
0 USér DATagram Protocol, Sro POFT {5060
= session Initiation Protocol
= status-Line: SIP/2.0 487 Reguest Terminated
Status-Coda: 487
[Resent packer: False]
B Message Header
wviar SIF/Z.0/UDP 1%92.168.1.200:5060; branch=28hcd bx-dB7543-7h39Fb7co03ebd 0b-1--AB7543 =
2,168,.1. 128" <sipiunknown@192, 160, 1. 128: 5060 ; tag=7Thcd 35¢
“dsd"<siprdsdidsd=; tag="4130868
! ZWIZZDI]Y2110Tk1y 23 iMTVviNZ I ysmZky 22 iMDI LY 2E.
CSeq: 1 IMVITE
user-agent: x-Lite reélease 10068 stamp 34025
content-Length: O

Figure 12.44: SIP Protocol and Debug: 487 Request Terminated

In the Status Line we see that the message sent is 487 Request Terminated. The
fields of this message are similar to the previous ones because they do not have

a field for clarifications or content either.

We can observe in this analysis that there is an agree-
ment with the previously detailed theoretical description regarding the CANCEL
message, where the UA with the |IP address: 192.168.1.128 sends a cancellation re-
quest after its INVITE request, thus concluding with the communication .
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STRESS TEST

During the stress tests of the Denwa UC&C 4.0.1 platforms , it will be necessary
to use different tools in order to monitor the behavior of both the platform and
the active computers on the local network where it will be carried out. To do this,
Denwa Technology Corp. will provide a virtual machine in OVA format that will
contain all the necessary elements for the process.

The virtual machine consists of an Ubuntu 16.04 LTS Desktop where ssh connec-
tion multiplexing tools , a call generator and " The Dude” by MikroTik have been
made available.

The virtual machine has a graphical environment from where it will be necessary
to perform the network configuration manually. What is described below corre-
sponds to the content of a PDF file, found on the user's Desktop, in which the
step by step for network configuration is described.

Before carrying out any configuration, some network in-
formation must be validated, for this it will be necessary to open a new
terminal ( Crtl + Alt + T) and write the following command

1| ifconfig -a

With this information it will be possible to obtain the name of the network
card within the system, which could be: ethO, enp3s0, etc.

The first time you enter this virtual machine,
you must configure the network parameters for it to work correctly. You
can do this by clicking on the icon that you will find in the upper right
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corner of your screen. Subsequently, the option “ Edit Connections ..." Af-
ter doing so, you must press the “ Add " button, which will display a new
window where you will select “Ethernet” as the connection type and you
must click on “ Create ". In the next window the following settings will be
made: ethernet

m Device : the network card obtained by the ifconfig —-a command will
be selected

m |Pv4 Settings
o Method: Manual
m Addresses:
o Address: IP that will be assigned to the VM
o Netmask : Netmask (in four octets or in cidr format)
o Gateway: Gateway

DNS Servers: |IP of the DNS servers to use (must be able to resolve the
domain supportvpn.denwaip.com). After making the above settings, you
must press the ” Save ” button

Using a terminal ( Crtl + Alt + T) it is possible to
perform connectivity tests using the system'’s own tools, such as:
= ping
= traceroute
= telnet
= mtr

It is necessary to verify that the domain supportvpn.denwaip.com can be
resolved and that the port 1199 of said domain is reachable by udp .

From the terminal (Crtl + Alt + T) it is possible
to connect the device to the Support VPN, this will be done by using the
command:

sudo openvpn / etc /155.ovpn &

When prompted for the [sudo] password , you will need to enter: config
and press the Enter key . Subsequently, through the ifconfig command,
you will be able to know the IP assigned by the Support VPN, in order to
provide it to the Denwa Technology Corp.
staff

W PDF on Virtual Machine user’s Desktop

From the above, it is important to emphasize the need for the IP assigned to this
virtual machine to have the possibility of connecting to our Support VPN, in order
to be able to manage it remotely.

This tool is an ssh connection multiplexer, which will allow organizing the display
of different queries to the Denwa teams involved in the tests, such as:

CPU Usage

RAM usage

Registered Users or Agents

Concurrent Calls
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m Disk Utilization
m etc.
Each of these queries being in a different ssh session .

MikroTik monitoring tool will provide us visually with the status of the network at
the time of carrying out the different tests; For this, it will be necessary to have
the following information:

m COMPLETE Topology the network where the monitoring will be carried out,
indicating:
o |P addresses of each unit indicating which panel it belongs to.
o Connection ports of the equipment involved in the test.
o Connection ports of ALL intermediate equipment, namely:
o Routers
o Switches
o etc.
m Description of the type of connection between the devices:
o ethernet
o Giga
o SPF
o SPF+
o etc.
m Credentials for queries via SNMP in any of its versions (1,2 or 3) in:
o Agent devices
o ALL intermediate devices, namely:
® Routers
® Managed Switches
® etc.

For example:

Figure 13.1: stress tests: Client-sent topology

Figure 13.2: Testing stress: Monitoring by «The Dude»

Once it has been possible to replicate the topology in the MikroTik «The Dude»
tool and we have information related to the bandwidth used in each of the con-
nections of the different equipment by which (consulted by SNMP) we will pro-
ceed to carry out the stress tests by using the call generator contained in the
virtual machine.

In order to validate the results, each test must be repeated at least two (2) times,
maintaining the maximum flow of calls for at least five (5) consecutive minutes.
The tests will be carried out in stages, as follows:
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m Test 1. 10% of the total concurrent calls contracted

m Test 2: 25% of the total concurrent calls contracted
m Test 3: 50% of the total concurrent calls contracted
m Test 4. 100% of the total concurrent calls contracted
m Test 5: 110% of the total concurrent calls contracted

The growth rate of concurrent calls, until reaching the aforementioned threshold,
will be constant, and will be defined by the maximum number of simultaneous
calls, since for these tests we use an audio file that has a defined duration of one
hundred and twenty (120) seconds. Rate = Maximum z——- It should be noted
that, under this test scenario, it is possible that most of the calls will not be an-
swered by the Contact Center staff assigned for this purpose, so they will appear
as "Unanswered” in the platform Reporting .

Additionally, it is necessary to consider that the file used in our test scenarios uses
the G.711-A codec, therefore, in the event that the agents’ internals or the trunk
use another codec, it could generate a greater use of resources of the platform
because of transcoding.
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